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Overview

Ahsay brings you specialized client backup software, namely AhsayACB, that allows you to
back up your data stored on the cloud storage to either the AhsayCBS backup server, another
cloud or predefined storage, and local destination. This provides set of tools that include
backup and recovery of individual files with versioning and retention policy to protect your data

on cloud storages.

1.2

For agent-based backup and restore, the AhsayACB initiates connection to the cloud storage
(backup source) through the internet via the deployed backup agent on the customer’s site.

Below is the system architecture diagram illustrating the major elements involved in the backup
and restore process using the AhsayACB Run on Client (Agent-based) backup configuration.
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1.3 Why should I use AhsayACB (Agent-based) Solution to back
up my cloud data?

We are committed to bringing you a comprehensive Run on Client (Agent-based) cloud
backup and recovery solution with AhsayACB. Below are some key areas that we can help to
make your backup experience a better one.

/ '\ o% o
,s R ,'!‘ -:.‘\ s °° _‘E
- I alia", /\/
User-defined LLLLU
Backup Destination Performance

O
/O > © &)
@ = AhsayACB > \a.

Easy to Use
Restore Filter
AhsayACB Backup Client

O Task-centered
More Restore Locations ‘ User Interface

N

System Logs
Availability

User-defined Backup Destination

Backup users have more options in assigning a backup destination (i.e. AhsayCBS, Cloud or
Predefined destinations, and standard and local destination).

Performance
Agent-based backup is performed on a physical machine or computer with resources that is

dedicated for backup and restore operations. Once the backup client is deployed on the machine, the
user have more control on the hardware which affects the overall backup and restore performance.

Easy to Use
Agent-based backup solution has a traditional backup approach that is well understood by most

administrators and end users who would only need minimal effort and time to understand the backup
and/or restore operations.
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Task-centered User Interface

Agent-based backup solution make it a good option for users to have more control on the individual
backup/restore and resources management.

System Logs Availability

System logs for data integrity check and space freeing up results is accessible for the end users and
can be reviewed anytime. Unlike with the agentless backup where system logs will only be available
upon request from the backup service provider.

More Restore Locations

Agent-based backup offers you three (3) restore locations such as the local machine, original
location (or the cloud storage where you backed up them), and alternate location (which is through
the same cloud storage but on a different folder).

Restore Filter

Agent-based backup has a restore filter feature which allows users to easily search directories, files,
and/or folders to restore.

High Level of Security

We understand that the data on your cloud storage may contain sensitive information that requires to
be protected, that is why we ensure that your backup data will be encrypted with the highest level of
security measure.

© Un-hackable Encryption Key — to provide the best protection to your backup data, the
encryption feature which will default encrypt the backup data locally with an AES 256-bit
randomized encryption key.

© Encryption Key Recovery — Furthermore, we have a backup plan for you to recover your
encryption key in case you have lost it. Your backup service provider can make it
mandatory for you to upload the encryption key to the centralized management console, the
encryption key will be uploaded in hashed format and will only be used when you request
for a recovery.

www.online-backup.dk 3



Cloud Destinations Backup

By default, the AhsayCBS is set as the storage destination in creating a cloud file backup set.
However, you may add another storage destination(s) as provided by your backup service provider.
Below is a list of supported cloud destinations:

CTYun Microsoft OneDrive

X))
KBS
aWS Amazon S3

Microsoft OneDrive
meDrve for Business

Aliyun & Microsoft Azure
déa,

- Wi AWS S3 Compatible
ramazon
“" webservices Cloud Storage

@ Wasabi n
{‘ Backblaze e Dropbox
e Google Cloud Storage @ FTP

Rackspace

OpenStack

Google Drive SFTP

NOTE

For more details, please contact your backup service provider.
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Run on Client

A Run on Client Cloud File Backup Set provides you with an agent-based backup solution. Manual,
scheduled, or continuous backup job is performed on the client computer. A backup agent needs to

be installed on the client machine in order to back up your data on cloud storage(s).

Differences between a Run on Client and Run on Server Backup Set

The following table summarizes the differences in backup options available between a Run on Client

and Run on Server cloud file backup set, and the tool to use (client agent or web console) when

performing a backup and restore:

Features/Functions

Run on Client
Cloud File Backup Set

Run on Server
Cloud File Backup Set

General Settings v v
Backup Source v v
Backup Schedule v v
Continuous Backup AhsayOBM / AhsayACB for v
Windows only
Destination AhsayCBS, Predefined AhsayCBS or Predefined
Destinations, Standard and Local Destinations only
Multiple Destinations v X
Deduplication AhsayOBM AhsayOBM
Retention Policy v AhsayOBM
Command Line Tool AhsayOBM X
Reminder AhsayOBM / AhsayACB for X
Windows only

Restore Filter v X
Bandwidth Control v AhsayOBM
IP Allowed for Restore v X
System Logs of Data Integrity v X
Check and Space Freeing Up
Others v v
To Run a Backup AhsayOBM / AhsayACB AhsayCBS UzﬁlryWeb Console
To Run a Restore AhsayOBM / AhsayACB / AhsayCBS User Web Console

AhsayOBR only
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Aside from the backup options, the table below shows other operations that can be performed using
client agent and web console:

7 Run on Client Run on Server
FEEES AUNERNS Cloud File Backup Set Cloud File Backup Set

Data Integrity Check v v

Space Freeing Up v X

Delete Backup Data v v

Decrypt Backup Data v X

NOTE
For more details on the Run on Server backup option, please refer to the following guides:
AhsayCBS v9 User Guide — Cloud File Run on Server (Agentless) Backup and Restore Guide

1.4 About This Document

What is the purpose of this document?

This document aims at providing all necessary information for you to get started with setting
up your system for Run on Client Cloud File backup and restore, followed by step-by-step
instructions on a creating a backup set, running a backup, and restoring backup data using
the AhsayACB client.

The document can be divided into three (3) main parts.

Part 1: Preparing for Cloud File Backup & Restore

Requirements
Requirements on hardware & software installation

Best Practices and Recommendations
Iltems recommended to pay attention to before performing backup and restore

Part 2: Performing a Cloud File Backup

Logging in to AhsayACB client
Log in to AhsayACB

Creating a Backup Set
Create a backup set using AhsayACB

Running a Backup Set
Run a backup set using AhsayACB

Part 3: Restoring a Cloud File Backup

Restoring a Backup Set using AhsayACB client

Restore a backup set using AhsayACB
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What should | expect from this document?

After reading through this documentation, you can expect to have sufficient knowledge to set
up your system to backup data on Cloud storage using the client agent, as well as to carry out
an end-to-end backup and restore process.

Who should read this document?

This documentation is intended for backup administrators and IT professionals who are
responsible for the Cloud File backup and restore.
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2 Preparing for Backup and Restore

2.1 Hardware Requirement

To achieve the optimal performance when AhsayACB is running on your machine, refer to the
following article for the list of hardware requirements.

FAQ: Ahsay Hardware Requirement List (HRL) for version 9.1 or above

2.2 Software Requirement

Refer to the following article for the list of compatible operating systems and application
versions.
FAQ: Ahsay Software Compatibility List (SCL) for version 9.1 or above

2.3 Internet / Network Connection

In order to allow access to the cloud storage, a stable internet connection must be available
on the computer where the AhsayACB is installed. If large amounts of data are backed up
from a cloud storage account then a fast internet connection is required.

2.4 AhsayACB Installation

Make sure that AhsayACB is installed on a computer with Internet access for connection to
the cloud storage.

2.5 Valid AhsayACB User Account

A valid AhsayACB user account is required before you can log in to the AhsayACB client.
2.6 Ahsay License Requirement
Licenses

The Cloud File Backup module is included in the basic AhsayACB license. There is
no limit on the number of Cloud File backup sets in an AhsayACB user account.

For more details, please contact your backup service provider.
2.7 Add-on Module Requirements
In-File Delta

The In-File Delta add-on module must be added on the AhsayACB user account if
you would like to use this feature. This only applies to backup sets created using
AhsayOBM v8 or before.

NOTE

This add-on module must be enabled on the AhsayACB user account. Please contact your
backup service provider for details.
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User Profile | Ganeral ECTICVCLTRUIETRTNTN contact | userGroup | Authentication |

Backup Set Settings of the chent backup agent for this user

Settings
Repor Backup Client
Siatistics AlsayOBM User @) ANsayACBH Usee

Effeciive Policy

Add-on Modules

E Windows Syster s L oous Notss
E Mablle (max 10) @ Cantinuous Data Protection
E Volume Shadow Copy I v n In-File DaltaOnly apply 10 v8 or badore ]
OpanDiroct | Granular Restore E Offica 365 Backup
v E‘a Dedupication

2.8 Backup Quota Requirement

Make sure that your AhsayACB user account has sufficient quota assigned to accommodate
the storage for the Cloud File backup. Contact your backup service provider for details.

2.9 Cloud Sources

The AhsayACB Run on Client (Agent-based) Backup Solution supports the following cloud
sources to back up as provided by your backup service provider:

) CTYun Microsoft OneDrive

Microsoft OneDrive
OneDrive for Business

Aliyun & Microsoft Azure
s,

aWS Amazon S3

a0 AWS S3 Compatible
" websenices Cloud Storage

A

@ Wasabi u
{‘ Backblaze e Dropbox

P

Rackspace

OpenStack

FTP

e Google Cloud Storage
‘ Google Drive

2.10 Login Credentials to Cloud Storage

SFTP

To allow access to the cloud storage (backup source) in performing a backup, make sure to
have the correct login credentials to the cloud storage service.
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2.11 Network Bandwidth

10 Mbps or above connection speed.

2.12 Best Practices and Recommendations

The following are some best practices or recommendations we strongly recommend you
follow before you start any Cloud File backup and restore.

© Backup Destination

To provide maximum data protection and flexible restore options for agent-based
backup, it is recommended to configure:

= At least one offsite or cloud destination

@ At least one local destination for fast recovery
© Temporary Directory Folder Location

Temporary directory folder is used by AhsayACB for storing backup set index files and
any incremental or differential backup files generated during a backup job. To ensure
optimal backup/restoration performance, it is recommended that the temporary
directory folder is set to a local drive.

© Performance Recommendations

Schedule backup jobs when system activity is low to achieve the best possible
performance.

© Bucket Management for Enterprise Cloud Storage Providers

If you have chosen to back up files from an enterprise cloud storage (e.g., Amazon S3,
Wasabi, Microsoft Azure, Google Cloud Storage, etc.), you will have to select a bucket
name during the creation of cloud file backup set. Each bucket has a single
compartment, and an access key is associated with a single bucket. Therefore, each
backup set can back up one bucket.

For account with multiple buckets, the backup should be organized into one bucket per
backup set. For best practice, make sure to assign one bucket name per backup set so
you can ensure that you are selecting the correct file(s) to back up.

© Test Restore Operations

Perform test restores periodically to ensure your backup is setup and backed up
properly. Performing recovery test can also help identify potential issues or gaps in your
recovery plan. It is important that you do not try to make the test easier, as the objective
of a successful test is not to demonstrate that everything is flawless, but to discover
faults in your recovery plan. There might be flaws identified in the plan throughout the
test and it is important to identify those flaws.

© Periodic Backup Schedule

The periodic backup schedule should be reviewed regularly to ensure that the interval
is sufficient to handle the data volume on the machine. Over time, data usage pattern
may change on a Cloud storage account, i.e., the number of new files created, the
number of files which are updated/deleted, and new users may be added etc.
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Consider the following key points to efficiently handle backup sets with periodic backup
schedule.

@ Hardware — to achieve optimal performance, compatible hardware
requirements is a must. Ensure you have the backup machine’s appropriate
hardware specifications to accommodate frequency of backups,

« so that the data is always backed up within the periodic backup interval

e so that the backup frequency does not affect the performance of the
production server

@  Retention Policy - also make sure to consider the retention policy settings and
retention area storage management which can grow because of the changes
in the backup data for each backup job.

2.13 Limitations

For backup source selection:

1. Itis currently not possible to select the entire contents of the Cloud drive. Existing top
level folders and/or files must be selected individually. If you need to back up the
contents of the entire Cloud drive, then all top level folders and/or files must be

selected.
LN AhsayhCB
Backup Source
Tolders Name e Date modhed
* & Coogle Drive 2100 Backag
» 180 sackup )00 Tewt Fies
20 Test Fles B B Work Faes
%) Work Fles ) o VAN-hots prg MY 03082021 11 4
&) & vym_workstasos UL png IBIKE 080572021 1134
) » was_admingng Z51%F  03/05/2021 11 34
o Show files Items per page 50 v Page 1/)l w

2. If there are any top level folders and/or files added to the Cloud drive after the backup
set is created, they will not be added in the backup source automatically. The backup
set will have to be manually updated to include the new top level folders and/or files
before they can be backed up.

Example:

If the “Latest version” and “New updates” folders were created after the creation of the
backup set, and the contents of these folders must be backed up, then you must
manually select these folders to be included in the backup.
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L AhsaphCB
Cloud File Backup ... Backup Source
Foders Name ie Date moafied
* & Cooge Drae ) 85 Backup
General > O Sackup v
200 Latest versen o
Source & 1% New updaes W Test Fles
» 05 Test Fikes (2 00 work Fles
» 120 weook Files B2 & AAN-bints prg JALKROLNS/202) 11 34
Backup Schedule 12 & vm_workstason 01 peg 281KBOIN0S/2021 LA
2 o way_admmn.png J8IKB QIS /2021 11 34
Destination
Others
 Show files Ikems per page | S0 v Pgel/l w
Detlete this backup set E

3. If there are any top level folders and/or files which have been deleted from the Cloud
drive since the last backup job, they will not be removed from the backup source
automatically. The backup set will have to be manually updated to unselect the
deleted top level folders and/or files. Otherwise, the backup job will be completed with
warnings.

Example:

The following files were backed up but subsequently deleted from the top level
backup source of the Cloud drive: was_admin.png, vm_workstation_01.png,
VSAN-hosts.png. The next backup job will encounter the following warnings until
these deleted files are unselected from the backup source.

The deleted files are highlighted in red on the backup source to indicate that they no
longer exist on the Cloud storage account.
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L N AhsapAlS
B Cloud File Backup ... Backup Source
Foiders Name Sre Dete moditied
L 7 Orve 0 macksg
General . szg:mw 00 Test fhey
» B0 Tes s 2 00 Work Files
D & WLwsune 01 png
D & wa_admingey
Backup Schedule
Destination
Others
o Show files Rems perpage 50 & | Page ll_l ~

1 backup et

Backup log

[2021/05/04 18:33:08] [warn] [1620120741994] Backup source
"vSAN-hosts.png'" does not exist !

[2021/05/04 18:33:08] [cbhbs] [1620120741994] warn, "Backup
source \"vSAN-hosts.png\" does not exist !",0,0,0,,,

[2021/05/04 18:33:09] [warn] [1620120741994] Backup source
"vm workstation 0l.png" does not exist !

[2021/05/04 18:33:09] [cbhs] [1620120741994] warn, "Backup
source \"vm workstation 0l.png\" does not exist !/",0,0,0,,,

[2021/05/04 18:33:09] [warn] [1620120741994] Backup source
"was admin.png'" does not exist !

[2021/05/04 18:33:09] [cbs] [1620120741994]  warn, "Backup
source \"was admin.png\" does not exist !/",0,0,0,,,
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3 Creating a Cloud File Backup Set

1. Log into AhsayACB.

For instructions on how to do this please refer to Chapter 7 of the AhsayACB v9 Quick

Start Guide for Mac.

2. Inthe AhsayACB main interface, click Backup Sets.

Backup Sets

3. Create a Cloud File backup set by clicking the “+” icon next to Add new backup set.

www.online-backup.dk
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https://download.ahsay.com/support/document/v9/guide_acb_quickstart_mac_v9.pdf#Ch7Login

4. Enter a Name for your backup set and select Cloud File Backup as the Backup set

type.
LN Ahsag\CE

Create Backup Set

Norne:
| Client Run Cloud File Backup

Backup set type

(] (o] [}

5. Select the Cloud type of the cloud storage that contain the data that you want to backup.
e o AhzaphCl

Create Backup Set

Name
; Chent Run Cloud File Backup

Backup set type
I3 Cloud File Backup v

Cloud type
Cmas v
CIREE
o eEenENE
. Amazon S3
wn AWS 53 Compatitsie Clowd Storage
0% Wasabi
& Backblaze
3 Coogle Cloud Storage
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6. Depending on the cloud type you have selected, you will be prompted to enter the cloud
service login details.

Click Test to get redirected to the login page of the cloud service provider on your default

browser, then enter the login details there.
e AtnsALE

Create Backup Set

Name
Client Run Cloud File Backup

Backup set type
123 Cloud Fite Backup v
Cloud type

Click Allow to permit AhsayACB to access the cloud storage.

~

G Sign in with Google

LU

Ahsay wants to access your
Google Account

This will allow Ahsay to:

@gmail.com

&  See, edit, create and delete all of your Google ()
Drive files

Make sure that you trust Ahsay

You may be sharing sensitive info with this site or app. You
can always see of remove access in your Google Account

Leam how Google helps you share data safely,

See Ahsay's privacy policy and Terms of Service

Cancel Allow
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Copy and paste the code generated by the cloud service provider to AhsayACB, then
click OK to confirm.

Google
Signin
Please copy this code, switch to your application and paste it there:

4/1AX4XEWivvgLdcgihY1£4WneHEIF6YbyYKIOWALES [[]
vm_bHDOCcgxXQLWSkpT10

© 2 AtmmpALE

In the browser, g in OF necessary), and dice the "Allow” hution 1o
Nuthorize this app. You will then be preseated with an autherization
cade, Ploase copy the authadizatan coda and naste it here 1o continie

NOTE
The authentication request will be opened in a new tab or window. Ensure that the pop-up
window is not blocked, and pop-up blocker is disabled in your browser.
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Click Next to proceed.
LN AmmpAlR

Create Backup Set

Name
| Client Run Cloud File Backup
Backup set type
I3 Coud File Backup v
Cloud type
& Coogle Drive v

o Test completed successfully

(] (] ]

7. Inthe Backup Source menu, select the folder / files that you would like to backup.
LN ) ArmapalR

Backup Source

foldens
¥ & Google Dine
» D8 ansay
» 88 Aternate Locanon
» [ 88 backup fie
» 080 inszater
s D00 release

Show files

[Frwous | [oess ] [Conent ] [ty

NOTE
There are limitations in selecting files and/or folders in the backup source menu. For further
details, please refer to Ch. 2.13 Limitations.
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Tick the Show files checkbox at the bottom left corner if you would like to choose

individual file for backup. Click Next to proceed when you are done with the selection.
e Ammpala

Backup Source

Foloass Name Sae Dame medified
v & Coogle Dinve &3 1 wim ey
» CI8n Ansay O + 01 Asything mp3 7.36MB  11/04/2012 1051
» D00 Mternate Location T« 01 Highway 1o Heaven mp3 7.7S5ME  27/06/2019 21:31
» B0 backup fiw [ = 190331 NCT127 MEPLAY (PM 01 277 ... 1862  25/09/2019 2158
» C100 imsaber BT e racsces and Recommandanions_dr OKB  B7/3072021 0912
» )00 reiease B T Comparian between ncremental and v, 19K 1A03/2020 1059
B & WC_0%40.06 2.72M  13707(2018 21:0%
8« NC_0579)PC 2.76NE 2370872019 22:56
B« NC_3252PC 1LE9ME  02/0€/2020 19:25
= OMa0365_02262020.pptx L71ME  29/06/2020 19:21
B Periedic DiC detarked flow. pprx 140KE 1271272019 00:.00
8 oedential g IKE 09/06/2020 1736
2 sowtolienamesioaxcel tat 1%0 090872020 10 00
B » strot-mania emi THOKD  21/04/1016 11:49

B 5 v8.3.4.0-Belease-Documern-List_2500... J4KF 2570672020 16:20

o Show files Items per page 50 v Page 1)1 v

[Prwvioss | (e ] [€ancet ] Pivete ]

8. Inthe Schedule menu, configure a backup schedule for backup job to run automatically
at your specified time interval. Click Add new schedule to add a new schedule, then

click Next to proceed afterward.
LR AlinaghCn

Schedule

Run scheduled backup for this backup set
On

Existmg schedules
Add new schedule
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In the New Backup Schedule window, configure the following backup schedule settings.
o 2 ArmmALE

New Backup Schedule
Name

Daily-1

Type

Datly -

Start backup
at v v S3w

Stop

Run Retention Policy after backup

© Name - the name of the backup schedule.

© Type - the type of the backup schedule. There are four (4) different types of
backup schedule: Daily, Weekly, Monthly and Custom.

@ Daily — the time of the day or interval in minutes/hours when the backup job
will run.

New Backup Schedule
Name

Daily-1
Type

Daily v

Start backup

Stop
until full backup completed W

| Run Retention Policy after backup
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@ Weekly — the day of the week and the time of the day or interval in
minutes/hours when the backup job will run.

New Backup Schedule

Name
Weekly-1

Type
Weekly w

Backup on these days of the week
Sun Mon Tue Wed Thu Fri o Sat

Start backup

at v 19w 00w

Stop
until full backup completed v

| Run Retention Policy after backup

@ Monthly — the day of the month and the time of the day when the backup job
will run.

New Backup Schedule

Name
Monthiy-1

Type
Monthly v

Backup on the following day every month

Day
® lLast v | Sunday v

Start backup at
20 v | 00 w onthe selected days

Stop
until full backup completed v

| Run Retentlon Policy after backup

@ Custom — a specific date and the time when the backup job will run.

New Backup Schedule

Name

Custom-1
Type
Custom w

Backup on the following day once
2022 | December w 31 w

Start backup at
21 v 00 w

Stop
until full backup completed

| Run Retention Policy after backup
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© Start backup — the start time of the backup job.

@ at — this option will start a backup job at a specific time.

@ every — this option will start a backup job in intervals of minutes or hours.

1 minute b

Start backup Start backup
every w | |1 minute v evVery W
Stop - Stop
until full bg 2 Minutes until fu b
3 minutes
| Run Retd 4 minutes | Run Retg
5 minutes
6 minutes
10 minutes
12 minutes  ,

30 minutes

2 hours
3 hours
4 hours
6 hours
8 hours

12 hours v

Here is an example of backup set that has a periodic and normal backup

schedule.
ew Backup Schedule \ D Sch I
Name Name
Weekiy-1 Weekly-1
Type Type
Weekly w Weekly w
Backup on these days of the week Backup on these days of the week
Sun v Mon  Tue v Wed  Thu  Fri Sat v Sun Mon Tue Wed Tha Fri « Sat
Start backup Start backup
every v 4 hours v a v i2lv 0 wv
Stop Stop

+ Run Retention Policy after backup

until full backup completed v

« Run Retention Policy after backup

Figure 1.1

Figure 1.2

Figure 1.1 — Periodic scheduled every 4 hours Monday - Friday for business hours

Figure 1.2 — Normal schedule run at 21:00 or 9:00 PM daily on Saturday &

Sunday for weekend non-business hours

© Stop - the stop time of the backup job. This only applies to schedules with start

backup “at” and is not supported for periodic backup schedule (start backup

“every”)

@ until full backup completed — this option will stop a backup job once it is
complete. This is the configured stop time of the backup job by default.

@ after (defined no. of hrs.) — this option will stop a backup job after a certain

number of hours regardless of whether the backup job has completed or not.

This can range from 1 to 24 hrs.

The number of hours must be enough to complete a backup of all files in the
backup set. For small files in a backup, if the number of hours is not enough
to back up all files, then the outstanding files will be backed up in the next
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backup job. However, if the backup set contains large files, this may result in
partially backed up files.

For example, if a backup has 100GB file size which will take approximately
15 hours to complete on your environment, but you set the “stop” after 10
hours, the file will be partially backed up and cannot be restored. The next
backup will upload the files from scratch again.

The partially backed up data will have to be removed by running the data
integrity check.

As a general rule, it is recommended to review this setting regularly as the
data size on the backup machine may grow over time.

© Run Retention Policy after backup — if enabled, the AhsayACB will run a
retention policy job to remove files from the backup destination(s) which have
exceeded the retention policy after performing a backup job.

Click the OK button to save the configured backup schedule settings.

Multiple backup schedules can be created, as an example; the four types of backup
schedules may look like the following.
L ANSapALS

Schedule

Run scheduled backup for this backup set
On

Existing schedules

E Daily-1
Diadly (Everwday at 15:00)

Weekly-1
B Weekly - Saturday (Every week at 19000

g Monthly-1
Monthiy - The Last Sunday (Every month at 20.00)
5 Custom-1

Custom (31/12/2022 at 21:00}

Add

[Previus | [t | [ camnt'} [ |

Click Next to proceed.
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9. Inthe Destination menu, select a backup destination where the backup data will be

stored. Click the “+” icon next to Add new storage destination / destination pool.
o Q Ahzaphlll

Destination

Backup mode
| Sequental v |

Existing storuge destinations
‘*- Add new storage destination / destination pool
)2

10. Select the Destination storage.
LR ASIWLE

New Storage Destination / Destination Pool

Name

Destination storage

(3 AhsayCBS

@ PredefDest]

. Local / Mapped Drive | Removable Drive
& Google Drive
e rTe
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You can choose a storage combination of Local/Mapped drive/Removable Drive or
Cloud storage. Click OK to proceed when you are done with the settings.

» If you have chosen the Cloud Storage, click Test to log in to the corresponding
cloud storage service.
e AaayAlLY
New Storage Destination / Destination P«
Name
CoogleDrive -1
Destinanon storage
N Googla Dove v
» If you have chosen the Local / Mapped Drive / Removable Drive, click Change to

select the local path. Then click Test to

check access to the local path. Click OK

once “Test completed successfully” is displayed.

Name

Local-1
Destmation storage

. Local { Mapped Drive | Removabie Drive v
Local path

{Users/admin Decuments /Backup

< Test completed successiully

ANiyACE
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11. You can add multiple storage destinations. The backup data will be uploaded to all the

destinations you have selected in the order you added them. Press the " " icon to

alter the order. Click Next to proceed.
ene

Ahzaphlll

Destination

Backup mode

Existing storage destinations
‘ GoogleDrive-1

Google Account = maan Mhaw

AhsayCES
(@ Hosr 125.5.184.164:80

Local-1
Jusers/admin /Documents /Backup

12. In the Encryption window, the default Encrypt Backup Data option is enabled with an

encryption key preset by the system which provides the most secure protection.
LN Ahzaphll

Encryption

Encrypt Backup Data
On

Encryption Type

Default

User password
Custom
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You can choose from one of the following three Encryption Type options:

» Default — an encryption key with 44 alpha numeric characters will be randomly
generated by the system

» User password — the encryption key will be the same as the login password of
your AhsayACB at the time when this backup set is created. Please be reminded
that if you change the AhsayACB login password later, the encryption keys of the
backup sets previously created with this encryption type will remain unchanged.

» Custom — you can customize your encryption key, where you can set your own
algorithm, encryption key, method, and key length.

Encryption

Encrypt Backup Data
On |

Encryption Type

Algorithm
AES v

Encryption key

Re-enter encryption key
LLIL1]]
Method

ECE (®) CBC

Key length
128-bit (@ 256-bit

Click Next when you are done setting.

13. If you have enabled the Encryption Key feature in the previous step, the following pop-up
window shows, no matter which encryption type you have selected.

You are advised to wrile this encryption ey down on paper and heep it
m 4 safe place You will nesd it when you need to restore your flles Liter
Please confirm that you have done sp

Unmask encrypton key
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The pop-up window has the following three options to choose from:

» Unmask encryption key — The encryption key is masked by default. Click this
option to show the encryption key.

You are adviaed 10 wiite this encryption key down an paper and keep it
in & safe place, You will need it whea you need 10 restare your files {ater
Pease confirm that you have done 5o

ZPDWFyTtMWZ /0 9MgemOVINQAR X 836 7 TAUIAbDIR 7 1=

Mask encryption key

Caopy to dipboard Confirm

» Copy to clipboard — Click to copy the encryption key, then you can paste it in
another location of your choice.

» Confirm — Click to exit this pop-up window and proceed to the next step.
Click Next to create the backup set.

14. The following screen is displayed when the Cloud File backup set is created successfully.
e o ASaCE

Congratulations!

"Client Run Cloud File Backup” is successfully created.
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15. Based on Best Practices and Rec

ommendations, it is highly recommended to change the

Temporary Directory. Select another location with sufficient free disk space other than

Dive /Users/admin/temp.

Go to Others > Temporary Directory. Click Change to browse for another location.

°r e
Client Run Cloud ...

General
Source
Backup Schedule

Destination

Delete this Backup et

AhsayWCE

Retention Policy

How 1o retain the files in the backup set, which have been deleted in the backup

source

7 v Daylsl v
Temporary Directory

Temporary directory for storing backup files
JUsers fadmin ftemp

Users

15.870GH frew put of total 364 N60E space in

| Remave temporary files after backup

Compressions

Select compression type
Fast with optimization for local

Encryption
Encryption key enenee

Algorithm AES

16. Optional: Select your preferred Compression type. By default, the compression is Fast

with optimization for local.

Go to Others > Compressions. Select from the following list:

. No Compression

. Normal

. Fast (Compressed size larger than normal)
. Fast with optimization for local

Defetn this backuy am

Compressions

Select compeession type

Fast with optimuzation for local

No Compression

Normal

Fast G_cnmonsud saze larger than normal)

v

Algorithm AES
Method cec
Key length 256 ks
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4  Running a Backup

For an overview of the backup process, please refer to Chapter 11 in the AhsayOBM v9
Quick Start Guide for Mac.

To start a backup follow the steps below:
1. Loginto AhsayACB.
For instructions on how to do this please refer to Chapter 7 of the AhsayACB v9 Quick

Start Guide for Mac.

Click the Backup icon on the main interface of AhsayACB.

A

.

Backup

3. Select the backup set which you would like to start a backup for.
L N ArmmAlE

Please Select The Backup Set To Backup

Sertby
i(njﬂqﬂ Time »

Client Run Office 365 Backup Set
Owner: MacBook-Pro
Last Backup: Monday. 24 January 2022 11:39

Client Run Cloud File Backup
Owner. MacBook-Pro
Newly created on Wednesday, 26 January 2022 0943
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4. If you would like to modify the Destinations, Migrate Data and Retention Policy Settings,
click Show advanced option.
o o AhampACY

Choose Your Backup Options

Client Run Cloud File Backup

ey

Backup set type
Cloud File
1w add yeil DpSie

[P | [[aschip ] [Canca ] [ ]

5. When advanced options are shown, it is recommended that you tick the checkbox next
to Run Retention Policy after backup in the Retention Policy section at the bottom.

This will help you save hard disk quota in the long run.
LN ) Ahsay\CE

Choose Your Backup Options

Cliem Run Cloud File Backup

Backup set type
Cloud File

Destinations

|v! & GoogleDrive-1 (Google Account Sl s
[ (3 ARsayCBS (Host 125.5.184.164.80)

) B Local-1 (/Users/admin/Documents Backup)
Migrate Data

|| Magrate existing data to latest version

Retention Policy

I« Run Retention Policy after backup
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NOTE

The Migrate Data option will only be displayed if Deduplication is enabled for the backup set.

When the Migrate Data option is enabled, the existing data will be migrated to the latest version
during a backup job. Backup job(s) for backup sets with Migrate Data enabled may take longer
to finish. For more information about this feature, refer to AhsayCBS v9 New Features
Supplemental document..

6. Click Backup to start the backup and wait until it is finished.

Al

Backup

Client Run Cloud File Backup

AhsayCBS (Host: 125.5.184.164:80)

o Backip Completed Successfully
Estimated time left sec

Backed up 12.60MB (30 files, 2 directories, 0 link)
Elapsed time 1 min 11 sec
Transfer rate 1.38Mbit/s

7. Check the log of your backup by clicking this icon

[&

backup with corresponding date and time.

. It will show you the log of your

[Naw el
[Now Fiel
[New Fde)
[N Fde]
[V Fide)
[N Fle)
[New Fdel

[Now Flel
|New File.

4ot

POOSOOOOO0O0OSOC000F

[Tovem

Logs per page

Start Backup

|New Fle]

AlsighCn

Loy

Start | AhsayACl v9,1.0.0 )

SaVNg encrypled Dackup et BACryRton keys 10 terver.
[Dedspicaron snabied, Dedupication wope. AR fles withen the same Bachup s, Migrate Deta: dia.,
Using Yamporary Desciory (Users fadmumn/teep 164316172 3832/08501633 162217404
Dowrdoading server e Ine

Dowsloading server He Int. Completed

Reading backup source from hard disk

[New Dwrectond... hackup fhe

|New Directory],.. backup fhe /with fiker

Reading Dackue souce from hard dish_ Completed

100% of "Backup Mie Best Practces and Recommendarions_aah_ 03162020 updated- ivy.docx”
100K of "Dachup Me /credentals e

22% of Mackup e Penedic OC detaied flow potx”

145 of "backup e Penadic 0IC detalied flow patx”

455 of "hackup fe Peciodic DIC detalied Aos portx”

0% of Dackup fheFenodic DIC detalied How patx”

E5% of Dackup e Fenodic DIC detalied Bow ppmx”

79% of Dackup MeFeriedic DIC detalied flow pptx”

SIN of Dackup Me Fenodic DIC detaled Now ppix”

. 100N of Backup e /Petiodic DIC detaided Now ppix*

B s o R AEE ATAETANA aaa

50 w
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26/01)2022 10.02.13
26/01/2022 10.02 34
26/01;2022 1002 34
26/01/2022 100219
6/0172022 10.62 40
25/01)2022 100241
26/01/2022 10:02:42
26/01/2022 10.02:43
26/01/2022 10243
76/01)2022 10:02:45
2060012022 10.02:45
26/01/2022 100247
26/01)2022 002 47
26/01/2022 10.02:47
20/01)2022 100247
26(01/2022 1002 47
26/01/2022 10:02.47
26/01/2022 10:02:47
26/01/2022 1002 47
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View Report

To view the backup report, return to the AhsayACB main interface then click the following
icon.

In this Backup Report screen, you can see the backup set with corresponding destination,
completion date and time, and status.

o o Al oAl S
Re pO rt Backup Report
From To
Backup 19w  Jin v 2022 v 26w Jan v 2022 v| | Go
Restore Rackup set v | Destination v Completion Status v
U [ Client Run Clo... (3 AhsayCES Today 10:03 npleted
sage 2] cuent Run Offi.. (3 AhsayCBs 24/01/2022 1141 Completed
] cuent Run Offi... G AbsayCEBS 24/01/2022 1130 otedt
m Client Run OFi.., (3 Absay(BS 24/01/2022 1040 |
No, of records per page | 50 - Page 1/1 w
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Click the backup report and the summary of the backup will be displayed.

o o AhsagAln
Re pOFt Backup Report
From To
Backup 19w Jun v 2022 v 26w Jan v 2022 v Ge
Restore Backup set v  Destination v Completion Status v
U Backup set E] Client Run Cloud File Backup X -
sage Destination & AhsayCss
Job 26/01/2022 10.02
Time Today 10:02 - 10:03 (PHT)
Status « Completed successfully
New files * 30 [12MB/12.6M8 (5%
Updated files * 0
Attributes Changed Files * 0
Moved files * 0
Deleted files * 0
Dedupe Saving 0/12.6M [0.0%]
* Unit = No of files [Total zipped size | Total unzipped size (compression ratio)]
View log
[E] Client Run Offi... (3 AnsayCes 24701/2022 11:41 v
No. of records per page S0 v Page 1/1 w

4 Q Ahzaphlil

Backup set | Chent Run Cloud File Backup v Destination | AlsayCBS W
log | 26/01/2022 10:02 w Show | All v
T g Tme
S5t | AtsayACE ¥9.1.0.0 26/0142022 1002:32
Savieg encrvpted Backup Vol enCreton keys 1 Lerve! 26)0452 33 A
art Bachun . [Dedupicaton snabled, Deduplcation swope Al fles withen he same Bachsp o1, Migrate Dela disa 26,01 ) 54

Uung Termpacary txrectory /Users/admn/temp/ 164116172 1532/005R104 1102717404 6)01

Downloading server ke bat 26)015202
Downloading server file Ist.,. Compieted 26/01/202
Aeading Dackep sowrce from hard disk 26/01202
[Now Drecoory) .. Dackup the 26)0172022
[New Directory] .. Dackup the /with M 26)01 521
Moas

g Backsp sowes from hard disk... Compend 26)0L
[New Fite|,.. 100% of "Dackup fie Mot Fracoces and Kecommendation drall 04 162020-updated -y docy Z6)01
(New File) .. 100% of "Dackup e /credentiah taf 26/01 /2
[New Flle| . 22% of "backup He Periadic DIC detaded fow pomx” 26/01
INew File],.. 34% of "backup the Periodic DIC detalied flow 26/01
[New Fike],.. 45% of "backup He/Periodic DIC detalied flow o 26/01

OOCCOORO0CO0000R00F

[New File]... 56% of "hackup He /Pesiedic DIC detased fow 2ot 26)01

Now Filk)... 8% of "Dackup Ne Panedic DIC denaled Now pax 26)01/2¢

Mew Fiki)... 70% of hackup te Periodic DIC detaliod Now sptx” 26/0 v
Logs per page 50 v Page 1/3 w
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You can also search for backup reports from a specific period of date. For example, we
have the From date which is, 12 Jan 2022 and the To date which is, 17 Jan 2022. Then
click the Go button to generate the available reports.

If this is a valid range of dates then backup reports will be displayed unless there were no
backup running on the specified dates. A message of No records found will also be

displayed.
o o Ahsay\CE
Re pOft Backup Report
From To
Restore Backup set v  Destination v Completion Status v
No records found
Usage

o, of records per page 50 v Page - w
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5 Restoring with a Cloud File Backup Set

Using AhsayACB to do the restoration has three (3) options. Through Local machine, Original
location, and Alternate location. Below are brief descriptions of the said features. After this
quick walkthrough you will see the step-by-step instructions with corresponding screen shots
on how to restore your data using the following options below.

[+] Local machine
Restore your data to your local computer where the AhsayACB is running.

(1] Original location

Aside from the location machine option, you are also able to restore your data to
your original location, on the cloud storage, where you backed them up.

0 Alternate location

Besides the two options above, you can also restore your data to an alternate
location which is through the same cloud storage but on a different folder.

1. Loginto AhsayACB.

For instructions on how to do this please refer to Chapter 7 of the AhsayACB v9 Quick
Start Guide for Mac.

2. Click the Restore icon on the main interface of AhsayACB.

Restore
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3. Select the backup set that you would like to restore.
LN AbuayALE

Please Select The Backup Set To Restore

Sor by

Creation Time

Client Run Office 365 Backup Set
Owner: MacZook-Pro
Last Backup Monday, 24 January 2022 11:39

Client Run Cloud File Backup
Owner: MacBook-Pro
. Last Backup: Wednesday, 26 January 2022 1002

Ong b

4. Select the backup destination that contains the data that you would like to restore.
o Q Ahzaphll

Select From Where To Restore

Client Run Cloud File Backup

GoogleDrive-1

Coogle Account B Slas. s
G AhsavCBS

Host: 125.5.184.164 80

Local-1
JUsers/adman /Documents/Backup

o] [we]
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5.

Select to restore from a specific backup job, or the latest job available from the Select
what to restore drop down menu.

Sedect what 10 restoce

Voldery
v @ AhsayCas
v 3 vackp e
» 3 I won fikec

yearch

Choose from files as of job W

Restore 1o local computer

AlamphllE

26/01/2022 w | Latest w

Name

2 = Monzoning Admnicr asoslogs_ACTIN
2 = Menonng Admnnrasanlogs AsdnTs,
£ = Menmonng Admaie ssonlogs Messag
£ = Moneonng Admnng ssostogs_SNNIPL
£) = Meneoning_BackupRestorelogs_Actvat
£ = Monranng BackugRestorelogs_Backe
B * Monkonng BackupRestorelogs_Backu.
B = Monronng Backopestorelogs_Backe...
2 = weneoniog BackupRestonlegs Resier
B = Menzonng LiveActvmes_Sackup jip

) = Montoring LiveActivibes Backup Bick
&) ® Moneoring LiveActivies_Recever jsp
B = Monkonng UveActvises_Redirection 15p
B » Monkoring LiveActvises_Replication jsp
D = Monzonng_ LiveActvies_Rastore.jsp
2 = Mentonng Redrscsoslogs Actvisesl
£ = Menzonng Kephlatonlogs Aciviesls

Itens per page

e

2K8
2KB

KB

50

Select Your Files To Be Restored

Owte moditied
25/06/2020 14:44
25/06/2020 3521 N
23/08/2020 1434
23108/2020 1417
2510812020 15:51
/2020 15:08

250672020 15.09
25/06712020 14:18
221082020 17/33%
25/08/2020 14:19
25/06/2020 14:19
250672020 14:19
25/06/2020 14:20
25/06/2020 15:48
235/06/202015.49 VY

v Page 1{1l v

Previous Next Cancel Help

Tick Restore to local computer if you want to restore the backed-up data to the local

computer.

Seloct what to restore

Folders
v O AsayCES
* DM vackop the

» 2100 et Tlaar

Search

Choose from files as of job W | 26)01/2022 &

(7] Restore to Jocal computes

AsaACE

Latest v

Name

= Nontrng Admenstrabonlog A
) = Momtoring Adminatrabonlogs AudnTr
2 = Momtorieg_Adminatratnonlogs Messag
&) # Montoring Adminstranoslogs SNNPL
2 = Montoring EackupRestoretags Actie
2) ® Momtorieg BackupRestorelegs Backe..
2 ® Momtonieg SackupResnorsiags Backs..
) * Momtorng SackupRestorslags Bachs.
B & Momtonng BackupRestorelogs Revior
2 = Montonsg_LiveActivties_Sackup (sp

) ® Mortoring LiveActivises Sackup_Back
2 = Montoring_LveActiities Recener ig
2 * Mootorieg LnveActvties_Redirection jsp
2 ® Momtorieg LiveActivities_Replcation 59
2 ® Momtorisg LveActheties_Restone jsp
) & Momtoneg Redirectont g8 AL
) & Mortoneg Rephcationlogs Acthvtieslo

Nems per page

S0

Select Your Files To Be Restored

Dare modified
23106/2070 1444
25/08/2020 1528 N
25/06/2020 14:44
25/06/2020 14:17
25/06/2020 15:31
25/06/2020 1504
25/06/2020 1550
J5/06/2020 1513
25/06/2020 1509
23/00/2920 1418
22/06/2020 17:33
25/06/2020 14:19
25/06/2020 14:19
25/06/2020 14:19
25/06/2020 1420
25/06/2020 15:48
23/00/2020 1549 V¥

v Pagellll w

If you want to search for directories, files, and folders to be restored, click Search to use

the restore filter.

For more information on how to use the restore filter please refer to Chapter 13.3 of the
AhsayACB v9 Quick Start Guide for Mac.

Click Next to continue.
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6. The window that will be displayed will depend on the restore destination selected. Here
are the three options:

e Local machine
e Original location

e Alternate location

e Local machine

Click the Browse button to select a path on where you want the items to be
restored on your local computer. Make sure it has enough space to accommodate
your restoration.

c o Alagphil

Choose Where The Files To Be Restored

Restore files to

fUsers/admin/Dacuments /Restore Browse

haw advantrd opton

Previows Next

Click Show advanced option to configure other restore settings.

Choose Where The Files To Be Restored

Restore files o

[Users/admwn/Documents [Restore Browse

Verity checksum of in-file delta files during restore

Verify checksum of in-file delta files during restore
By enabling this option, the checksum of in-file delta files will be verified during the

restore process. This will check the data for errors during the restore process and
create a data summary of the in-file delta files which will be included in the report.
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e Original location

If you have chosen this option, the backup data will be restored to the original
location on the cloud storage.

e Alaaghin

Choose Where The Files To Be Restored

Restore files to
@ Original location

ARermate location

Verdy checksum of in-Fie delta liles during restore

Hide agvanced opoon

Pravious Next Cancel Help

e Alternate location

If you have chosen this option, backup data will be restored to another location of
your choice. Click Change to select the alternate path on the cloud storage.

D) AhamACD

Choose Where The Files To Be Restored

Restore files to
Original locabon

o Alternate location M

Verify thecksum of m-file delta files duting restore

Hid d
Previous sext | | Camew Help
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Select the path where the data will be restored then click OK.

o c P

Change Path

* & Coogh Drve
Ahiay
AREINg LOCITON
Bachup Ve
trataber

rebeaie

Click Next to proceed.

o kl AhamACD

Choose Where The Files To Be Restored

Restore liles 1o
Oviginal locanon

@ Alternate Jocation Alternate Location Change

Verify checksum of in-file delta fles dunng restore

.
(e | (] [ ] [}

NOTE

Data can only be restored to the local computer or to the original cloud storage where
the data was backed up from (i.e. same cloud storage provider and same account).
Restoring backup data to a different cloud storage provider or different account is NOT
possible.
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7.  Select the temporary directory for storing temporary files. Click Restore to start the
restoration.
2 o ASIWCE

Temporary Directory

Temporary directory for storing restore files

(Users/admin/temsp = =

8. The following screen is displayed when the files are restored successfully.

2 < Ahsaphlll

Restore

Client Run Cloud File Backup

b

AhsayCBS (Host 125.5.184.164 80)

 Restare Completed Successfully a
Estimated time left 0 sec

Restored 57.33KB (19 files)

Elapsed time 1 min 15 sec

Transter rate 1.92kbit/s
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6 Contact Ahsay

6.1 Technical Assistance

To contact Ahsay support representatives for technical assistance, visit the Partner Portal:
https://www.ahsay.com/partners/

Also use the Ahsay Wikipedia for resource such as Hardware Compatibility List, Software
Compatibility List, and other product information:
https://wiki.ahsay.com/

6.2 Documentation

Documentations for all Ahsay products are available at:
https://www.ahsay.com/jsp/en/downloads/ahsay-downloads documentation quides.jsp

You can send us suggestions for improvements or report on issues in the documentation by
contacting us at:
https://www.ahsay.com/partners/

Please specify the specific document title as well as the change required/suggestion when
contacting us.
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