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1 Overview

1.1 What is this software?

Ahsay brings you specialized client backup software, namely AhsayACB, to provide a
comprehensive backup solution for protecting file(s) / folder(s) on your machine, with a wide

variety of backup destinations (major cloud storage service providers, FTP/SFTP, local drive,

etc.) of your choice.

1.2 System Architecture

Below is the system architecture diagram illustrating the major elements involved in the backup
process among the backup machine, AhsayACB, Ahsay Mobile app and AhsayCBS.

NOTE

mobile backup to prevent any interruption during backup process:
e For Android devices, disable screen lock or timeout
e ForiOS devices, disable auto-lock
e Turn off all power saving modes
e Connect to power source

The first mobile backup may take up a few hours to back up all the photos, videos, documents and 2FA
accounts from your device. Subsequent backups will take less time. Please do the following for the firs

t

-
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() Server to AhsayCBS Replication Server
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1.3 Mobile Backup Server

The Mobile Backup Server (MBS) will be utilized to handle mobile backup and restore of Ahsay
Mobile app. It is an integral part of AhsayACB.

System Diagram

The Mobile Backup Server (MBS) will be activated automatically when a mobile device installed
with the Ahsay Mobile app is successfully registered for mobile backup with AhsayACB.
Afterwards, it will be automatically restarted whenever the AhsayACB services is restarted or
when the AhsayACB machine is rebooted or powered on. The MBS will be deactivated when all
mobile devices have deregistered from the mobile backup settings and the AhsayACB services
is restarted.

The MBS will use the following port ranges:
e TCP Port: 55000 to 5509
e UDP Port: 55200 to 55299
e Protocol: Http, for the request of Ahsay Mobile app.

The default TCP and UDP ports are 55000 and 55200, if these ports are already in use by
other applications or services, then the MBS will automatically acquire another port.

The actual TCP and UDP port can be seen on AhsayACB when pairing a mobile device for
mobile backup.

Please scan the QR code to get the below Mobiie App from App Store, Once installed the Mobie App. launch it and

scan the same QR code to complete the device registration

13 new device for backup wathout migration)

nload on the

& App Store F\ éoggle ey

Prerequisites

Please use the latest Mabile App version

Please make sure belaw 2 poets are not blockad by any Frewall settings
. 55000

UDP Port. 55200
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Photos, videos, documents and 2FA accounts are stored either in mobile device’s internal
memory or SD Card. These are selected as backup source using the Ahsay Mobile app and
will be backed up to the local destination of a Ahsay machine, that can be a Hard Drive, Flash
Drive, and/or Network Drive in their original unencrypted format. For Android devices, photos
and videos will retain all EXIF. While for iOS devices, photos and videos will retain most of the
EXIF including, capture date, location, and lens.

—— Local Destination on AhsayACB

" $ X . YYY-8M-00-ho-rromr-aa 10

EXAMPLE:
D:backuplidevice_name’\ 160249256026 7\blocks\2020-10-12-16-54-0810

AhsayACB machine
(Backup Destination)

0

Protecol: Hitp

|tl u o == A
Internal Memory oy ™
bl
Ahsay Mobile app
(Backup Source) ﬂ
SD Card y - = N
[
=
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If storage of photos, videos, documents and 2FA accounts to AhsayCBS and/or a Predefined
Destination is required, then this can be done using AhsayACB to perform a secondary
backup and restore of the photos, videos, documents and 2FA accounts on the local drive to
AhsayCBS and/or a Predefined Destination.

To back up and restore photos, videos, documents and 2FA accounts from Ahsay Mobile app
to AhsayACB then AhsayCBS and/or a Predefined Destination is a two-step process.

1t Back up photos, videos, documents and 2FA accounts from Ahsay Mobile app to
AhsayACB local destination.

2"d: Create a File backup set using AhsayACB, using the local backup destination as the
backup source, then back up this backup set to AhsayCBS and/or a Predefined Destination.

o @
L
YA
AhsayCBS Predefined Destination

| e |
&

Internet

Data are compressed, encrypted, and divided
into individual data block size of 32 or 64MB

Back up and Restore from AhsayACB to
AhsayCBS and/or Predefined Destination

CoeHE
Local Destination on AhsayACB
'l Nbackup_ 1% clevice . YYYY-MM-O0-tf-prun-5300
EXAMPLE!

D‘W M\INWMW-'!-'W

QATA ©

techup

AhsayACB machine
(Backup Destination)

Galaxy AT0

TOOMRSeeY

fl

o 000 pepd

= 200001 e
Wocks 7

|

200000 repd
020- 30 12.16-54-08

o

Cope
Internal Memory e ™
. .
Ahsay Mobile app
(Backup Source) ﬂ
SD Card = N
[ 4]
[ ]
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1.4 Two-Factor Authentication

Two-Factor Authentication (2FA) supports TOTP (Time-based One-time Password) and Push
notification authentications using the Ahsay Mobile app to provide additional security for the
user login process. Since aside from logging in with just a username and password, if the
account has Two-Factor Authentication enabled, there will be an additional step necessary to
login.

Upon initial login to AhsayACB, you will have an option to setup Two-Factor Authentication or
skip the setup and do it later. If you continue the setup of Two-Factor Authentication, it will be
automatically enabled for your account. Several mobile devices may be added for
authentication.

For logins with Two-Factor Authentication enabled, the authentication method that will be
available will depend on the authenticator app registered during setup.

If Ahsay Mobile is used as the authenticator app:

o you will either accept the login request via push naotification in the Ahsay Mobile app;
or
e enter the one-time password generated in the Ahsay Mobile app.

If a third-party authenticator app is used:

¢ you will enter the one-time password generated in the third-party authenticator (i.e.,
Authy, Duo, Google Authenticator, Microsoft Authenticator, LastPass Authenticator,
iOS 15 Built-in Two-Factor Authenticator, etc.)
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This illustrates the user login process for account with Two-Factor Authentication enabled using
either the Ahsay Mobile app or a third-party authenticator app.

;

AhsayACB

AhsayACB Login

o o ed & o g S A

e, v e g v p

1] O] =

LI
AhsayACB - Two-Factor Authentication (2FA)

AhsayCBS PNS

Public PNS
Send Push Notification 1

fog

Ahsay Mobile app OR Ll:tirt‘d-pany TOTP
ticator
Accept Authorization Request on Aep

Input one-time password

_ All instructions are there

AhsayACB Main Interface

www.online-backup.dk



http://www.online-backup.dk/

This illustrates the registration of mobile device(s) for Two-Factor Authentication using either
the Ahsay Mobile app or a third-party authenticator app.

o

AhsayACS Login

Register mobile device(s)
Go to User Profile > Authentication

Rerseare Atherd)can ADS B SR 1) YOU! aciour

on e |

hegsiered Motde Dewdety

e

L AUng D

OR

Ahsay Mobile app

Third-party TOTP
Authenticator App

Scan QR code l

Enter one-time passcode

Factor Authenticatior

Bevpibe Attwrmrane AfD 1B GEn N pRT 30

an —q

Semuere vuobie Cowemn)

Fl Andolavio

Masesel Astiwrrinaler

At

Crumt dunng Sarp
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2 Requirements for Ahsay Mobile

2.1 Backup Software Version Requirement
© Download and install the latest version of AhsayACB.

© Download and install the latest version of Ahsay Mobile app on the Play Store for
Android mobile devices and on the App Store for iOS mobile devices.

2.2 Network Connection

Ensure that the Ahsay Mobile app is connected to the same local network as the AhsayACB
machine. Failure to do so will prevent you from performing backup and/or restore.

2.3 Android and iOS Version Requirement

© For Android devices, the Android version must be 8 or above.

© ForiOS devices, the iOS version must be 12.0.0 or above.

www.online-backup.dk
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3 Requirements for AhsayACB on Windows

3.1 Hardware Requirements

Refer to the link below for details of the minimum and recommended requirements for installing
AhsayACB:
FAQ: Ahsay Hardware Requirement List (HRL) for version 9.1 or above

3.2 Software Requirements

Refer to the following link for details of the operating systems, applications and databases
supported by AhsayACB:

FAQ: Ahsay Software Compatibility List (SCL) for version 9.1 or above

Refer to the following article for the list of compatible operating system for OpenDirect Restore:
FAQ: Ahsay Software Compatibility List (SCL) for Granular and OpenDirect Restore on version
9.1 or above

3.3 Antivirus Exclusion Requirement

To optimize performance of AhsayACB on Windows, and to avoid conflict with your antivirus
software, refer to the following Wiki article the list of processes and directory paths that should
be added to all antivirus software white-list / exclusion list:

FAQ: Suggestion on_antivirus exclusions to improve performance of Ahsay software on
Windows

NOTE

The bJW.exe process is automatically added to Windows Defender exclusion list for Windows 10 and
2016 / 2019, during installation / upgrade via installer or upgrade via AUA.

For mobile backups, the mobile backup destination must also be added to all antivirus software
white-list / exclusion list.

3.4 Upgrade VMware Tools Requirement

To avoid an unexpected java crash, if the Windows machine is a guest VM hosted on a VMware
Host, it is highly recommended that the VMware tools version installed on the guest VM is
10.3.5 or higher.

Below is the warning message that will be displayed if the version of the VMware Tools is lower
than 10.3.5.

NOTE

For more information about the upgrade of VMware Tools, refer to the following article:
https://wiki.ahsay.com/doku.php?id=public:version_9:client:9463 ahsayobc_crash on_v
m_with_vmware_tools pre-10.0.5.
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https://wiki.ahsay.com/doku.php?id=public:version_9:start_here:9023_suggestion_on_antivirus_exclusions
https://wiki.ahsay.com/doku.php?id=public:version_9:client:9463_ahsayobc_crash_on_vm_with_vmware_tools_pre-10.0.5
https://wiki.ahsay.com/doku.php?id=public:version_9:client:9463_ahsayobc_crash_on_vm_with_vmware_tools_pre-10.0.5

3.5 Temporary Directory Requirement

The temporary directory is used for various purposes, such as storage of temporary spooled file,
remote file list, local file list, temporary delta file and other files of temporary nature.

It is strongly recommended to use a local drive instead of a network drive to ensure optimal
backup/restore performance.

3.6 Network Drive Requirement
The login accounts for network drives must have read and write access permission to ensure
that backup and restore would be successful.

3.7 Firewall Settings

Make sure that your firewall settings allows network traffic through the following domain and/or
ports:

For AhsayACB to function correctly must allow outbound connections to *.ahsay.com
via port 80 and 443.

For mobile backup inbound / outbound network traffic must be allowed through the
following default ports: HTTP port: 55000 and UDP port: 55200.

The actual ports used may be different, please refer to Chapter 1.3: Mobile Backup
Server (MBS) for more details.

3.8 Two-Factor Authentication Requirements

Please refer to Chapter 2.4 of the Ahsay Mobile User Guide for Android and iOS for details of
the minimum and recommended requirements for using Two-Factor Authentication on Ahsay
Mobile app.

3.9 Mobile Backup Requirements

Please refer to Chapter 2.5 of the Ahsay Mobile User Guide for Android and iOS for details of
the minimum and recommended requirements for installing the Ahsay Mobile app.

3.10 Network Bandwidth

10 Mbps or above connection speed.

3.11 Limitations

Enhanced Network Drive Support

© For network drives which have not been already setup or mapped in Windows.

© Temporary folder location is not supported with individual login credentials but can still
be setup separately using existing Windows User Authentication login.
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3.12 Best Practices and Recommendations

3.12.1 Periodic Backup Schedule

The periodic backup schedule should be reviewed regularly to ensure the interval is sufficient
to handle the data volume on the machine. Over time, data usage pattern may change on a
production server, i.e., the number of new files created, the number of files which are
updated/delete, new users may be added etc.

When using periodic backup schedules with small backup intervals such as backup every 1
minute, 2 minutes, 3 minutes etc. although the increased backup frequently does ensure that
changes to files are captured regularly which allows greater flexibility in recovery to a point in
time.

Consider the following key points to efficiently handle backup sets with periodic backup
schedule.

¢ Hardware — to achieve optimal performance, compatible hardware requirements is a
must. Ensure you have the backup machine’s appropriate hardware specifications to
accommodate frequency of backups,

o so that the data is always backed up within the periodic backup interval

o so that the backup frequency does not affect the performance of the production
server

e Storage — ensure you have enough storage quota allocated based on the amount of
new data and changed data you will backup.

e Retention Policy — also make sure to consider the Retention Policy settings and
Retention Area storage management which can grow because of the changes in the
backup data for each backup job

3.12.2 Setup of both Periodic and Continuous Backup Schedules

On a Windows platform, although it is possible to setup both Periodic backup schedule and
Continuous backup schedules on a File backup sets, it is recommended to only use one
schedule as only one schedule backup job can run at any one time.

For example, a backup job is started by the Periodic backup schedule and is running, if a
Continuous backup is scheduled to run, the backup job will be skipped and vice versa.

3.12.3 Periodic Backup Schedule vs Continuous Backup Schedule

The following table shows the comparison between a periodic and continuous backup
schedule.

Periodic Backup Continuous Backup

FEEllEs Schedule Schedule

Will run whether or not a change on the
backup source is made

Run Retention Policy after backup

Exclude system files from the backup

Only apply to files smaller than (MB) size

» 4 4 418

<€ ¢ %
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Exclude Filter

v

Supported on all operating systems (i.e.
Windows, MacQOS, Linux, FreeBSD, QNAP,
and Synology)

Only supported on
Windows operating
system

Supports all backup set types 4 Only supports File

Backup Sets

<[« %

3.12.4 Temporary Directory Folder Location

Temporary directory folder is used by AhsayACB for storing backup set index files generated
during a backup job and temporary restore files.

To ensure optimal backup/restoration performance, it is recommended that the temporary
directory folder is set to a local drive with sufficient free disk space.
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4 Get Started with AhsayACB

This quick start guide will walk you through the following six (6) major parts to get you started with
using AhsayACB.

Download and Install

Download and Install AhsayACB on your
Windows machine

Launch the App
Launch and log in to AhsayACB

Set up 2FA and/or Mobile Backup

Register mobile device for 2FA and/or mobile
backup (optional)

Create a Backup Set

Create a backup set according to your
preferences

Run Backup Jobs

Run the backup job to back up data

Restore Data

Restore backed up data to your system
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5 OpenDirect Restore

5.1 What is OpenDirect Restore?

OpenDirect restore is an additional restore options for restoring files from a Windows File
backup set. The OpenDirect restore method makes use of the granular restore technology to
make selective restore of individual files from a large, compressed file or image, for example zip,
RAR, ISO files, without the need to restore the compressed file or image first, to give you a fast
and convenient file restore solution.

During the OpenDirect restore process, the file(s)/folders can be viewed and/or copied from the
Windows File Explorer on the Windows machine you are performing the restore. OpenDirect
restore is only supported on File backup sets created and backed up using AhsayACB on
Windows platform with OpenDirect restore feature enabled.

IMPORTANT

OpenDirect restore requires an additional OpenDirect / Granular Restore add-on module license to
work. Contact your backup service provider for further details.

5.2 How does OpenDirect Restore work?

Backup Destination

Local Drive / Cloud Destination AhsayCBS
FTP/SFTP (o
C
i
O~"
o T
CTY S
s + +

Backup Destination with the file(s) backed up

OpenDirect
Restore
request sent

Mounting tool is used to expose

the file(s) as a system volume -

ArsayACR

— *Supports only
= / \ + g Windows platform
| — Individual fileffolder is shown " SR

File System Driver directly on AhsayACB or in a : AhsayACB Machine
file explorer on the computer :

where AhsayACB is installed

T
| ElE

Files can also be viewed and/or
copied directly to your Windows
machine from the Windows File
Explorer
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5.3 Benefits of using OpenDirect Restore

Comparison between OpenDirect File Restore and Traditional File Restore

OpenDirect Restore

Introduction

first.

OpenDirect restore allows you to quickly access individual files from a large, compressed file
or image by viewing and/or copying files from the file explorer on the Windows machine you
are performing the restore, without having to fully restore the whole compressed file or image

Pros

Restore of Entire
Compressed File
Not Required

As opposed to the traditional restore where you have to restore the
entire compressed file or image first before you can access any
individual file in it, OpenDirect restore allows you to view and download
individual files from a compressed file or image, without having to
restore compressed file or image first.

Ability to Restore
Selected Files

When restoring a large, compressed file or image, sometimes, you may
only need to restore individual file(s) out of the entire file, therefore,
OpenDirect restore gives you the flexibility to restore selective file(s)
quickly, so it saves you time and effort to achieve your restore goal.

Cons

No Encryption
and
Compression

To ensure optimal restore performance, the backup of the files in an
OpenDirect file backup set will NOT be encrypted and compressed,
therefore, you may have to take these factors in consideration when
selecting this restore option.

Traditional Restore

Introduction

The traditional restore method restores the entire compressed file or image. Backed up data
can only be accessed when complete restore is performed.

Pros

Backup with
Compression and
Encryption

Backup file(s) are compressed, therefore in smaller file size, and
encrypted before being uploaded to the backup destination.

Cons

Slower Recovery

As the entire compressed file or image has to be restored before you
can access any individual files, restore time could be long if the file
size is large
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5.4 Requirements

5.4.1 Supported Backup Modules

OpenDirect restore is only supported on File backup sets created and backed up using
AhsayACB on Windows platform with OpenDirect restore feature enabled.

5.4.2 License Requirements

An OpenDirect / Granular restore add-on module license is required per backup set for this
feature to work. Contact your backup service provider for more details.

5.4.3 Backup Quota Storage

As compression is not enabled for OpenDirect file backup sets, to optimize restore
performance the storage quota required will be higher than non-OpenDirect file backup sets.
Contact your backup service provider for details.

5.4.4 Windows Operating System

AhsayACB must be installed on a 32 bit or 64-bit Windows Operating System as libraries for
OpenDirect only supports Windows platform.

Refer to the following article for the list of compatible operating system for OpenDirect
Restore:

FAQ: Ahsay Software Compatibility List (SCL) for Granular and OpenDirect Restore on
version 9.1 or above

5.45 Temporary Directory Requirement

The temporary directory folder should have at least the same available size as the
compressed file to be restored and should be located on a local drive to ensure optimal
performance.

5.4.6 Available Spare Drive Letter

One spare drive letter must be available on the Windows machine for the OpenDirect restore
process, as the compressed file or image is mounted on Windows as a logical drive.
AhsayACB will automatically take the next available drive letter in alphabetical order for the
mounted compressed file or image.

NOTE
1. The Windows drive letters A, B, and C are not used by OpenDirect restore.
2. The OpenDirect restore assigned drive letter(s) will be released once you exit from AhsayACB UlI.

5.4.7 Network Requirements

Recommended minimum network speed is at least 100Mbps download speed.

The network bandwidth requirements will increase in proportion to the size of the compressed
file/image and or the incremental delta chain length to ensure optimal performance. Working
with limited network bandwidth may severely affect the granular restore performance.

You can use an online network speed test website (e.g., www.speedtest.net) to get an idea of
the actual bandwidth of the machine.
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5.4.8 Other Dependencies

The following dependencies are restore-related and therefore they will be checked by
AhsayACB only when an OpenDirect restore is performed. The absence of these elements
will not affect the backup job but would cause the restore to fail.

© Microsoft Visual C++ 2015 Redistributable (x86) / (x64)
https://www.microsoft.com/en-us/download/details.aspx?id=48145

© Update for Universal C Runtime in Windows
https://support.microsoft.com/en-us/help/2999226/update-for-universal-c-runtime-in-
windows

© For Windows 7 only

Microsoft Security Advisory 3033929
https://technet.microsoft.com/en-us/library/security/3033929.aspx

549 Permissions

The Windows login account used for installation and operation of the AhsayACB client
machine requires Administrator privileges.

www.online-backup.dk



http://www.online-backup.dk/
https://www.microsoft.com/en-us/download/details.aspx?id=48145
https://support.microsoft.com/en-us/help/2999226/update-for-universal-c-runtime-in-windows
https://support.microsoft.com/en-us/help/2999226/update-for-universal-c-runtime-in-windows
https://technet.microsoft.com/en-us/library/security/3033929.aspx

6 Download and Install AhsayACB

There are two installation modes of AhsayACB, online installation and offline installation. Below is the
table of comparison between online installation and offline installation.

Online Installation Offline Installation

connection may lead to unsuccessful
installation.

Ensures the latest version of the
product is installed.

Installation » Takes more time as it needs to » Takes less time as all the
Time download the binary and component necessary binary and component
files (BOMB to 110MB depending on files are already available in the
operating system) each time the offline installer and offline installer
installation is run. can be downloaded once but
Online installer size is 0.1MB to reused many times.
3.5MB depending on operating » Offline installer size is 110MB to
system as it contains only the initial 140MB depending on operating
installation package files. system as it contains all the
necessary binary and component
files.
Deployments Suitable for single or small amount of | > Suitable for multiple or mass device
device installations. installations.
Suitable for sites with fast and stable | » Suitable for client sites with metered
internet connection as internet internet connections as once the
connection is needed each time offline installer is downloaded,
when an installation is run. internet connection is not needed
. . . each time when an installation is
A slow internet connection will result
in longer installation time and run.
interrupted, or unstable internet » May need to update the product

version after installation if an older
offline installer is used.

www.online-backup.dk



http://www.online-backup.dk/

6.1 Download AhsayACB

1. Inaweb browser, click the blue icon on the top right corner to open the download page for
the AhsayACB installation package file from your backup service provider’s website.

2. Inthe Windows section under the AhsayACB tab of the download page, you can choose
between two installation methods:

e Online installation using EXE online installer

o Offline installation using ZIP offline installer

=- Windows
& EXE oniine Installer
I!-l ZIP ofMine Installer
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6.2 Install AhsayACB

6.2.1 Online Installation using EXE online installer

1. Go to the download page of your backup service provider's website and download the
AhsayACB EXE online installer.

-
- Windows

I!l EXE online Instailer

I!.l ZIP offline Installer

2. Double-click the icon of the AhsayACB installation package file you have downloaded.

3

acb-win-443-
10.90.30.48-h
ttps-00

3.  Click Run when you see this message.

51
Do you want to run this file?
i’i Name: ...rs\shsay\Desktop\ach-win-443-10.3.1.8-https.exe
= Publisher: Ahsay Systems Corporation Limited
Type: Application

From: C:\Users\ahsay\Desktop\ach-win-443-10.3,1.8-htt...

[ Rm | Cacel |

IV Always ask before opening this file

patentially hamm your computer. Only run software from publishers

'ﬁ While files from the Intemet can be useful, this file type can
\J you trust. What's the risk?
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4. The following dialog box will appear only if User Account Control is enabled. Click
Continue to start the installation.

User Account Control

| Detais

Q} A program needs your permission to continue

If you started this program, continue.

Ahsay Online Backup Client Installer
@ Ahsay Systems Corporation Limited

User Account Control helps stop unauthorized changes to your computer.

5. Click Next to continue.

® Setup - AhsayACB

@AhsayACB

Welcome to the AhsayACB Setup
Wizard

This will install AhsayACB on your computer.

It is recommended that you close all other applications before
continuing.

Click Next to continue, or Cancel to exit Setup.

Next » Cancel
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6.  Select | accept the agreement after reading the license agreement, then click Next

to proceed.
]

License Agreement
Please read the fellowing important information before continuing.

Please read the following License Agreement. You must accept the terms of this
agreement before continuing with the installation.

Terms of Use -
1. All softwares provided by Ahsay Systems Corperation is on an "as is” basis
with no warranties of any kind and Ahsay Systems Corporation will not be liable

for any damages of any kind arising from the use.Ahsay Systems Corporation

further disclaims all warranties, express and implied, including without limitation,

any implied warranties of merchantability or fitness for a particular purpose.

2. Ahsay Systems Corporation grants you a nen-exclusive, non-transferable,
royalty-free, limited license to use the binary form of the software provided by

Ahsay Systems Corporation for personal use only. Redistribution of programs

owned by Ahsay Systems Corporation, unless explicitly granted by Ahsay

Systems Corporation , is strictly prohibited. _'_]

(¢ |accept the agreement
(" | do not accept the agreement

< Back Next > Cancel I

7. Choose the installation directory. Then, click Next to continue.
(6 sewp-absayacs X

Select Destination Location
Where should AhsayACB be installed?

‘ Setup will install AhsayACB into the following folder,

To continue, click Next. If you would like to select a different folder, click Browse.

Browse... |

At least 249.2 MB of free disk space is required.

< Back Next = Cancel
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8.  Select the program group to which the software will be installed. The default setting is

“‘Anyone who uses this computer”. The following are the difference between the two
settings:

e Anyone who uses this computer — the AhsayACB System Tray icon will be
available to all Windows users and backup notifications will be displayed on
the Windows System Tray. For more information, please refer to Chapter
10.11 System Tray.

e Me Only — the AhsayACB System Tray icon will not be available and backup
notifications will not be displayed on the Windows System Tray.

NOTE

Once the program group setting has been chosen and the installation completed; if you need
to change the setting, this will require an uninstallation and re-installation of the application.

Click Next to proceed.

BB

Select Additional Tasks
Which additional tasks should be performed?

Select the additional tasks you would like Setup to perform while installing AhsayACB,
then click Next.

Please select the program group to which the software will be installed
{* Anyone who uses this computer

" Me Only

< Back Next » Cancel
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9.  The installation will start after you click Install.

Ready to Install

R

Setup is now ready to begin installing AhsayACB on your computer.

change any settings.

Click Install to continue with the installation, or click Back if you want to review or

Destination location:

Additional tasks:

=l

C:\Program Files\AhsayACB

Please select the program group to which the software will be installed
Anyone who uses this computer

< Back Install Cancel |

10. The component files will be downloaded first during installation.

Setup - AhsaywACB

Downloading additional files
Pleaze wait while setup downloads additional files...

Total progress:

Current file:

Elap=sed time:

Remaining time:

B2.49 MB r 7357 MB (55%)

1470 MB £ 2558 MB (573

jre-std-windows-x64 .7z
7.1 MBi=

Dawenloading

00:00:15

00:00:01
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11. Click Finish to complete the installation.

@AhsayACB

AT

Completing the AhsayACB Setup
Wizard

Setup has finished installing AhsayACB on your computer. The
application may be launched by selecting the installed icons.

Click Finish to exit Setup.

[V Launch AhsayACB

Finish
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6.2.2 Offline Installation using ZIP offline installer

1. Go to the download page of your backup service provider's website and download the
AhsayACB ZIP offline installer.

[«

2. Extract the offline installation package file (acb-win.zip) you have downloaded.

]
d ach-win
H Compressed (zipped) Folder

Open
Qpenin new window
Extract All..

[&f  Editwith Motepad «+
Open with,..

Share with 2

Restare previous versions

Send to 2
Cut

Copy

Create shortcut
Delete

Renarme

Properties
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3. Select a destination and extract files.

P

&, 1, Extract Compressed (Zipped) Folders

Select a Destination and Extract Files

Files will be extracted to this folder
Administrator\Desktoptach-win Browise...

Showy extracted files when complete

[ Extract l[ Cancel

4. Launch the installer named ach-win you have extracted from the zip format file.

0.Q

acb-win

5. Click Run when you see the following message.

-

Open File - Security Warning @

We can’t verify who created this file. Are you sure you want to
run thiz file?

@ Mame: CQiJalinmackh-win.exe
Type: Application

From: Qulalindach-win.exe

Run ] [ Cancel

K T | Thiz file iz in a location outzide your local network. Files fram
@ lozations pou don't recognize can harm wour PC. Only run this file if
= woul truzt the location. wWhat's the rizk?
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6. The following dialog box will appear only if User Account Control is enabled. Click
Yes to start the installation.

@ User Account Control E

Do you want to allow the following program from an
unknown publisher to make changes to this computer?

Program name:  ach-win.exe

Publisher: Unknown
File crigin: Hard drive on this computer
(%) Show details Yes || No |

Change when these notifications appear

7. Click Next to continue.

E Setup - AhsayACB El@

@AhsuyACB Welcome to the AhsayACB Setup
Wizard

Thiz will inztall Ahsay ACH on your computer.

It iz recommended that you close all other applications before
continuing.

Click Mext to continue, or Cancel to exit Setup.

I et = I[ Cancel
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8. Select | accept the agreement after reading the license agreement. Then, click Next
to proceed.

3 setup - AhsaypnCE o] @ =5

License Agreement

Pleaze read the fallowing impartant information befare continuing.

Please read the following License Agreement. You must accept the terms of this
agreement before continuing with the installation.

Terms of Use

1. &ll softwares provided by Ahsay Systems Corporation is onan "as is" basis
weith no wearranties of any kind and Ahsay Systemns Corporstion will not be liahle
for any damages of any kind arizing from the uze Ahzay Systems Corparation
further disclaims all warranties, expreszs and implied, including withaut limitation,
any implied warranties of merchartakility or ftness for a particular purpose.

2. Ahsay Systems Corporation grants youw a non-exclusive, non-transferahble,
rovalty-free, limited license to use the binary farm of the software provided by
Ahzay =ystems Carporation for personal uze only. Redistribution of programs
ovvned by Ahaay Systems Corporation, unless explicitly granted by Ahsay
Systems Corporation | iz strictly prohikbited. =

-

@ | accept the agreement

| do not accept the agreement

= Back ” Mext = ]| Cancel

9. Choose the installation directory. Then, click Next to continue.
£ setup - AhsaydCE = | @ | =

Select Destination Location
Where should AhsayACH be installed’?

Setup will install Ahsay ACH into the following folder.

To continue, click Mext. If you would like to select a different folder, click Browse.

CProgram Files\AhsayACH Browse...

At least 343.0 MB of free dizk space iz required.

= Back ” Mext = ]| Cancel

www.online-backup.dk



http://www.online-backup.dk/

10. Select the program group to which the software will be installed. The default setting is
“Anyone who uses this computer”. The following are the difference between the two
settings:

e Anyone who uses this computer — the AhsayACB System Tray icon will be
available to all Windows users and backup notifications will be displayed on
the Windows System Tray. For more information, please refer to Chapter
10.11 System Tray.

e Me Only — the AhsayACB System Tray icon will not be available and backup
notifications will not be displayed on the Windows System Tray.

NOTE

Once the program group setting has been chosen and the installation completed; if you
need to change the setting, this will require an uninstallation and re-installation of the
application.

Click Next to proceed.

£ Setup - AhsayhCE o @ |-

Select Additional Tasks
Which sdditional tazks should be performed?

Select the additional tasks you would like Setup to perfarm while installing AhzayACH,
then click Mext.

Pleaze zelect the program group to which the softvware will be installed
@ Anyone who uzes this computer

e Only

= Back H Mext = ]| Cancel
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11. The installation will start after you click Install.

£ setup - Shsapace (= ][ = |[=]

Ready to Install
Zetup iz novw ready to begin installing AhsayACB on your computer,

Click Install to cortinue with the installstion, or click Back if you want to reviesw ar
change any settings.

Destination location:
CProgram Files\AhasyACHE

Additional tasks:
Pleaze select the program group to which the software will be installed

Aryone who uses this computer

<Back | mstal | | Cancel |

12. Click Finish to complete the installation.

£ setup - AhsayacE (o] =] ==

@AhsuyACB Completing the AhsayACB Setup
Wizard

Zetup has finizhed installing AhzayACB on your computer. The
application may be launched by selecting the installed icons.

Click Finish to exit Setup.

Launch &hzayACHE
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6.3 AhsayACB Services

The AhsayACB Services is a key component which regulates and controls several important
functions on AhsayACB.

Function Description

Scheduled Backups Ensures that backup jobs which are setup to run at a certain date
and/or time are started.

Continuous Backups Ensures that Continuous backups are run according to the
(Windows platform only) | backup interval.

Mobile Backup Server Ensures that registered mobile devices can perform backups to
(MBS) AhsayACB.

The MBS will be activated when a mobile device is registered for
mobile backup on AhsayACB.

The MBS will be deactivated when all mobile devices have been
deregistered from the mobile backup settings and the AhsayACB
services is restarted.

Therefore, it is very important to ensure the AhsayACB Services are running after:

@ anew AhsayACB installation

@ an AhsayACB software update

@ the machine was rebooted

@ the machine is powered on

@  the machine wakes up from hibernation or standby mode

Otherwise, all of the functions above will stop working.
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To check if the AhsayACB Scheduler Service is running properly on the local machine, go to
start menu and search for Services.

m 0 e it
Best manch

Services

apn
Appe

*  Componen Services
Semrch suggestion
sernoes

Setrings (W

W serviced

Look for the Ahsay A-Click Backup Services on the list. The status should be “Running”, and
the Startup Type should be “Automatic”.

S =}
File Acten  Yiew Sep
-~ 8 |
Servioet (Locsl) I Ty
Sebect an dermn 4 viaw it Sescription Ling On &

Local Systern

Coetmuses Backug and Sch Loce Syvtam

Coad Taclug Suts

Locel Syrtem

Ondine lackugp Marager Service Cartiues Backup and Sch
Alloyn Roter Servce paqtes Adbioyn e zages fo Marveal (Segge Stae
Spp Pasdines Gets apps ety Tor yom the ! Manrsal

Dieterrranes and vesfies the | Marnad| [Togger St

slist.. ey Marsaal [Tagge Stas)
stizn Layw Gutowey Servce

Marvael Locel Sarves

& Apphantcn Mensgemert s rutaleen, NMarraal Local System
Appl Deployment Senvice (Agpisvl > & wrvantrectin 3 Nanaal

ALsagre o cersdarage Sanace Aaugnadhccesiiaager Le Marvaal [Togge Stas Local Syvem
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6.4 Mobile Backup Server (MBS) Status Check and Ahsay Mobile
app Connection Check

Before starting a backup on your mobile device, check the following first:

1. Check HTTP port, IP address and UDP port in the running.txt file. Go to C:\Program

Data\AhsayACB\mbs.
; < | mbs — a X
Home Shase vView (2]
<« < () » ProgramDatz > Ahsay0S8M » mbs
#* Quick access =
¥ Downloads B
Deskiop _
= Documents

= Dictures

NOTE

If the “running.txt” file does not exist, then the MBS is not running. Restart the AhsayACB
services.

After opening the file, it will show the HTTP port, IP address and UDP port which are in
actual use by the MBS.

- d >
File Edit Format View Help

{"http-port”:"55600","http-addr" J["192.168.1.111" ]| "udp-Port”: "55200" }

2. Open a command prompt and check if the IP address captured in the running.txt file is

the correct IP address of the machine where AhsayACB is installed.

BN Administrater Command Prempt

TPV /

2UDTEC Fig

Default G:
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3. To verify the actual HTTP port used by MBS, type the command

-dan | morea

n|more

4. Make sure that your firewall setting allows network traffic through the following HTTP and
UDP ports to ensure that the communication between your machine and mobile device is
successful: HTTP Port: 55000 to 55099 and UDP Port: 55200 to 55299. Otherwise, the
mobile backup and restore will not work.

5. To perform a status check on the MBS, open a browser on the AhsayACB machine and
type the IP address, followed by the TCP port.

For example: If the HTTP port used is 55000, http://192.168.1.111:55000, you should get
the following result which shows “Running” status. This means the MBS is running.

In the AhsayACB machine

@ 192.168.1.111:55000 x +
< (&; A Not secure | 192.168.1.111:55000
Running
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6. To run a connection test between the mobile device and machine, open a browser in your
mobile device and type the IP address followed by the TCP port.

For example: If the HTTP port used is 55000, http://192.168.1.111:55000, you should get
the following result which shows “Running” status. This means the Ahsay Mobile app can

successfully connect to the MBS and both backup and restore can proceed on the mobile
device

In the mobile device

O A 192.168.1.111:55000 0

Running
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7 Register device for 2FA in AhsayACB

There are two types of Authenticator that can be used to register a device for 2FA in AhsayACB:
¢ Ahsay Mobile Authenticator

e Third-party TOTP Authenticator (e.g., Microsoft Authenticator, Google Authenticator, Authy,
Duo, LastPass Authenticator, iOS 15 Built-in Two-Factor Authenticator, etc.)

The 2FA registration steps using the different types of authenticator will be discussed in this chapter.

. Using Ahsay Mobile Authenticator

»  Supports two types of authentication:
i)  Push Notification
iy TOTP
»  Can be configured to support two 2FA modes:
i)  Push Notification and TOTP (default mode); or
i) TOTP only

° Using Microsoft Authenticator

. Using Google Authenticator

7.1 Using Ahsay Mobile Authenticator

To register a device for 2FA in AhsayACB using Ahsay Mobile, here are the two scenarios:

© Without Mobile Add-on Module

© With Mobile Add-on Module

7.1.1 Without Mobile Add-on Module

To register a device for 2FA without Mobile Add-on Module, follow the steps below:

1. A shortcut icon of AhsayACB will be available on your desktop after installation.
Double-click the icon to launch the application.

[
AhsayACE
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2. The Free Trial Registration option may be displayed when you login for the first
time. If you want to create a free trial account, proceed to Appendix E. Otherwise,
click Login if you already have an AhsayACB account.

NOTE

The Free Trial registration option may not be available. This depends on the
settings of your backup service provider. Please contact your backup service
provider for more information.

3. The Show advanced option may not be available if the backup server settings
are already setup by your backup service provider. Please contact your backup
service provider for more information.

Backup Server

hitps & 1039211 v

Proxy (HTTP)

Use proxy to access the Internet

off [ |
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4. Enter the login name and password of your AhsayACB account provided by your
backup service provider. Then, click OK to log in.

NOTE

The Save password option may not be available. This depends on the settings of
your backup service provider. Please contact your backup service provider for more
information.

5. You will have the option to set up your 2FA. Click Setup Now.

New Ahsay Mobile App, Free of
Charge!

.

Keep Hackers Off ‘
All  hackers delete backup data after
compromising a machine. Use Two-Factor
Authentication (2FA) to keep hackers off

your backup data and turn ransomware A
harmiess.

-
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If you do not want to set up the 2FA feature, click the Skip Feature Setup link. If
you click Yes in the pop-up message that will be displayed, it will skip to step 8.
Otherwise, click No to continue with the set-up of the 2FA feature.

?

e setup for Mobile feature for now?

wure Mobile feature at anytime

www.online-backup.dk

PMease scan R code to get thy
SCAN the same QR code 10 Compbete
ﬂ Arciary Mobile

® App Store i\’ Goog!e Play
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7. Ahsay Mobile supports two types of authentication method:

> Push Notification
> TOTP

Ahsay Mobile can be configured to support two 2FA modes:

» Push Notification and TOTP (default mode)
or

» TOTP only
Push Notification and TOTP (default mode)

i. To configure Push Notification and TOTP 2FA with Ahsay Mobile, simply
scan the displayed QR code using the Ahsay Mobile app.

® App Store ;\ Google Play

| Prerequisites

ii. Inthis example, the Ahsay Mobile app is installed on a mobile device
named “Androidv10”.

@ Ahsay Mobile
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Tap OK to continue.

QR Code detected!

Regiater Androidy10 with MobileUser3 ?

CANCEL oK

Once the device is successfully paired, the following message will be
displayed in the Ahsay Mobile app. You can set up a recovery number
here that will be used in case of “Authentication Recovery” procedure
by tapping OK. Otherwise, tap LATER to set it up later on.

For first ime activation of 2FA, device
needs to pair with a verified phone
number for account recovery. Click OK
10 setup now.

LATER 0K

iii. After successful scan of the QR code, you have now registered Ahsay
Mobile for Push Notification and TOTP 2FA. Click OK to continue.

Phone number verification for account recovery

iv. In the Ahsay Mobile app, go to 2FA then enter the phone number for account
recovery. Tap Enter recovery phone number.

NOTE

Although push natification and TOTP will still work if the recovery phone number
registration is not completed, it is still strongly recommended to complete step iv as you
will not be able to access the AhsayACB if you lose your mobile device which also
means loss of access to backup data.
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[67 Ahsay Mobile

AhsapAcs

MobileUserd oA

647 058

G
vy

4

Select your country code and enter your phone number. Tap Send SMS
verification code.

Dane

Faraguay [+559%)
Peru (+51)
Philippines (+63)

Pitcairn Islands (+64)
Yoland (+24)
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www.online-backup.dk

Enter the verification code sent to your mobile device.

MobiteUser3

Entur o valid phone number, you wil nead
s for account recovery.

«3 -~ I

Venficabion code

ASFA - 245748 (04:32)

Example of verification code:

Verification Code: ASFA-245748

Your phone number for account recovery is successfully verified.

@ Ahsay Mobile @ Ahsay Mobile

@ s @ i

746 980

sy - - G —
o ' [l - Lo g L &% —
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TOTP only

www.online-backup.dk

To configure a TOTP only 2FA with Ahsay Mobile, click the “Not able to
scan QR code? Click here to pair with TOTP secret key” link.

ease scan the QR code 1o get the helow Mobile App from App Store. Once mstatied the Mobide Apa lsunch it and

SCAN The same QR (ode 10 COMPRLLE The Beice regnsiration

D APty Mobie

k3 App Store ;\‘ éoogle Play

\ Prerequisites

| - Prease use the katest Mobile App versior

After clicking the “Not able to scan QR code? Click here to pair with TOTP
secret key” link, the QR code for the TOTP only authenticator will be displayed.

To show the secret key, click the Show Secret Key link to display the 16-
character alphanumeric secret key. The display name will be “Ahsay Mobile” by
default.

¢ App froem App Store. Once nstalied the Mobile Apn inch It and

€ Av[')p.S!vovf'e » Google Play

[ Cancel
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Secret Key: SCTA 2UKK €NBS 5773 J

Enter onebme passcode generated from authenbcator api

(0C:00:09)

-
Display name. | Alsay Mobile

iii. Inthe Ahsay Mobile app, go to 2FA. Tap the Not able to scan QR code? link.

@ﬂ Ahsay Mobile
= X Connect using Secret Key
Scan the GR code displayed in your application My 0 e Secrot ey pecasdod by the agp
{supparts two-factor authentication, mobile
device backup etc.)
Aot Al 35 3can OF ede? Sy
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iv.

www.online-backup.dk

Enter the Username and Secret Key shown in the AhsayACB then tap
Connect. Once the device is paired successfully, click OK to continue.

X Connect using Secret Key

Kay i 1ha Secret Ky provided Ly the epp

Ahsay Mohile

Device paired successfully

St QF Code

Enter the one-time passcode from the Ahsay Mobile app.

Anp Download and Device Palring

Flease scan the QR code to get the below Mobile App from App Stoce. Onoe inst
stan the same QR code to compiete the device registration

.\ say Mabile

»‘\pp Store > Google Play

Secred Key: SCTA JUKK €NBS ST

Enter 0ne-Time passcode genarated from authenticator S0P

8 1 9 8 1 9

Oisplay name. | Ansay Mobide

alled the Mobde Ap. laurch it ano
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Example of the one-time passcode generated by Ahsay Mobile:

(@]

Ahsay Mobile

819 819

vi. Once the registration is successful, the following screen will be displayed.
You have now registered Ahsay Mobile for TOTP only 2FA.
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NOTE

In case device pairing takes a while, session timeout message will be displayed. Just

click OK to resume with the device pairing.

Mobile Setup

Click [OK] to configure the feature again

Due to session timeout. Two-Factor Authentication feature falled to be configured

8. After successful pairing, the following screen will appear.

www.online-backup.dk
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7.1.2 With Mobile Add-on Module

To register a device for 2FA with Mobile Add-on Module enabled, please follow the
steps below:

1. A shortcut icon of AhsayACB will be available on your desktop after installation.
Double-click the icon to launch the application.

(o
AhsayACE

2. The Free Trial registration option may be displayed when you login for the first
time. If you want to create a free trial account please proceed to Appendix E.
Otherwise, click Login if you already have an AhsayACB account.

NOTE

The Free Trial registration option may not be available. This depends on the settings
of your backup service provider. Please contact your backup service provider for
more information.

3. The Show advanced option may not be available if the backup server settings

are already setup by your backup service provider. Please contact your backup
service provider for more information.
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Backup Server

hitps w | 1031211 v

Proxy (HTTP)

Use proxy to access the Internet

off [ |

4. Enter the login name and password of your AhsayACB account provided by your
backup service provider. Then, click OK to log in.

@ AhsayACB

MaobileUser3

NOTE
The Save password option may not be available. This depends on the settings of
your backup service provider. Please contact your backup service provider for more
information.

www.online-backup.dk
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5. You will have the option to set up your 2FA and mobile backup if the Mobile Add-
on Module is enabled in the backup account. Click Setup Now.

New Ahsay Mobile App, Free of
Charge!

Backup Your Maobile

Easily backup photos and videos to your PC
or Mac through Wi-Fi, Stop paying for
public cloud storage when local storage is ‘
free and MORE secured .

Keep Hackers Off

All hackers delete backup data after
compromising a machine, Use Two-Factor

Authentication {2FA) to keep hackers off i
your backup data and tum ransomware -
harmiess.

6. Download the Ahsay Mobile app from the App Store / Google Play Store. Ensure
that the displayed Prerequisites are met.

App Dow )ddl anNa vevice Falring
Pease Scan the QR code 10 ST the Delow Mobile App Trom Aop Store Once inatalled 1he Mobile App. faunch it and
can the sarme QR code to compiete the device registration

& App 'Sto.r‘e

Flease use the latest Mobiie App version

| Prerequisites
\
\

Ngs
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7. By using the Ahsay Mobile app, tap Next and scan the QR code displayed
AhsayACB.

n

@ Ahsay Mobile

Scan the QR code displayed in your
application (supports two-factor
suthenticetion, mobile device backup otc )

Ahsay Mobile

@ Engiish

Tap OK to continue.

QR Code detected!
Register Androidy10 with MobileUser3 7

CANCEL oK

Once the device is successfully paired, the following message will be displayed
in the Ahsay Mobile app. Tap OK to continue.

Device paired successfully

You may now configure the device
content €.g Photos, Video, 2FA
Accounts(if registered) to be included
for backup

Once the device is successfully paired, the following message will be displayed
in the Ahsay Mobile app. You can set up a recovery number here that will be
used in case of the “Authentication Recovery” procedure by tapping OK. You
may refer to Phone number verification for account recovery in Chapter 7.1.1 for
the following setup. Otherwise, tap LATER to set it up later on.

For first ime activation of 2FA, device
needs to pair with a verified phone
number for account recovery. Click OK
10 setup now.

LATER 0K
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8. After successful scan of the QR code, you have now registered Ahsay Mobile for
2FA (Push Notification and TOTP) and Mobile Backup. Click OK to continue.

MMnrtils Co
JNO0DH2 Sety

You have regstered AnGrolch1 0 Tor the fTollming feature

l'l Mobile Backup (Acd new device for backup without migratcn)

Two-Factor Authentication

You can go to the backup page m Mobile App "Ahsay Mobile® to start Mobie Backup

9. After successful pairing, the following screen will appear.

@AmoyAca

Backup Sers

Utilities

www.online-backup.dk



http://www.online-backup.dk/

7.2 Using Microsoft Authenticator

To register a device for TOTP 2FA in AhsayACB using Microsoft Authenticator, please follow
the steps below:

1. Download and install the Microsoft Authenticator from the Play Store for android
devices or the App Store for iOS devices.

« Q

~ Microsoft
v Authenticator

Microsaft Corperntion

S ] W0M.
& &

AE

o

ol

3. Tap Add account.

Authenticator :

Let's add your first account!

www.online-backup.dk
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4. Select Other account (Google, Facebook, etc.).
€ Add account

what kind of sccount are vou adding?
Personal account

‘Work or school account

Other account (Gougle, Facsbook, etc.)

5. Allow permission to take pictures and record video.

=

Allow Authenticator to take
plctures and record video?

www.online-backup.dk
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6. Set up the account by selecting from the following methods: Scan the QR code or
Enter code manually.

Method 1: Scan the QR code

i. Scan the QR code on AhsayACB.

< Add account

Your account pravider will display a QR code.

OR ENTER CODE MANUALLY

Example of the displayed QR code:

App Download and Device Pairing

Two-Facinr Authenticabon |5 enabied for helping safeguars access tn your account, please wse the below authenticator
00 10 scan the QR co to compiete 1he device registration

u; (050t Arzhenticator

@ App Store £ Google Play

Erter one-time passcode generated from authenticator app

00.00:21)

Display name | Microsaft Authentcator
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i. The AhsayACB account is successfully added to Microsoft Authenticator and the
mobile device is registered in AhsayACB.

Authenticator

[

iii. Once the account is added to Microsoft Authenticator, enter the one-time
passcode generated from the authenticator app to AhsayACB.

App Download a Device Pairing

Two-Facier Authentcation » snabled for helping safegusrd sccess (0 your aocount, please use the ek sutheticator
ApP to scan the QR code 10 complete the device regstrabion

G'/.v Solt AuthentDeator

a Abp Store

www.online-backup.dk
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Example of the one-time passcode generated:

AhsayACB

Mobilelser3

One-time passwords enabled

You can use the one-time password codes
generated by this app to verify your sign-ins

One-time password code

© 797 084

iv. The device is successfully registered for TOTP 2FA in AhsayACB using Microsoft
Authenticator. Click OK to continue.

YOu have registered Microsoll Autherticater for the followng (eatire

@ Two-Factor Autheticaton
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Method 2: Enter Code Manually

i. Tap OR ENTER CODE MANUALLY.

< Add account

Your sccount pravider will display 2 QR code.

OR ENTER CODE MANUALLY

Click the Show Secret Key link in the AhsayACB to display the Secret Key which
must be entered manually in the Microsoft Authenticator.

Enter anelime passcode generated from authenticacor app

000001}

Desplay name: | Microsoft Authenticator

Secret Key, S5CTB MOJ2 FYEE QXEA l

Enter one.bme passtode generated from suthenticator app

| (0000009

Display name i\‘l(rc-‘,:;?l Authenticator ]
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ii. On the Microsoft Authenticator app, input an account name, then enter the
displayed Secret Key in the AhsayACB. Tap FINISH to proceed.

&« Add account

Account name

Secrat kay

¢  Add account

hiob-leUser:i

SCTBMOJ2FYSEQXEA

FINISH

iii. Once the account is added to Microsoft Authenticator, enter the one-time
passcode generated from the authenticator app to AhsayACB.

wnioad and Device Pairing

Two-Factoe Authertticaton 1S enabled for helping safeguard atoess 1 your accowrt, please uses the below suthenticator

MPD 10 SCan the OR tode 1o complete the device registration

e Microsoft Autherticator

Secret Key. SCTB MO2 V0L QXEA

Enter one-tme passcode generated from JUthenticator apd

7 4 7 2 1 8 (000322}

- -
Desplay name | Microsoft Authenticator
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Example of the one-time passcode generated:

MaobileUser3

MoblleUserd

One-time passwords enabled

¥ You can use the one-time password coges
generated by this app to verify your sign-ins

One-time password code

© 747 218

iv. The device is successfully registered for TOTP 2FA in AhsayACB using Microsoft
Authenticator. Click OK to continue.

Mohbile S¢ tuf

YOu have registered Mcrosoll Autherticator for the followmg featisre

@ Two Factor Authenticaton

www.online-backup.dk



http://www.online-backup.dk/

7. After successful pairing, the following screen will appear.

(® Ansayacs

& I3

Backup Sets

Restore

Utilities

www.online-backup.dk
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7.3 Using Google Authenticator

To register a device for TOTP 2FA in AhsayACB using Google Authenticator, please follow
the steps below:

1. Download and install the Google Authenticator from the Play Store for android
devices or the App Store for iOS devices.

¢ Q
Google
Q Authenticator

Googhe LLL

EE 2 39 5OM+

2. Launch the Google Authenticator app.

Authenticator

3. Set up the account by selecting from the following methods: Scan the QR code or
Enter a setup key manually.

Method 1: Scan the QR code

i. Tap Scan a QR code.

Setup your first account

Use the QR code or setup key in your 2FA settings {by

Google or thedparty ssrvice) If you're hasing rooble.

0| S w (N code

i) £rter o setup key
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ii. Allow permission to take pictures and record video.

]

Allow Authenticator 1o 1ake
pictures and record video?

iii. Scan the QR code on AhsayACB.

Place QR code within red lines

Example of the displayed QR code:

www.online-backup.dk
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. Goagle Aherticator

.' Abp Store F\ Google Play

iv. The AhsayACB account is successfully added to Google Authenticator and the
mobile device is registered in AhsayACB.

Google Authenticatar
Ahsay ACE (MobieUserd)
031867 ©
l..
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v. Once the account is added to Google Authenticator, enter the one-time passcode
generated from the authenticator app to AhsayACB.

Example of the one-time passcode generated:

Google Authenticator

AhsayACE (MobileUser3)

031867

&

vi. The device is successfully registered for TOTP 2FA in AhsayACB using

Google Authenticator. Click OK to continue.

www.online-backup.dk
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Method 2: Enter a setup key manually

i. Tap Enter a setup key.

&«

o

Setup your first account

Use the OR code or setup key in your 254 settings (by

Google or thedparty ssrvice) If you're hasing rooble

g0 1 g co/ 2y

0] Sean » (N code

V5] Erter o setup key

ii. Click the Show Secret Key link in the AhsayACB to display the Secret Key
which must be entered manually on the Google Authenticator.

Desplay name: | Google Authenticator

Display name Googie Auahenicaton
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iii. On the Google Authenticator app, input an account name, then enter the
displayed Secret Key in the AhsayACB. Tap Add to proceed.

£ Enter account details

£ Enter account details

MobileUserd

SCTEVCGFCKHJILRZR [ ]

T”“‘: i m

iv. Once the account is added to Google Authenticator, enter the one-time
passcode generated from the authenticator app to AhsayACB.

o your account. please use the below autheriticaso

www.online-backup.dk
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Example of the one-time passcode generated:

Google Authenticator

MoblleUser3

563 344 @

v. The device is successfully registered for TOTP 2FA in AhsayACB using Google
Authenticator. Click OK to continue.

Moblle Setup

You have regrstered Google Authentcator for the following feature

@ Two-Factor Authertication

4. After successful pairing, the following screen will appear.

@AhwyACS

& I3

Backup Sers

Utilities

www.online-backup.dk
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8 Logging in to AhsayACB

Login steps without 2FA and with 2FA using the different types of authenticator will be discussed in
this chapter.

° Login to AhsayACB without 2FA

° Login to AhsayACB with 2FA using Ahsay Mobile Authenticator

>  Push Notification and TOTP 2FA
» TOTP only 2FA

° Login to AhsayACB with 2FA using Microsoft Authenticator

. Login to AhsayACB with 2FA using Gooqgle Authenticator

° Login to AhsayACB with 2FA using Twilio

8.1 Login to AhsayACB without 2FA

When logging in to AhsayACB without Two-Factor Authentication, follow the steps below:

1. Double-click the icon to launch the application.

[
AhsayACE

2. Enter the login name and password of your AhsayACB account provided by your backup
service provider. Then, click OK to log in.

@ AhsayACB

NOTE
The Save password option may not be available. This depends on the settings of
your backup service provider. Please contact your backup service provider for more
information.

www.online-backup.dk
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3. After successful login, the following screen will appear.

@AhsayAca

Backup Sets

s b Ve

“Setrings Utilities

8.2 Login to AhsayACB with 2FA using Ahsay Mobile

Authenticator
When logging in to AhsayACB with Two-Factor Authentication using Ahsay Mobile
Authenticator, please follow the steps below:

1. Double-click the icon to launch the application.

Lo
AhsayACE
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2. Enter the login name and password of your AhsayACB account provided by your
backup service provider. Then, click OK to log in.

NOTE
The Save password option may not be available. This depends on the settings of your
backup service provider. Please contact your backup service provider for more
information.
Please refer to the Appendix A: Troubleshooting Login of the Ahsay Mobile User
Guide for Android and iOS if you are experiencing problems logging into AhsayACB

with Two-Factor Authentication using Ahsay Mobile app.

3. Select the authentication method to continue with the login.

. Push Notification and TOTP (default mode)

Example of the 2FA alert screen on AhsayACB after login with correct
username and password:

www.online-backup.dk
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Push notification is the default 2FA mode. Accept the login request on the
Ahsay Mobile app to complete the login.

Example of the login request sent to the Ahsay Mobile:

Authorization Request

Proceed authorizaton recuest for
Mobileiaeri

However, if push notification is not working or you prefer to use one-time
password instead, click the “Authenticate with one-time password” link,
then input the one-time password generated from Ahsay Mobile to complete
the login.
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Example of the one-time password generated by Ahsay Mobile:

@ Mo&leu:era

758 866

('
i= Reorder Acd

© L =
L [N &Y —

A

. TOTP only

Example of the 2FA alert screen on AhsayACB after login with correct
username and password.

Input the one-time password generated by Ahsay Mobile to complete the
login.

MR EE =
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4. After successful login, the following screen will appear.

www.online-backup.dk

Example of the one-time password generated by Ahsay Mobile:
@ Ahsay Mobile

n Nw " (M .3 o

628 367

NOTE

If you are unable to log in using any of the authentication method, refer to Chapter 9
Unable to log in to AhsayACB with 2FA.

@AhsayACB

Backup Sets

Utilines
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8.3 Login to AhsayACB with 2FA using Microsoft Authenticator

When logging in to AhsayACB with Two-Factor Authentication using Microsoft Authenticator,
please follow the steps below:

1. Double-click the icon to launch the application.

AhsayACE

2. Enter the login name and password of your AhsayACB account provided by your backup
service provider. Then, click OK to log in.

@ AhsayACB

uobberne ]
[ox ]

NOTE
The Save password option may not be available. This depends on the settings of your
backup service provider. Please contact your backup service provider for more
information.

www.online-backup.dk



http://www.online-backup.dk/

3. Enter the one-time passcode generated from the Microsoft Authenticator app.

Twio-Factor Authentication

Ermer ene-trme passcode generated from aithentl Calor app

I [LHECR

Example of the one-time passcode generated:

AhsayACB

Mobileliser3

One-time passwords enabled
You can use the one-time password codes
generated by this app to venify your sign-ins

One-time password code

® 228 637

Entes cne-ume passcode generated from authentcator 2pp

2 2 8 6 3 7 | mosozn
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4.  After successful login, the following screen will appear.

@AhmyACB

&

Utilines
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8.4 Login to AhsayACB with 2FA using Google Authenticator

When logging in to AhsayACB with Two-Factor Authentication using Google Authenticator,
please follow the steps below:

1. Double-click the icon to launch the application.

AhsayACE

2. Enter the login name and password of your AhsayACB account provided by your backup
service provider. Then, click OK to log in.

@ AhsayACB

Mobselzer3

uobberne ]
[ox ]

NOTE
The Save password option may not be available. This depends on the settings of your
backup service provider. Please contact your backup service provider for more
information.
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3. Enter the one-time passcode generated from the Google Authenticator app.

Two-Factor Authentication

Emter ane-trme passoode generated from sithent cator app

I [LHECR

Example of the one-time passcode generated:

Google Authenticator

AhsayACE (MobileUser3)

031867 &

tor Authenticat

Erv

SI 1 ] 3] (5] 2] =
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4.  After successful login, the following screen will appear.

@AhmyACB

Utilines

8.5 Login to AhsayACB with 2FA using Twilio
When logging in to AhsayACB for user accounts using Twilio, please follow the steps below:

1. Double-click the icon to launch the application.

(s
AhsayACE
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2. Enter the login name and password of your AhsayACB account provided by your backup
service provider. Then, click OK to log in.

English -

@ AhsayACB

MobileUser2

§ urd
W

NOTE
The Save password option may not be available. This depends on the settings of
your backup service provider. Please contact your backup service provider for
more information.

3. Select your phone number to receive the passcode.

Two-Factor Authentication

Please select phone number to receive passcode via SMS message to continue fogin.
Philippines [+63) - *******g106
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4. Enter the passcode and click Verify to log in.

Two-Factor Authentication

SM5 message with @ pesscode was already sent to the phone number Philippines [+63) - *******5106
Please ener the passcode 1o contimue lgin

LOFZ - 304073 (00:04:40)

5. After successful login, the following screen will appear.

(@ Ansayace

Backup Sets

iy
Restore R Utilities

_ All instructions are there
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9 Unable to log in to AhsayACB with 2FA

AhsayACB supports Unable to login feature for users who were not able to accept the notification

request from the Ahsay Mobile app and/or cannot obtain the TOTP code from Ahsay Mobile on the
subsequent login to AhsayACB.

Here are the three scenarios after clicking the Unable to login link:

e No recovery number was registered on Ahsay Mobile for the 2FA account

e "Authentication Recovery" procedure

e Unable to perform the "Authentication Recovery" procedure

> Wating for response (000455

1. Norecovery number was registered on Ahsay Mobile for the 2FA account

If no recovery number was registered on Ahsay Mobile for the 2FA account, then
the following message will be displayed "Please contact your backup server
administrator for assistance" in gaining access to your AhsayACB account.

' Please contact your backup server adminestrator for assistant
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2. "Authentication Recovery" procedure

If a recovery number was registered on Ahsay Mobile for the 2FA account, then
select the registered mobile device to perform the following "Authentication
Recovery" procedure.

Authentication Recovery

Please select one authenticator 1o perform recovery.

[!l Androidy10

NOTE
For the detailed steps in performing Authentication Recovery, please refer to the
Appendix A: Troubleshooting Login of the Ahsay Mobile User Guide for Android and
i0S.

3. Unable to perform the "Authentication Recovery" procedure

If you are not able to perform the "Authentication Recovery" procedure, click the
Unable to login/Do not have any Authenticator App(s) link, then the following
message will be displayed "Please contact your backup server administrator for
assistance” in gaining access to your AhsayACB account.

' Please contact your backup sernver administrator for assistance
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10 AhsayACB Overview

Profile Language [ Information

@AhsoyACB

Backup Sets

Restore g5 Utilities

All instructions are there

AhsayACB main interface has nine (9) icons that can be accessed by the user:

Profile

Language
Information
Backup
Backup Sets
Report

Restore

Settings

Utilities
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10.1 Profile

The Profile icon shows the settings that can be modified by the user. The features that will be
shown will depend on the user account(s) if it was using Twilio Two-Factor Authentication in
prior to upgrading to v8.5.0.0 or above and continues to use Twilio.

There are seven (7) available features:

®

@ @ @ @

@

General
Contacts
Time Zone

Encryption Recovery

Password (Only shown for backup accounts created prior to AhsayACB v8.5.0.0 and
using Twilio for Two-Factor Authentication.)

Authentication

Security Settings (Only shown for backup accounts created prior to AhsayACB v8.5.0.0
and using Twilio for Two-Factor Authentication.)

10.1.1 General

The General tab displays the user’s information.

Profile B
contacts

Time Zane
Encryption Recovery

Authentication

Control Description

Login name Name of the backup account.

Display name Display name of the backup account upon

logging in to the AhsayCBS User Web
Console.
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10.1.2 Contacts

This refers to the contact information of the user. You can also add multiple contacts or
modify an existing contact information. Having this filled in will help in sending backup and
daily reports and even recovered backup set encryption key in case it was forgotten or lost.

Profile

Earsting
General S| Add new cor

Time Zone

Encryption Recovery

Authenticatior

To add a new contact, follow the instructions below:

1. Click the [+] button to add a new contact.

_|_ Add new contact

2. Complete the following fields, then click OK to return to the main screen.

e Name
e Emall
e Address

e Company

e Website
e Phonel
e Phone?2
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New Contact
Name
Ahsay
Emas
aboEansay. con
Send me encrypted emaill (S/MIME)
ACOress

I

Company

Webste
PMone 1

Phone Z

3. Click the Save button to store the contact information.

Profile Giitadi

Existing contacts

General Ahsay

abc@atsay com
_ :

Time Zone

Encryption Recovery

Authentication

www.online-backup.dk



http://www.online-backup.dk/

10.1.3 Time Zone

This is the time zone of the machine where the AhsayACB is installed. To ensure that the
backup will run accurately at your specified time, set up the correct time.

Profile

General
Contacts

lime Zone

Encryption Recovery

Authentication

10.1.4 Encryption Recovery
Backup set encryption key can be recovered by turning this feature on.

Profile —

31 recover your Backup set encryption keys by

General

Contacts

lime Zone

Authentication

] [ [

NOTE
This option may not be available. Please contact your backup service provider for details.
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10.1.5 Password

The Password tab is for backward compatibility with AhsayACB with Twilio Two-
Factor Authentication. It will only be visible if Twilio Two-Factor Authentication was

enabled on the user account on pre-v8.5.0.0 AhsayACB versions.

Login password can be modified anytime. Tick the Save Password box to bypass the
password entry upon opening the AhsayACB.

Profile —

General
contacts

Time Zone

Encryption Recovery

Security Settings

NOTE

The Save password option may not be available. This depends on the settings of your
backup service provider. Please contact your backup service provider for more information.
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10.1.6 Authentication
You can use the Authentication function to:

@ Change the “Password”.

= Enable or disable the “Two-Factor Authentication”.

@ Add one or more device(s) registered for Two-Factor Authentication (2FA).

NOTE

Please refer to Chapter 6.3.1 of the Ahsay Mobile User Guide for Android and iOS for
the detailed step-by-step procedure.

@ Remove one or more device(s) registered for Two-Factor Authentication (2FA).

= Re-pair mobile device with AhsayACB account.

= View details of the “Last Successful Login”.

NOTE
For Two-Factor Authentication (2FA), you can register your mobile device on both Ahsay Mobile
app and a third-party authenticator apps (e.g. Authy, Duo, Google Authenticator, Microsoft
Authenticator, and LastPass Authenticator).

PrOﬂle Password

P Change Password
General
V| Save password

Contacts

Time Zone I'wo-Factor Authenticatlon

Require Authenticator App to sign in your account during startup

Encryption Recovery

off [ |
Authentication

Last Successful Login

No login record

(d”c"'
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Password

Login password can be modified anytime. Tick the Save Password box to bypass the
password entry upon opening the AhsayACB.

Profile

General
Contacts
Time Zone

Encryption Recovery

Authentication

Password
Change Password

V| Save password

I'wo-Factor Authentication

Require Authenticator App to sign in your account during startup

off [ |

Last Successful Login

No login record

(d”cu'

NOTE

The Save password option may not be available. This depends on the settings of your backup
service provider. Please contact your backup service provider for more information.

To change the password, follow the instructions below:

1. Click the Change Password.

Profile

General
Contacts
Time Zone

Encryption Recovery

www.online-backup.dk

Authentication

Password
Change Password

V| Save password

Two-Factor Authentication

fequire Authenticator App te sign in your account during startup

off [ |

L.ast Successful Login

No login record

Ve
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2. Enter the current password.

Mease confirm current passwond

=

3. Enter the new password and re-enter it for authentication purposes. Click OK to return
to main screen.

Change Password
Hew Passaord
LITEETY

RAi-Enied passwad
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4. Click Save to store the settings.

Profile

General
Contacts

Time Zone

Encryption Recovery

www.online-backup.dk

Authentication

Password
Change Password
Save password

Two-Factor Authentication

Require Authenticator App to sign in your account during startup
off [ |

No login record

Save Cancel
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Two-Factor Authentication
To enable the Two-Factor Authentication feature, follow the instructions below:

NOTE
The Ahsay Mobile app or a third-party authenticator apps is needed for 2FA.

1. Goto Profile > Authentication > Two-Factor Authentication.

P rOﬂ | e Password
Change Password
General
Save password
Contacts
Time Zone Two-Factor Authentication

Require Authenticator App to sign in your account during startup

Encryption Recovery

off [ |
Authentication

Last Successful Login

No login record

2. Swipe lever to the right to turn it on.

For the detailed step-by-step procedure on how to add a mobile device, please refer to
Chapter 6.3.1 of the Ahsay Mobile User Guide for Android and iOS.

P I’Ofl | & Password
Change Password
General
Save password
Contacts
Time Zone Two-Factor Authentication

Require Authenticator App to sign in your account during startup

Encryption Recovery

Oon q
Authentication Registered Mobile Device(s)

Add

Last Successful Login
Time: 10/12/2020 19:01 {SGT)

IP address: 175.176.33.199
Browser / App: ACB

Mobile Device: --

Save Cancel
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To remove a mobile device, follow the instructions below:

1. Click the M putton on the right side of the registered mobile device. In this example,
we are going to delete the mobile device named “Ahsay Mobile User”.

- Changs Passward
General
e PASTNOrO
Contacts
Time Zone N
R € Authe HOr ADp 1o sgn In § ¥ hring ita

Encryption Recovery

on =y
Regnlered Mobie Devices)

m Ahsay Mobile User .
Redmi
I=l m
Acet
Teme 1071 272020 1343 (36T
P acdress. 17517633199

Browser / App. ACB

2. A confirmation message will appear, click Yes to proceed. Otherwise, click No.
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3. Mobile device is successfully removed.

Profile

General
Contacts
Time Zone

Encryption Recovery

Authentication

Password
Change Password

Save password

Two-Factor Authentication

Require Authenticator App to sign In your account during startup

On q

Registered Moblle Device(s)

m Redmi i

Add

Last Successful Login
Time: 10/12/2020 13:43 (SGT)

IP address: 175.176.33.199
Browser / App: ACB

Mobile Device: Redmi

To disable the Two-Factor Authentication feature, follow the instructions below:

disabling Two-Factor Authentication

NOTE

Sliding the switch to right hand side will only turn off the Two-Factor Authentication but it will
not automatically delete the registered mobile device(s) for Two-Factor Authentication. If you
need to delete the registered mobile device(s), this must be done manually first before

1. Swipe the lever to the left to turn it off.

Profile

General
Contacts

Time Zone

Encryption Recovery

Changw Passward
e PasTNOrg
n
Requare Authe s0r ADD 1 S I § v haring st
on =
Regntered Mobie Devicers)
m Ahsay Mobile User .
Redmi
I'] ot .

At
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2. Click Save to save the settings.

Profile

General
Contacts

[ime Zone

Encryption Recovery

Authentication

Re-pair with authenticator

AhsayACB supports “Re-pair with al
AhsayACB account with Ahsay Mobi

Password
Change Password

Save password
Two-Factor Authentication

Require Authenticator App to sign in your account during startup

ofn

Last Successful Login

Tima; 10/12/2020 13:43 (SGT)
IP address: 175.176.33.199
Browser / App: ACB

Mobile Device: Redmi

uthenticator” feature that enables user to re-pair their
le Authenticator as long as the mobile device used for

the 2FA is still registered in the AhsayACB. This feature is used when:

1. The registered profile for the 2FA is removed from the Ahsay Mobile app

2. The Ahsay Mobile app is acci

dentally uninstalled from the mobile device

Profile

General
contacis
Time Zone

Encryption Recovery
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Last Successful Login

Displays the Date, Time, IP address, and Browser / App the user last logged in and the
registered Mobile Device.

© Time - the date and time the user last logged in.
© |IP address — the IP address used to login.

© Browser / App — the browser or app used to login to AhsayCBS User Web Console or
AhsayACB.

© Mobile Device — the name of the device used for authentication when 2FA is enabled.

Profile
. Changs Passward
General

2 PAasTNOro
Contacts

Time Zone

Encryption Recovery

Req WEAtor ARD S Sgn N your
on e |
m Regsened Mohie Qevicesn

mAnuv Mobile User .
I'] Bedmi '
Acd
-t ot 1 !
P acdre
Browser / App. ACE
R it He
Below is the screenshot If there is no login record yet.
Profile
~ Change Pavsword
General
Contacts g
Time Zone I
Quare Authenty Apy £
Encryption Recovery
| uenicaon [
ﬂ Ahsay Mobile User '
E Redmi .
asd
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10.1.7 Security Settings

The Security Settings option is for backward compatibility with Twilio Two-Factor
Authentication. It will only be visible if Twilio Two-Factor Authentication was
enabled on the user account on pre-v8.5.0.0 AhsayACB versions.

Phone numbers that will be used for sending sms authentication will be listed here and
will show the status if it is verified or not. You can also add phone numbers here that can
be used for sending the sms authentication.

P I’Ofl Ie Security Settings

Phone numbers for SMS authentication
General philippines (+63) - [ NN verified X
Contacts Add
Time Zone
Encryption Recovery
Password

Security Settings
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1. Click Add.

Add

2. Select the country and enter the phone number, click Add.

SBCUrity Sett ngs

Please enter a new phoneg niember for ShES authentication

3. Click the Save button to save the phone number.

PrOﬂle Security Settings
Phone numbers for SMS authentication
General philippines (+63) - I verifico X
Contacts ehilippines (+63) - ot verified X
Add

Time Zone
Encryption Recovery

Password

Security Settings
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10.2 Language

The list of available languages depends on the backup service provider. Once the language is
set, it will reflect on the AhsayACB interface right away.

English u

English v

Al
Euskara
Catala
Cesky
Dansk
Nederlands

Suomi
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10.3 Information

The information icon displays the product version and system information of the machine
where the AhsayACB is installed.

Verssaan

Virtua Machine
Vendor

Live Threads
Daomon Threads
Total Threads Started

Heap Size

Operating System
Architecture

Number of Processors
Commutted Virtual Memory
Pluysical Memary

Swap Space

VI Arguments

Class Path
Library Path
Hoot Class Path

o2

2021 Ahsay Systems Corporation. All Rights Resecved.

(@ Ansayacs

90224

Open|DK 62-Bit Server YW Version 25185013
Oracie Corpor

suen

14 (Current) / 17 (Peak)
10
E

63,776 Moytes tCurrent) £ 864 192 khytes (Maximum)

Windows 8 Yersion 6.2

479 152 kbytes
1585492 dbytes (Free) £ 4,193 750 Kbytes (Totaly
3641,356 kbytes (Froe) / 7,590 742 kbytes (Total)

Diava bibrary path=_ \X64 .Dsun JaveZd noddraw
Dwun.nio. PageAlignDireciMemory=true 0y ms 1 28m DUmm2odam
SOCMaDirectMemarySize=1024m
cth jar
wEd
CA\Program Files\AhsayACE\ wmIbresources. jar C\Program

Clodn
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10.4 Backup

This feature is used to run your backup set(s).

0

el

Backup

For instructions on how to start a backup, refer to Chapter 13 Run Backup Jobs.

10.5 Backup Sets

A backup set is a place for files and/or folders of your backed up data. This feature allows the
user to select files individually or entirely in a selected folder to back up. It is also used to delete
a specific backup set.

L3

Backup Sets

To create or modify a backup set, follow the instructions on Chapter 11 Create a Backup Set

Backup Set Settings

Below is the list of configurable settings under a Backup Set:

e General
° Source

. Backup Schedule

. Destination
. Reminder

. Others
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General

This feature allows the user to modify the backup set name and manage the Windows User
Authentication login credentials in the backup set.

E 2 e,
Name
General Sample Backup Sex

Source o

wh.pro

Backup Schedule

Destination

Domain Name (et Ahsay.com) / Host Name

Reminder Example com
Lser nasne
Others
username

Password

Dedede s Dachup set

Backup Set Name

To modify the name of a backup set, follow the steps below:

1. Inthe Name field, enter a new backup set name.

Name

Owner
w2k16R2-std

2. Click the Save button to store the updated backup set name.
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Windows User Authentication

To successfully perform backup and restore operations, AhsayACB requires both read and
write permission to all the files/folders selected in the backup source.

The Windows User Authentication login credentials are used by the AhsayACB to ensure it
has sufficient permission to access files and/or folders selected in the Backup Source, the
temporary folder location, and the backup destination if it is a network drive accessible from
backup machine via LAN, especially when running scheduled backup jobs, as the default
Windows account used by the AhsayACB scheduler service is a local system account which
does not have access to network resources.

Domain Name (e.g Ahsay.com) / Host Name
example.com
User name
username
Password

Domain Name (e.g Ahsay.com) / HOst Name
exampie.com

or User name
username@autiook.com

Password

Sesnan

e If files and/or folders selected are located on network drive(s), the login credentials for
the Windows User Authentication must have permission to access network resources,
(e.g., an administrator account).

e If the machine is a file server shared by multiple users, then the AhsayACB will require
login credentials with read/write permissions to access all the selected files and/or
folders in the backup source (e.g., an administrator account).

e For AhsayACB installed on MS Windows version 8, 8.1, 10, and 11 using the Microsoft
account for Windows User Authentication is supported, e.g., username@outlook.com.

Some users prefer to use a pin to login to Windows, this cannot be used for the
Windows User Authentication. The pin can only be used for logging in to Windows and is
not applicable for the Windows User Authentication. The password of the account must
be provided instead of the pin to access files and/or folders in the backup source.

Field Description

Domain Name The domain or host name of the machine.

Login username used by the AhsayACB to access

Username : :
files and/or folders selected in the backup source.

Login password used by the AhsayACB to access

Password files and/or folders selected in the backup source.
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Source

This feature allows the user to select files and/or folders in the backup source to back up.

m Sample Backup Set Backup Source

Select the files and folders that you want to backup
General (] [=] vesktop

O m My Documents
Source ] B Favorites — Quick or
Backup Schedule 1 [E] outiook Shortcut

. Windows Live Mal
Destination
o Filter

Reminder

Apply filters to the backup source "

— Filter

Others off I

I would like to choose the files to back

ip }—» Advanced

Backup Source

Delete this backup set

There are three (3) different ways to select files and/or folders to back up:

Option Description

. This allows the user to back up files and/or
Quick or )
folders in the selected backup source
Shortcut .
entirely.
Filter This allows the user to select or exclude
files and/or folders from the backup job.
Advanced This allows the user to select files and/or
Backup Source folders individually to back up.

Option 1: Quick or Shortcut

This option allows the user to quickly select a backup source to be backed up.

Backup Source

Select the files and folders that you want to backup
[ ] {=] Desktop

[v] m My Documents

[z} n Favorites

] E Outlook

. Windows Live Mail
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If any of the following backup source is selected and the Backup Schedule is enabled, the
Windows User Authentication will prompt the user to enter the login password. To select a
backup source without entering the login password, the backup schedule must be disabled.

Desktop w
My Documents Fe
Favorites \‘
Outlook Eﬁ
Windows Live Mail 'y
Windows User Authentication

Domain Name (e.g Ahsay.com) / Host Name

example.com

User name

username

Password

NOTE

During the backup set creation, if this type of backup source (Quick or Shortcut) is selected
and the Schedule is set to “on”, then the Windows User Authentication screen will be
displayed. You will need to enter the login password, otherwise, the creation of backup set
will not continue.

To know the locations of the folder(s) that will be backed up for each selected backup source,
refer to the following table:

Backup Source Description

If Desktop is selected, all files and/or folders in the
following location will be backed up:

Desktop F
%UserProfile%\Desktop
If Documents is selected, all files and/or folders
. located in the following location will be backed up:
My Documents [ <

%UserProfile%\Documents

If Documents is selected, all files and/or folders
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located in the following locations will also be backed
up:
%UserProfile%\Music

%UserProfile%\Pictures

%UserProfile%\Videos

If Favorites is selected, all files and/or folders located
in the following location will be backed up:

Favorites

%UserProfile%o\Favorites

If Outlook is selected, all files and/or folders located
Outlook in the following location will be backed up:

%UserProfile%\AppData\Local\Microsoft\Outlook

Windows Live Malil

If Windows Live Mail is selected, all files and/or
folders located in the following location will be backed
up:
%UserProfile%\AppData\Local\Microsoft\Window
s Live Mail

To select filesTo select files and/or folders to back up using the Quick or Shortcut option,

follow the steps below:

Select a backup source.

) = = P s
RackliD Sollrce

Select the files and folders that you want to backup

E Desktop
v m My Documents
n Favorites
E Outlook
E:‘J Windows Live Ma

The Outlook and Windows Live Mail will be disabled if they were not installed on the

machine.

) | e R
Backup Source

Select the files and folders that you want to backup

E Desktop

m My Documents
n Favorites

@ Outlook

E‘i,} Windows Live Ma

Click the Save button to store the selected backup source.
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Option 2: Filter

The Filter Backup Source is an alternative way to select a backup source which does not
require Windows User Authentication login password even if the backup schedule is enabled
unless the filter backup source is located on a network drive.

Off

Apply filters to the backup source

The following options in the filter backup source does not require Windows User

Authentication login password:

All hard disk drives

Apply this filter to all files/folders in
All hard disk drives

Specific folder

@ This folder anly input local / network address or click [Changel)

Change

To select files and/or folders to back up using the Filter Backup Source, follow the steps

below:

1. Swipe the lever to the right to turn on the filter setting.

Filter

On

Apply filters to the backup source

N

2. Click the [+] button to create filter.

Existing filters

+ Add new filter

3. Assign a desired name to the backup filter.

Name

4.  Select from the options below.

For each of the matched files/folders under top directory
®) Include them
Exclude them

Exclude all unmatched files/folders

Match file/folder names by
®) Simple comparison | ends with  w

Regular expression (UNIX-style)
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5. In this example, all files and/or folders that end with the letter ‘X’ will be included in the
backup job. You can add multiple patterns here.

Existing patterns to match

8

6. Select whether you would like to apply the filter to all files and/or folders in all hard disk
drives or to a specific folder only. If ‘This folder only’ is selected, click the Change button
to select the specific folder or input the local / network address that you would like to
apply the filter to.

Apply this filter to all files/folders in
All hard disk drives
®) This folder only (Input local / network address or click [Change])

W10.3.0.124\est Change

This share requires access credentials

Apply to
| File Folder

7. If ‘This share requires access credentials’ is checked, enter the User name and
Password of the local or network drive. This checkbox will only be enabled if a local or
network address is detected.

«f| This share requires access credentials

User name (e.g. domain\username)
username
Password

8. Click the OK button to save the created filter, then click the Save button to save the
settings. Once you run a backup, all files and/or folders that match the applied filter will
be backed up.

9.  Multiple backup filters can be created by clicking the Add button.

Existing filters

Y Filter-1
C:\Users\Administrator\Desktop

Filter-2
C:\Users\Administrator\Documents

Add
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Option 3: Advanced Backup Source

The Advanced Backup Source is another way to select a backup source which does not
require Windows User Authentication login password even if the backup schedule is enabled
unless the advanced backup source is located on a network drive.

falders
= M This PC
# T e Locad Dk (€0
&2 CO Diwe (DX}
+ W Narmork
L Uhiaries

Show Nies

Adi network aildress

The following table shows the list of options in the Advanced Backup Source which require
and does not require Windows User Authentication login password:

Advanced Backup Source Description

) Does not require Windows User Authentication login
Local Disk L password.

Requires Windows User Authentication login password.
_ For network drive/s, you will need to enter the login
Network drive & credentials which has permission to access network
resources in order to back up selected files and/or
folders.

Does not require Windows User Authentication login
password.

Note: This type of backup source may not be supported

. . on other versions of Windows.
Libraries

This feature is not supported on:

e Windows 11
e Windows 10
e Windows 8.1
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e Windows 8
Supported on:

e Windows 7

Add
network
address

Requires Windows User Authentication login password.
For network drive/s, you will need to enter the login

& credentials which has permission to access network
resources in order to back up selected files and/or
folders

To select files and/or folders using the Advanced Backup Source, follow the steps below:

1. Inthe Source window, select ‘| would like to choose the files to backup’.

wouid like to choose the files to backup

2. There are two (2) ways to select files and/or folders, one is when the files and/or folders
are located in the local machine and another way is when the files and/or folders are
located in the network.

)]

www.online-backup.

In the Advanced Backup Source window, select ‘Show files’ to display the files
inside each folder, then select the files and/or folders that you would like to back

up.
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[+ If the files and/or folders are located in a network drive, click the ‘Add network
address’ link. Enter the network address

nvOork Addre

Network address (e.g. \\servername.domain\path)

Input the details of network address, and click [OK] to proceed.

If access credentials are required to access the network, then check the “This
share requires access credentials’ checkbox. The checkbox will only be enabled
once the network address is entered. Enter the User name and Password of the
network drive and click the OK button.

username

Password

+| This share requires access credentials

User name (e.g. domainiusername)

By default, all the files inside the folder in the network drive is selected for backup.
But there is still an option to deselect files that you do not want to be included in

the backup.

Fobdars
A Thes L
'
‘
o S Netwect

# 24 Utcares

| Show Nles

Add netwurk sddress

7

YU NUYX

Mune

AloapACE UserGuidheforindows verat

LherGude

$71ke Bocku pGehuthan 7 pois
Bachu pSehen B

Fir snapshat cestingd

THe snapatit sesting )

b pSedetian_v10 g

e

L1
nea
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NOTE
» There must be a specific folder that is shared in the network drive that will be
entered in the network address e.g., \125.5.184.23\Share

» Temporary folders location are not supported for individual login credentials but
can still be setup separately using existing Windows User Authentication login.

3. Click the OK button to save the selection, then click the Save button to store settings.

In selecting files and/or folders to back up, the three (3) options can be used simultaneously.
For more details, please refer to the example scenarios below:

Scenario 1 (Quick or Shortcut + Filter)

You can use the quick or shortcut option and apply filter to the selected backup source at the
same time. To use this type of combination, follow the steps below:

1. Choose a backup source.

Backup Source

Select the files and folders that you want to backup

[ E Desktop

W m My Documents

[ nFavorites
| EOutlook

Windows Live Mail

2. Create a filter which will be applied to the backup source.

Existing filters

+ Add new filter

Name

Fiter-1

For each of the matched filestolders under top cirectary
0 Intiuce them
Exciuce them
[[] Exciusse all unmatched flesstolders
Maich file/folder names by
@) Simple compartion | =nds with  w

Reguiar eapression (UNIXstyle)

EXISUNE patterns to match
i

Apaly this fiter to all fles/folders in
@) All hard disk drrves

This folder ondy Dnput jocad ! network acdress o click [Change])
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3. Click the OK button to save the created filter, then click the Save button to save settings.

Scenario 2 (Quick or Shortcut + Advanced Backup Source)

You can use the quick or shortcut option and select files and/or folders in the advanced
backup source at the same time. To use this type of combination, follow the steps below:

1. Choose a backup source.

Backup Source

Select the files and folders that you want to backup

| E Desktop

v m My Documents

] n Favorites
| E Outlook

H Windows Live Mail

2. In the source window, click ‘I would like to choose the files to backup’ and select the files
and/or folders that you would like to back up, or click ‘Add network address’ to backup
files and/or folders located in a network drive.

wouid like to choose the files to backup
Fobiders Namne Size Oate modited
- LULAI LA 2 @ Copyol sby-user-gudesam 2521 ORIIS2005 1142
4
" A 3 2] Copy ol COBC 0 ~
i v : < @ Capy of COBONST
# Prigram Files oy — Copy T OEWABLog
‘ Pragramats - 3 :
v meta 2 || Capy of rps-athmin-gu de-50.des
H b L) Nretox
1030124 ac .
4 1§ Googie Chrume
4 »r TALAE
.
0 :h‘.m ot
sers
Jautoeg dat
Adruniserats Mozl "
> Mozt Ui,
' Defauk = PSR
mereer dal
+ Pubibe
‘“ 2 B NOTEPAL
‘ Wrndown [
B e A | mregdm
&0 o corein) G b bl
= Network .
- " € ot admn gaade obd
4 B CLOUG-BACKURSRY - 5L
» L obreamer-gu -
# W tachem vog 2 3
w DRl wee e
b b LErrie — v
5 4 € ctrcer-guide v
< > Aoa — . _asma ra
| Show fees Itemes per page | 50 v Fagell/l v

Add netwark adoress

3. Click the OK button to save the selection, then click the Save button to store settings.
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Scenario 3 (Filter + Advanced Backup Source)

You can use the filter backup source and choose files and/or folders in the advanced backup
source at the same time. To use this type of combination, follow the steps below:

1. Create afilter.

Filter

Apply filters to the backup source
on R |

Existing filters

Y Filter-1

C:\Users\Administrator\Desktop
Add

2. In the source window, select ‘I would like to choose the files to backup’ and select the
files and/or folders that you would like to back up, or click ‘Add network address’ to
backup files and/or folders located in a network drive.

to choose the files to i]v}.l.::‘*'\!_ig')

wouid like

Fobders Name Sie Ome moditied
vy “"m’ln ’ 2 @ Copyol sby-user-gudesam 1521 OR15/2008 1142
A A 4 Copy of COBC N
+ 4 Program File
4 < @ Capy of COBONST
+ Pregram Files | =
A Copy of DEWABLOg
‘ Programbata . M
- A || Capy of rpe-atknin-gude-S0.des
Hpbo L) Nretos
B 4 1030524 —_ ~
1 fi) Geawie Crenme
. 1
Users
sutoeg dat
i Amnsrats | AR
" " . 2 Mozib Usinsaall
ot
# Pubibe
' ¥ Windows
7.8 coDyve (D)
= S Metwork
4 B CLOUS-BACKRSEY
# W tchem
b 4 LErarie v
< : D R s i~
| Show fies Itermes per page | 50 v Fage 11w

Add netwark adoree

3. Click the OK button to save the selection, then click the Save button to store settings.
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Backup Schedule

This feature allows the user to assign a backup schedule for the backup job to run

automatically.

E T Hack

General

Source

up Schedule
Destination
Reminder

Others

Sesete thus Bachup ant

Aun scheduled backup for this Dackup set
on B |
Esistng scheduies

B Backup Schedule
Dally (Everyday at 20:00)

Name

Sacup Schedule

Type

Start backup

at v 20 v 00w

Ston

urtit Full Backup completed

Delte thes Bathup schedule

' flun Retertion Policy after backup
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To configure a backup schedule, follow the steps below:

1. Swipe the lever to the right to turn on the backup schedule setting. The backup schedule
is configured as “Daily at 20:00” by default.

Schedule

Run scheduled backup for this backup set
on N |

Existing schedules
Backup Schedule
Daily (Everyday at 20:00)

2. Select an existing backup schedule to modify or click the Add button to create a new
one.

Existing schedules

ﬁ Backup Schedule
Daily (Everyday at 20:00)

Add

3. Inthe New Backup Schedule window, configure the following backup schedule settings.

Start Dackup

- v T w il ow
Swop

ineil Tull backup completed @

Run Regention Molicy after Dackiap

© Name - the name of the backup schedule.

© Type - the type of the backup schedule. There are four (4) different types of
backup schedule: Daily, Weekly, Monthly and Custom.
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@ Daily — the time of the day or interval in minutes/hours when the backup job
will run.
Name
Daily-1
Type
Dally v
Start backup
o v v 4w
Swop
until full backup completed W
7] run Retention Policy after backup

@  Weekly — the day of the week and the time of the day or interval in
minutes/hours when the backup job will run.

Name

| weekly-1|

ype
Weekly w
Backup on these days of the week
sun Mon Tue wed T™hu Fri o Sat

Start backup
ol v A w 0 v
Stop

until full backup completed

IT Run Retention Policy after backup

@  Monthly — the day of the month and the time of the day when the backup job
will run.

Name

Monthiy-1
Type
Monthly

Backup on the following day every month

® Day|last v

Start backup at
i W 59 w | onthe selected doy
Stop

untll full backup completed

V| Run Retention Policy after backup
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e following cay oncs

2019 'December w |31 W
ackup 3
i w
on
op
Uil backup completed v

' Run Ratention Policy after backup

© Start backup — the start time of the backup job.

at — this option will start a backup job at a specific time.

Custom — a specific date and the time when the backup job will run.

every — this option will start a backup job in intervals of minutes or hours.

Start backup
every w || 1minute  w
sop R
until full b4 2 Minutes

3 minutes
v|RunRetg | .

5 minutes

& minutes

10 minutes

12 minutes  ,

backup

Start backup

every w | |1 minute

L

2 hours
+| Run Retg 3 hours
4 hours
6 hours
8 hours

12 hours

ani > SR

L]

backup

L

Here is an example of a backup set that has a periodic and normal backup

schedule.
Name Natre
Weekly-1 Weekly.2
Typo Type
Weekly w Weskly  w
Backup on these days of The week Backup on these days of the week
Sun JiMon S Tue JIWed S Thu i Fr sat W) Sun Man Toe Wed Thu i | S
Start backup Start dackup
every v | A hours v it v v 0w
Stop Swop
untd Tull backup completed
' Run Retention Policy after backup V| Run Retenban Palicy after ackup

Figure 1.1
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Figure 1.1 — Periodic backup schedule runs every 4 hours from Monday — Friday
during business hours

Figure 1.2 — Normal backup schedule runs at 21:00 or 9:00 PM on Saturday and
Sunday on weekend non-business hours

© Stop - the stop time of the backup job. This only applies to schedules with start
backup “at” and is not supported for periodic backup schedule (start backup
“every”).

@ until full backup completed — this option will stop a backup job once it is
complete. This is the configured stop time of the backup job by default.

@  after (defined no. of hrs.) — this option will stop a backup job after a certain
number of hours regardless of whether the backup job has completed or not.
This can range from 1 to 24 hrs.

The number of hours must be enough to complete a backup of all files in the
backup set. For small files in a backup, if the number of hours is not enough
to back up all files, then the outstanding files will be backed up in the next
backup job. However, if the backup set contains large files, this may result in
partially backed up files.

For example, if a backup has 100GB file size which will take approximately
15 hours to complete on your environment, but you set the “stop” after 10
hours, the file will be partially backed up and cannot be restored. The next
backup will upload the files from scratch again.

The partially backed up data will have to be removed by running the Data
Integrity Check.

As a general rule, it is recommended to review this setting regularly as the
data size on the backup machine may grow over time.

© Run Retention Policy after backup - if enabled, the AhsayACB will run a
Retention Policy job to remove files from the backup destination(s) which have
exceeded the Retention Policy after performing a backup job.

4. Click the OK button to save the configured backup schedule settings.
5. Click the Save button to save settings.
NOTE: Multiple backup schedules can be created.
“hedule
Run scheduled backup for this backup set

on . |

Existing schedules

ﬁ Daily-1
i Daily (Everyday at 18:00)

E Weekly-1
i Weekly - Saturday (Every week at 23:00)

E Monthly-1
Monthly - The Last Day (Every month at 23:59)

E Custom-1
sl Custom (12/31/2019 at 23:59)
Add
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Destination

This feature allows the user to select a backup mode and add an additional storage
destination.

m imple Backup Set 1

Sacwup moge
General Sequentid v
Source Existing storage destinations
G Ahsay(BS
Hoss 127.00.180

Backup Schedule

ARG

Reminder

Others

There are two (2) different types of backup mode in performing a backup:

Backup mode Description

This is the configured backup mode by default. This
Sequential backup mode will run a backup job to each backup
destination one by one.

This backup mode will run a backup job to all backup

Concurrent o :
destinations simultaneously.

Comparison between Sequential and Concurrent Backup mode

Backup mode Pros Cons

» Takes less resources in » Backup job is slower than

the local machine (e.g., in concurrent mode since
Sequential memory, CPU, the backup job will upload

bandwidth, etc.) to the backup data to the

complete a backup job. selected backup

destinations one at a time.
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» Backup job is faster than | » Requires more resources
in Sequential mode. in the local machine (e.g.,
memory, CPU, bandwidth,
Concurrent » Maximum number of etc.) to complete a backup
concurrent backup job.
destinations can be
configured.

To modify the Backup mode, follow the steps below:
1. Goto Backup Sets, then choose a backup set.
2. Select the Destination tab in the backup set settings.

3. Click the drop-down button to select a backup mode.

Destination
Backup mode

Sequential w

4. If “Concurrent” is selected, click the drop-down button to select the no. of maximum
concurrent backup destinations.

Maximum concurrent backup destinations

2 W

5. Click the Save button to save the selected backup mode.

To add a new storage destination, follow the steps below:

1. Click the Add button.
Existing storage destinations

@ AhsayCBS
Host: 127.0.0.1:80

Add

2. Click the drop-down button to select a backup destination.
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3. If the Local / Mapped Drive / Network Drive / Removable Drive is selected, click the
Change button to select a new storage destination or input the local or network address.
Check ‘This share requires access credentials’ if required then click the Test button to
validate access to it.

Destination storage

. Local / Mapped Drive ! Network Drive / Removable Drive »

Path tinpeat local / network address or dick [Change))
1110.3.0.124vtest ‘ m
| This share requires access credentials

User name (e.g. domainwusername)

Password

[owsoniees ]

4. |If there is an added storage destination, click the OK button to save the added one.
Then click the Save button to save the updated backup mode and the added storage
destination.

NOTE
The error below will appear if ‘This share requires access credentials’ is not checked and
access credentials are setup in the storage destination.

X [Exception] Access ks denied due 10 invalld credentials
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Reminder
There are two types of Reminder that can be configured:
e During Windows log off or shutdown - On (enabled) by default
e When the last backup is over the set tolerance period - Off (disabled) by default

When either of the options are enabled, a backup confirmation dialog box will prompt the user
to start a backup during Windows log off shutdown or when the latest backup job is over the
configured tolerance period.

Remend me 1o backup duing Windows log off or shiut down

General on ==

Remnd me 1o backup when last backup Is over my tolerance pariod

off i

Source
Backup Schedule
Destination

Others

Deite o e e = (]

To configure the Reminder settings, follow the steps below:

1. GotoBackup Sets, then select a backup set that you would like to enable the
Reminder option for.

2. Click the Reminder tab in the backup set settings.

3. Swipe the lever to the right enable the reminder to start a backup during Windows log
off or shutdown.

Remind me to backup dunng Windows log off or shut down

on e |
Remind me to backup when last backup s over my tolerance period
off [ |
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4. Swipe the lever to the right enable the other reminder option.

Reminder

on T |

Remind me to backup during Windows log off or shut down

on |

Remind me to backup when last backup is over my tolerance period

My tolerance period is

01 w |days (00 w  hr

This will allow you to set the tolerance period by selecting the number of day(s) or
hour(s). You may select from 1 — 31 days or 0 — 23 hours. When this option is

enabled, the default tolerance period is 1 day.

My talerance period is

days 00 ™ | hr

01 |
02
03
04
05
06
07
08

When the latest backup is over the configured tolerance period, the following prompt

to run a backup will be displayed.

o]
m
02
03
04
05
06
07

My tolerance period is

01 & | days hr

Ll

@ Off-line Backup x|

Start Backup BackupSet-17

Last Backup: 2022-01-28 16:13

Mo

5. Click Save to button to apply the Reminder settings.

older).

(4) seconds.

back up.

NOTES

1. This feature is only supported on Windows 8.1 (and older), and Windows Server 2012 (and

2. The dialog box will only appear if there is a backup set with On (enabled) Reminder setting.

3. During Windows log off or shutdown, the confirmation prompt will only be displayed for four

4. |If there are multiple backup sets displayed, you cannot select one (1) backup set to back up.
It is recommended to only enable the Reminder setting for the backup sets you regularly

For more detailed examples of the Reminder feature for Windows log off, restart, and shutdown,
please refer to Appendix D: Example Scenarios for the Reminder.
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Others

Below is the list of other configurable options under the backup set settings:

Continuous Backup

Retention Policy

Temporary Directory

Volume Shadow Copy

OpenDirect
Compressions

Encryption

Continuous Backup

This feature provides backup for selective data whenever a change is made. This feature is
disabled by default.

Backup whenever a change is made

To enable the continuous backup, follow the steps below:

1.

Swipe the lever to the right to turn on the continuous backup setting.

Continuous Backup

Backup whenever a change is made

On q

Click the drop-down button to define how often the continuous backup job will run. The
backup time interval can be set from 1 minute to 12 hours.
Define how often backup run

30 minutes w

This option applies the continuous backup on small regular update files. The file size can
range from 25MB to unlimited MB.

Only apply to files smaller than

4096 v  MB

Click the Save button to save the configured continuous backup settings.
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NOTE

For large file size, the continuous backup may not run with a short time interval. You may
need to adjust the continuous backup time interval (in step 2).

Only File backup sets on Windows operating system will support Continuous Backup
Schedule on v8.3.4.0 (or above)

All v7 and pre-v8.3.4.0 Windows non-File backup sets with Continuous Backup
Schedules will be automatically converted to periodic backup schedules after upgrading
to v8.3.4.0 (or above)

Retention Policy

When the AhsayACB identifies files and/or folders that are deleted, updated, or with updated
permission/attributes during a backup job, these files and/or folders will then be moved from
the Data Area to the Retention area.

Retention area is a place used as a temporary destination to store these files (deleted,
updated, or with updated permission/attributes during a backup job). Files and/or folders in
the Retention Area can still be restored.

The Retention Policy is used to control how long these files remain in the Retention Area
when they are removed which can be specified in the number of days, weeks, months, or
backup jobs. Retained data within all backup destinations (e.g., AhsayCBS, local drive,
SFTP/FTP, and cloud storage) are cleared by the Retention Policy job.

The default Retention Policy setting for a File Backup Set is 7 days.

How to retain the files in the backup set, which have been deleted in the
backup source

7 v | Day(s) W

NOTE

There is a trade-off between the Retention Policy and backup destination storage usage. The
higher the Retention Policy setting, the more storage is used, which translates into higher
storage costs.

To configure the Retention Policy, follow the steps below:
1. Go to Backup Sets, then select a backup set.
2. Click the Others tab in the Backup Set Settings.

3. Inthe Retention Policy, click the drop-button to define the number of day(s) or job(s)
which the deleted files will be retained. This is configured as thirty (7) days by default.

How to retain the files in the backup set, which have been deleted in the
backup source

7 v | Dayls) w

4. Click the Save button to s the configured Retention Policy settings.
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WARNING

When files and/or folders in the Retention Area exceed the Retention Policy setting,
they are permanently removed from the backup set and cannot be restored.

There are three (3) different ways to run a Retention Policy job:

© Backup Scheduler
© Manual Backup

© Space Freeing Up

Backup Scheduler (Recommended)

To run a Retention Policy job after a scheduled backup job, follow the steps below:

1. Click the Backup Schedule tab in the backup set settings.

Aun scheduled backup for this backup set

General on e |

Existing schedules

Source
ﬁ Backup Schedule
Daily (Everyday at 20:00)

Backup Schedule

Destination
Reminder

Others
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Select an existing backup schedule or add a new one.

E Afh : >
Run scheduled backup for this backup set

General on e |

Source Existing schedules

@ Backup Schedule
— Dally (Bveryday at 20:00)
Backup Schedule —snieri :

il
Destination

Reminder

Others

Detate this Dackiag set

In the Backup Schedule window, select ‘Run Retention Policy after backup’ to run a
Retention Policy job after a scheduled backup job.

Name

Backup Scheduie

Type

Start bachup at
AL w WNw
Stop

until full backun completed v

' Run Retenton Pollcy after backup
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Manual Backup

To run a Retention Policy job after a manual backup, follow the steps below:

1. Click the Backup icon in the AhsayACB main interface.

0

(|

Backup

2. Select the backup set that you would like to back up and run the Retention Policy job on.

Please Select The Backup Set To Backup
so by

BackupSet-1
Owner wi.pro
Newty created on Monday, january X 2022 1318
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3. Click Show advanced option to display other settings.

Choose Your Backup Options

BackupSet-1

Backup st type
Flln

4. Select ‘Run Retention Policy after backup’ to run a Retention Policy job after a backup
job.

Choose Your Backup Options

E BackupSet-1

Backup =t ype
Foie
Destnatons
(3 AhsayCHs (Most: 10.5121.12:804
Migrate Data
Migrate existing data to Watest versian

Retention Policy
| Run Actention Policy after backup

aap
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Space Freeing Up

To run a Retention Policy job manually via backup client interface, follow the steps below:

1. Click the Utilities icon in the AhsayACB interface.

Utilities

2. Select the Space Freeing Up tab in the Utilities settings.

Utl|ltIeS Free Up Storage Space

Yo remave obrolets files from your backup testination according 1o your retention
policy setting 10 free 1 your storage space. sefect backup settd) destnatian(s) and
then press Start.

Data Integrity Check

Sedect & backup set

‘ Backup Set Sample R
Delete Backup Data Eem—re—
Decrypt Backup Data Fia v
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3. Select the corresponding backup set and destination (e.g., AhsayCBS, local drive, cloud
storage) where you want the Retention Policy job to run on.

. | . .
Utilities ee Up 5t
]
To remove obsolete hiles from your backup destination according to your retention

policy Setting to free up your storage space. Seledt Dackup setish destinabonis) and
then press Start

Data Integrity Check

Sefect a Dackup Set

Daity Backup v
Delete BBCXUD Data '.:vel,é\'ra-je&';manon
TERE TSR —_—

| ahsayces
|
:Law 1 {CAUsers\Ad e | StratariDecurments\New falder)

|
| GoogleOrive-1

4. Click the Start button to run the Retention Policy job.

Utilities Free Lp Storage Space

To remove cbsodete files from your Dackup destination according to your retention
policy setting 1o free up your storage space. select baciup setjs) destination|s) and
then press Start

Data Integrity Check
Select a backup set
{ Daily Backup

Delete Backup Data ST

space Freeing Up

Decrypt Backup Data

NOTE

For more details about Space Freeing Up, refer to Chapter 10.9.2 Space Freeing Up.
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Temporary Directory

The AhsayACB uses the temporary directory for both backup and restore operations.

Temporary directory for storing backup files

E:temp Change

31GB free out of total 60GB space in E

| Remove temporary files after backup

For a backup job, it is used to temporarily store backup set index files. An updated set of
index files is generated after each backup job. The index files are synchronized to each
individual backup destination at the end of each backup job.

For a restore job, it is used to temporarily store temporary restore files.

NOTES
1. For best practice, the temporary directory should be located on:
¢ A local drive for optimal backup and restore performance.
And should not be located on:

e Windows System C:\ drive, as the C:\ drive is used by Windows and other applications.
There will be frequent disk I/O activity which may affect both backup and restore
performance.

¢ A network drive, as it could affect both backup and restore performance.

2. Itis recommended to select the ‘Remove temporary files after backup’ option on the backup set
to keep the temporary drive clear.

To change the temporary directory, follow the steps below:

1. Click the Change button to select a directory path for storing temporary data.

Temporary directory for storing backup files
E:\temp Change

31GB free out of total 60GB space in E

| Remove temporary files after backup

2. Click the Save button to save settings.

Volume Shadow Copy

This feature allows the AhsayACB to use the Windows Volume Shadow Copy service to
create a snapshot of the selected files and/or folders on the local drive(s) of the machine, so
that the AhsayACB can continue to back up files even if they are opened and/or have been
updated by the user. This feature is enabled by default.

Enable Windows' Volume Shadow Copy for open file backup

On q

www.online-backup.dk



http://www.online-backup.dk/

WARNING

1. To use the Volume Shadow Copy, this license module must first be enabled on your backup
user account. Otherwise, just enabling this setting on the AhsayACB will not activate this feature
and can result in possible backup errors if the backup job encounters an open file. Please
contact your backup service provider for more details.

2. Volume Shadow Copy does not support open file backups on network drives.

OpenDirect

This feature is used to add additional restore options in restoring files from a File Backup Set.
This feature can only be enabled during the creation of backup set. For more details about
OpenDirect Restore, refer to Chapter 5 OpenDirect Restore.

F g ._\”..._

Ssupport of opening backup data directly without restoration

WARNING

1. To use this feature, the OpenDirect license module must first be enabled with the
correct number of modules on your user account. If you enable this setting on the
AhsayACB without an OpenDirect license, or your account does not have sufficient
OpenDirect licenses, then your backup job will not run. Please contact your backup
service provider for more details.

2.  When OpenDirect is enabled, to optimize restore performance, both compression and
encryption will be disabled for this backup set. Therefore, it is not recommended to
assign your backup destination on a cloud or on an offsite location.

3. Once the OpenDirect is enabled and the setting is saved, it cannot be disabled without
re-creating the backup set.

Compressions

When this feature is enabled, the AhsayACB will compress all files before it is backed up to the
backup destination(s).

For newly created backup set(s), “Fast with optimization for local” is selected by default.

Compressions
Select compression type

Fast with optimization for local W

There are four (4) different data compression types:
e No Compression
e Normal
e Fast (Compressed size larger than normal)

e Fast with optimization for local
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NOTE

The compression type can be changed anytime even after a backup job. The modified
compression type will be applied on the next run of a backup.

Encryption

This feature allows the user to view the current encryption settings. The encryption settings
can only be enabled or disabled during the creation of backup set.

Encryption key esseee

Algorithm AES
Method cBC
Key length 256 bits

To view the encryption key of the backup set, follow the steps below:
1. Goto Backup Sets, then select a backup set.

2. Click the Others tab in the backup set settings.

3. Inthe Encryption, select ‘Unmask encryption key’ to display the encryption key of the
backup set.

cMNCrypuon

Encryption key e0ccoe

mask encryption Key I

Algorithm AES
Method CBC
Key length 256 bits

| Encryption key AbcDefGhi1234

LEY

Algorithm AES

Method CBC
Key length 256 bits

NOTE

For more details about encryption settings, refer to step no. 13 in Chapter 11 Create a
Backup Set.
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10.6 Report

This feature allows the user to view the backup and restore reports and generate backup usage
report in a graphical view.

There are three (3) options available for this feature:

e Backup
e Restore
e Usage

10.6.1 Backup

This feature displays the backup report logs for each backup set. There are four (4) filters
that can be applied on this feature:

e Date
e Backup set
e Destination

e Status
Report Backup Rej
From To
_ T v 0o v (200w |03 v Nv v 2001 @ Go
Restore Hackup set v | Destination v Comgletion Status v
: BactupSet-6 (9 AhsayCes Todsy 1329
Usage

m Data Backup (3 Arsaes 11002/2021 1843

Blosessiup @ absayces 11/02/2021 1241
Data Backup 39 ArsaxBs 11022021 1839
m BackupSel.2 I‘_‘-O AlsayCEs 11022021 148

BaciupSet-1 (3 ArcayCBes

o, of records per page | 50 v Fage 1/1 v
P 5 B

(&=
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Date

Use this filter to display all the available backup report(s) within a date range.

Report Backup Rep

Erom To

v w2 - 03 w Now » (2021 » Go

Restore Backup set v Destination v  Completian Status v

B SackupSers (9 AnsxCas Today 1329 r
Usage & :

Bosssacin @ ansycas

Data Backup L:‘ AhzayCas

Data Backp 3 AnswyCas 1190212021 1839

! Bachupset-2 (3 AnsxyC8s 1170272021 1818

BackupSer-) (@ Ahsaycas

No. of records per page | 50 v Page Y1 w

Close
Backup set

Use this filter to display all the available backup set(s) with a backup report. Then select
which backup set with backup report that you would like to view.

RepOrt Backup Repon

T v D e 202w 03 w |[Nov v (2021 w Go

Pestination v | Comgletion Status v
& ArsayCES
BackupSet-6
Data Backup

ArayC s

Y @

L AhsayCES

BackupSet.2

' AhcawC B 1 3 1239
(9 AhsayCES 1022021 18

SackupSet.)

S Ahsaycps 11/02/2021 1814

=
BackupSet.! (@ AhsayCES

No. of records per page | 50 v Fage 1/1 w
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Destination

Use this filter to view the backup report for the selected storage location.

Status

Use this filter to view all the backup report(s) with the same status (i.e., Completed,

Report Backu
From To
_ &.v]\8 ] | i g ki | Lt it | it »
cbr RSP TTE=RTC ]
Restore Backup set ™ | Destination v | [completion Status
n Bachupset-7 Destination Foday 16:11
Usage
E»xbuC?E! & AhsayCos Foday 13:29
AhsayCBS
Data Backup V022021 18:43
Ahsay<is
Data Backup
B 033 a0k AnsayCBS o
Dota Backup | T§ AFRSSyCHS ) 1/02/2021 18:33
BxchupSet-2 (3 Ahsaycas 11/02/2021 18:18
BachupSer-1 (9 Ahsaycas
NO. Of records per page | 50 v Page 1

Warning, Interrupted, Interrupted with error(s), Failed and In progress).

Report

Backup Re

n BatkupSet-7
Data Sacaup

Data Sackug

B Data Backup
! Data Backup
SackupSet-2
SacupSet-1

WO

. Lotal-1

& GooswDime-1

. Local.t
(3 AnsayCas
(& Ansxycas

(3 AnsayCss

(3 AhemyCas
& answycss

& ansayCBs

Today 1610
Today 1609

Today 1600

Today 1329

1102/2021 1843

002 1841

110272021 1&18

Fron To

7w Ot v 02 O3 w Nov w2000 oW Go
Restore Backup set w  Destination v | Completion

I Backupset-7 & GoogleDrive-1  Today 1611
Usage R '

Warreng

Falled

In progress

Page /21

NO, Of records per pags 50 v
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To view the backup log, follow the instructions below:

1. Select and click the backup report, then click the View log button.

Report
Erom
_ S | Louditat | Lrscd e 03 v v hd Ga
restore Backup set v | Dustination v Completion Status ~
B b it
|_|58ﬂ,e Backup set BachupSet X
= Destination (9 AnswyCns
Job 01/03/2022 14:24
Time Today 1424 - 14248 ¢C5T)
Status s Compieted 5t
New flles * 12 [58.6KA/S8 6XEB (0%
Updated fifes * 0
Artributes Changed Fies * a
Moved files * )
Dedeted Mibes * )
Dedupe Saving 7/58.6K {0.0%
* Unit « No of tes [Toral ppped size / Total unzipped s2e (compression rasiol
[ View log
Sample Backup (3 Ahzaycas Today 14:24
No. of records per page 50 v Page |1 v

2. The Backup set, Destination, Log Date and Time, Status, the number of Logs per
page, and Page can be filtered when viewing the backup report.

set | BackupSet-1 v

fa.2a

Log | O

)821

v

SOCCOOCOOOOOOOOCO000C;

e Bachig set

enaypuon beys to serve

Dediphimion enahiie A Nes sathan the

LI ser s VAT ALY $0r a &1 1HE2 RIS

vver e kil
e Thes fromm bachug fob "Curvest” 0 °C Wser
erver fe bal.. Completed

froen harsd sk

e from hord sl Comphetes

bot 8" A e e
ery' Admaraa 1 e
Ad it wat Lhe
A it 1 fhe

VAL merestrate

at Alea i 1t

Logs per

page | 50

shupliated files"C

Destination | AhsayCaS

v

UseryWarmerestrator D biopt
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10.6.2 Restore

This feature displays the restore report logs for each backup set. Similar to the Backup
tab, this feature also consists of the following filters:

e Date
e Backup Set

e Destination

e Status

Report
From To

Backup 23w Apr w| 2015w v Aor v 019 v | G
Backup set v  Destination v job Status v
B 2sspace Back.. (@ anzayces Today 1530
sample Backup (3 AhsayCES Todkay 1529
n AhsayACS Back... (3 AhsayCBS Today 1529
No. of records per page 50 v Page 11\ v

To view the restore log, follow the instructions below:
1. Select and click the restore report, then click the View log button.

Report Restore Re

Backup T w Do w 2001 w| G3 wjn w2 v G0

Nackip set Statis v

Hackup wi

Cestination
Job
Time

Status

Gowrdouded fiey* 0

* Unit = No of Mes Downioad si2e)

View log
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2. The Backup set, Destination, Log Date and Time, Status, the number of Logs per
page, and Page can be filtered when viewing the restore report.

CO00Q

QOO
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10.6.3 Usage

This feature allows the user to display the storage and usage information in a graphical
view for the selected backup set and backup destination within the specific date range.

Select a bachup set
Sample Backup Set 01 v

From To

22w Apr v 2027 v 9w Apr v 200" v Go

« Sampile Backup Set 01

e Storage statistics

Total Size: displays the total amount of backed up data on the backup destination

The storage statistics of a backup set is updated every time the following functions
are run:

1. Backup job

2. Periodic Data Integrity Check (PDIC)

Data Integrity Check (DIC)

Eal

Space Freeing Up

5. Delete Backup Data
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Example:

The data transfer statistics will pop up when mouse pointer moves over a specific date.

Report —

Select a destination
Backup @ tost 125 .
Restore S Dathp It

2 W Apr w221 w 29 W Apr w2020 w Go

| Cate 20/1/2021
e | Destination AhsayChs
- In . ot IV
= | Backup s=t Sampie Backup Set 0
3 | Totsl Size 121ME
| Data transter
Backup 12IME
Restore i
Utilitess 08
- - . - -- - - -
Me
ampie Sackug

¢ Data Transfer statistics:

www.online-backup.dk

» Backup: displays the amount of data transferred to the backup destination
for backups

» Restore: displays the amount of data transferred from the backup
destination for restores

» Utilities: displays the amount of data transferred from the backup
destination, when a Data Integrity Check (DIC) is run with the “Run Cyclic
Redundancy Check (CRC) during Data Integrity Check" option selected
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10.7 Restore

This feature is used to restore backed up files to its original or alternate location.

To restore backed up files, follow the instructions on Chapter 14 Restore Data.

10.8 Settings

This feature allows user to enable Proxy Settings and Windows Event Log.

Settings

There are three (3) functions available for this feature:

@  Proxy
@  Windows Event Log
@  Mobile Backup

NOTE: The Mobile Backup tab will only be available if the mobile add-on module is enabled on
the AhsayACB account. Please contact your backup service provider for details.

Settines

Use proxy to sccess the internet
Proxy on |

Windows Event Log
Mobile Backup
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10.8.1 Proxy
When this feature is on, the AhsayACB will use a proxy to gain access to the internet.
To enable the Proxy Settings, follow the instructions below:

1. Slide the lever to the right to turn on this feature.

Use prooy to actcess the Imermes
Proxy o |

Windows Event Log

Mobile Backup

2. Complete the following fields:
e [P address
e Port
e Login ID

e Password

Use progy 1o acress the imternel
on =2 ]

W audress Poet

iogn D

Fassword

3. Click the Test connection button to validate the connection.

4. Click the Save button to apply the settings.
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10.8.2 Windows Event Log

When this feature is enabled, all AhsayACB system log information will be written

under Applications and Services Logs. User may access them through Windows
event viewer in the local machine.

NOTE: This feature is only applicable for Windows OS.

Write AhsayACE'S logs (0 Winoows Everd Log 1 wil De placed under (he
*AlsayACE" application log. Acthities of Dackup, restore. and triggered utilitses will

be logged
on N |
Mobile Backup Evers ievel
[(1@ermor [ | 4 wamning [ @ nfo
Everst sources
L Mafle Servce (ICDP & Schedulen
togniogoat || Software Updats
L Backup || Report
[ Restore "] weiities

[ ] [t ] [ ]
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10.8.3 Mobile Backup

Mobile Backup (Only available if the mobile add-on module is enabled on the user
profile. Please contact your backup service provider for details.)

You can use the Mobile Backup function to:

@  Add one or more device(s) registered for Mobile Backup.

NOTE

Please refer to Chapter 7 of the Ahsay Mobile User Guide for Android and iOS for the
detailed step-by-step procedure.

@  View backed up photos, videos and documents saved in the mobile backup
destination.

@  Change the mobile backup destination to:

* new location in the same machine

* new machine

= Remove one or more device(s) registered for Mobile Backup.

NOTE
For the restore of photos, videos, documents and 2FA accounts to an alternate mobile
device, the other mobile devices must be registered first for mobile backup on AhsayACB.
* Restore to a different mobile device on the same operating system.

* Restore to a different mobile device on another operating system, i.e., Android to
iOS or iOS to Android.

HIox ').' Add
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View backed up photos and videos saved in the mobile backup destination

To view backed up photos and videos saved in the mobile backup destination, follow the
instructions below:

1. Either click the link under the registered mobile device or click the Browse -
icon on the right side of the registered mobile device.

ertin

Registered Mobile Device(s)

Proxy Andiroichv10 -
Windows Event Log | o g ks

Maotite Backup

(5o [t ] [ |

2. A new window will be displayed. Double-click the blocks folder, then open the folder
with the filename “YYYY-MM-DD-hh-mm-ss”, which is the date and time of the
backup. This contains the folders where the photos, videos and documents are

saved.
« v <« Androidv10 » 1631170951975 v O & Search 1631170951975
Name Date medified Type
3 Quick access
blocks 09/09/2021 3:05 pm File folder
I Desktop
4 Downloads -
&« v A <« Androidv10 » 1631170951975 » blocks N 2 Search blocks
Mame Date modified
# Quick access
2021-09-09-15-05-46 09/09/2021 3:05 pm
I Desktop =
[ Backup 09/09/2021 3:04 pm
4 Downleads
&« A <« blocks » 2021-09-09-15-05-46 ~ O 2 Search 2021-09-09-15-05-46
Mame Date modified
s Quick access
0 09/09/2021 3:37 pm
I Desktop *
l Downloads E 3
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« v « blocks » 2021-09-09-15-05-46 » 0 v O Search 0

" & 000O0D

& 00000a
I Desktop & 000244

3 Quick access

4 Downloads & 000245
= Documents & 000246

3. Once done, click the [X] button to exit.

Change mobile backup destination location to new location in the same
machine

These are scenarios upon changing the mobile backup destination to a new location in
the same local machine:

@ Move to a new location in the same machine with enabled Free up space.

If Free up space is enabled on the Ahsay Mobile app, it is strongly recommended
to copy the previously backed up photos, videos, documents and 2FA accounts
to the new location to prevent missing data. As some of the backed up photos,
videos, documents and 2FA accounts have already been removed from the
mobile device.

In case the previously backed up photos, videos, documents and 2FA accounts
were not copied to the new location, even though the backup will re-upload all
the photos, videos, documents and 2FA accounts again from the mobile device,
this will not include the photos, videos, documents and 2FA accounts removed
by the Free up space feature.

@  Move to a new location in the same machine with disabled Free up space.

If Free up space is disabled on the Ahsay Mobile app, there are two (2) options
available, copy the previously backed up photos, videos, documents and 2FA
accounts to the new location or continue to back up in the new location.

In case the previously backed up photos, videos, documents and 2FA accounts
were not copied to the new location, the backup will re-upload all the photos,
videos, documents and 2FA accounts again from the mobile device.

To change the mobile backup destination to another drive or folder on the AhsayACB
machine, follow the instructions below:

Example: Change backup destination
from

C:\Users\%user%\Documents\AhsayACB\%registered_mobile_device%\
%backupsetiD%

to
E:\MobileBackup

1. From the old location, secure a copy of the previously backed up photos,
videos and 2FA accounts.

2. Copy the previously backed up photos, videos and 2FA accounts from the
original location to the new mobile backup destination (if applicable).

3. Goto Settings > Mobile Backup. Click the Edit # icon on the right side of
the registered mobile device.
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In this example, the old mobile backup destination is
C:\Users\%user%\Documents\AhsayACB\%registered_mobile_device%\

%backupsetiD%

Settings
Registered Mobile Device(s)

Prox Androldvia
y e, e, @B

Windows Event Log kit or migrte device

Mobite Backt 1,'

4. The Change path for Backup Destination screen will be displayed. Select a
new mobile backup destination then click OK.
In this example, the new mobile backup destination will be E:\MobileBackup.

Settings
Regsterpd Mobile Devicety)

Proxy -M““W\"° -0
Windows Event Log ikl . » o

Mobhile Back Jp
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5. Click Save to store the change made.

Mobile backup destination is successfully changed to E:\MobileBackup. All
mobile backups will now be saved to this destination.

Settings

Registervd Mobile Dences)
Proxy E Andeoidvi0 @2u
£ A A i %
Windows Event Log »  add o migrate device

Mob(le Sackup

[35T] ool ) (o |

NOTE

The %registered_mobile_device% and %backupsetlD% will be appended
automatically to the new mobile backup destination.

6. Resume the backup job.

Androidv10

Last Bachup 2 hours age

=
&3
1
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Change mobile backup destination location to new machine
Move to a new machine with enabled or disabled Free up space due to upgrade.

If the machine needs upgrading, the previously backed up photos, videos, documents
and 2FA accounts are still available.

If Free up space is enabled on the Ahsay Mobile app, it is strongly recommended to copy
the previously backed up photos, videos, documents and 2FA accounts to the new
machine to prevent missing data. As some of the backed up photos, videos, documents
and 2FA accounts have already been removed from the mobile device.

Even if Free up space is disabled, it is recommended to copy the previously backed up
photos, videos, documents and 2FA accounts to the new machine. Otherwise, the
photos, videos, documents and 2FA accounts on the mobile device will be backed up
again from scratch.

NOTE

@ |If the machine is lost/stolen, changing the mobile destination is not supported as it is required
to re-register your mobile devices on AhsayACB and perform backup of photos, videos and
2FA accounts again.

® Changing the mobile backup destination from a new Windows machine to macOS machine or
macOS machine to Windows machine are supported.

To change the mobile backup destination to a new machine, follow the instructions below:

Example: Changing the mobile backup destination from an old Windows machine to a
new macOS machine.

1. Onthe new machine, install AhsayACB.

Q

AhsayACB

2. Copy the .ach folder from the old Windows machine to the new macOS

machine.
Home Share Wiew
< N s ThisPC » Windows-S5D (C3) » Users » -
Mame Date modified Type
7 Quick access
ach 18/05/2021 %:44 pm File folder
& OneDrive . File folder
B Thic pc J 3D Objects 04/06,/2020 10:41 pm File folder
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[ NN ] 4 admin
< 28 EIIU ol = v | X v t a Q. Search
Favorites Name Date Modified Size  Kind A
@@Akomp DS_Store 10:03 PM 18 KB Baciirant
» .acb 10:02 PM - Folder
E Al My Files . - e - Folder
¢ iCloud Drive  » bash.sessions \q P
/% Applications  ” [ ] 4/28/21
> [ | 4)27/21 - Folde
Desktop g ] i
@ Documents » [ Alternate Folder 3/17/21 -- Foider
€ pownloads » B cpremp NN 4/28/21 -~ Folder
» |1 Desktop 4/27(21 -- Folder
Devices » [ Documents 4)27/21 - Folder
| [ AhsavA-. = * [® Downloads 8:51 PM - Folder

3. Copy the previously backed up photos, videos, documents and 2FA accounts
from the old machine to the new mobile backup destination.

NOTE

During machine upgrade, make sure to uninstall the AhsayACB from the old
machine to avoid any interruptions while backing up on the new machine.

4. Restart the AhsayACB Services because copying the .acb folder on a newly
installed AhsayACB will not trigger the MBS.

#cd /Applications/AhsayACB.app/bin
#sh StopScheduler.sh
#sh Scheduler.sh

5. Login to AhsayACB. Enter the login name and password of your AhsayACB
account. Then, click OK to log in.

‘ 13 ' AhsayACB

6. Go to Settings > Mobile Backup. Click the Edit icon on the right side of the
registered mobile device.
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7. A new screen will be displayed. Select a new mobile backup destination then
click Open.

In this example, the new mobile backup destination will be
/Users/admin/Documents/MobileBackupl.

SEttlngS Maobile Backup
Registered Mobile Device(s)
PfOXy . D\.Hobmt:uul\kt&ui Note 811621345406837 - 2

5 it .
Mabile Backup .muoumsaanul'.no«ss-.1621345994793 -
3] Q

=[Hx= 8. mosorem S =
Favertes
£ Ciood Drive
A Aopicatons
5 Desiwmp
% Documents
© Downicads

Srcrn
£l Amay Aot 2
Pures

o enow

Taza

0 2=
@ Crange
Yelow

New Foider Cancel Open

8. Click Save to store the change made.

Mobile backup destination is successfully changed to
/Users/admin/Documents/MobileBackupl. All mobile backups will now be
saved to this destination.

Settl ngS Mobile Backup
Registered Mobile Device(s)
[ Redmi Note 8 WeT—
PI’OXY D /Use':‘:.’ den /0 bileBackup1/Redmi Note 8/1621345.. '

Mobile Backup

NOTE

The %registered_mobile_device% and %backupsetiD% will be appended
automatically to the new mobile backup destination.
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9. Resume the backup job.

#Y Ahsay Mobile ol
Redmi Note 8
Last Backup o minude ago

NOTE

For instructions on changing the mobile backup destination of a macOS machine
to a Windows machine, refer to Chapter 9.8.2 of the AhsayACB v9 Quick Start

Guide for Mac.
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https://download.ahsay.com/support/document/v9/guide_acb_quickstart_mac_v9.pdf

Remove one or more device(s) registered for Mobile Backup

To remove a mobile device, follow the instructions below:

1. Click the Delete M icon on the right side of the registered mobile device.

Aegistered Mobile Devicels)

Proxy Androicv10
) [!] roicty . ' '

wWindows —._.,:. 1t LOe
Windows Event Log Adil oF migrate gevice

2. A confirmation message will appear, click Yes to proceed. Otherwise, click No.
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3. Mobile device is successfully removed along with any photos, videos, documents

and 2FA accounts backed up in the mobile backup destination.

Settings

Proxy
Windows Event Log

Mobile Backuy

www.online-backup.dk
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10.9 Utilities

This allows the user to perform quality check on the backed up data, free up storage from
obsolete files, delete, and decrypt backed up data.

,

Utilities

There are four (4) options for this feature:
e Data Integrity Check
e Space Freeing Up
e Delete Backup Data

e Decrypt Backup Data
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10.9.1 Data Integrity Check

The Data Integrity Check (DIC) is used to identify the data in the backup set that has
index-related issues, remove any corrupted file(s) from the backup destination(s) to ensure
the integrity of the backup data and its restorability, and update the storage statistics.

For an efficient management of overall storage size of the backup destination(s), the Data
Integrity Check job will perform check for the backup destination(s) to remove old index
files that are more than ninety (90) days old in the backup job folder(s).

Settings Function

Option 1
| Run Cyclic Redundancy Check (CRC) during data integrity check For checking of index and
data.
Rebuild index
Start
Option 2
[¥] Run Cyclic Redundancy Check (CRC) during data integrity check For checking of index and
- integrity of files against the
Rebuild index i
checksum file generated at the
Start time of the backup job.
Option 3
Run Cyclic Redundancy Check (CRC) during data integrity check FOI’ CheCkmg and rebundlng of
index.
| Rebuild index
Start
Option 4
For checking of index, integrity
V| Run Cyclic Redundancy Check (CRC) during data integrity check of files against the checksum
| Rebuild index file generated at the time of the
backup job and rebuilding of
Start .
index.

The following diagrams show the detailed process of the Data Integrity Check (DIC) in four

(4) modes:
e Option1
Disabled Run Cyclic Redundancy Check (CRC) and Rebuild index - (Default
mode)
e Option 2

Enabled Run Cyclic Redundancy Check (CRC) and Disabled Rebuild index

e Option 3
Disabled Run Cyclic Redundancy Check (CRC) and Enabled Rebuild index

e Option 4
Enabled Run Cyclic Redundancy Check (CRC) and Rebuild index
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Option 1 - Data Integrity Check (DIC) Process with Run Cylic Redundancy Check
(CRC) and Rebuild index DISABLED (Default mode)

© Check the data biocks (bak
files) located in the backup
destination(s) if they exist in
the index.
11 YES, proceedto )
2 If NO. proceed to °

© creck the index fies inthe
backup destination(s) to
determine if they were more
than S0 days old.
211 YES, proceed to )

- If NO, proceed to e

°Checklheoudatad entries in
the index files for files and/or
folders if they physically exist
in the backup destination(s).
= If YES, proceed to

- If NO, proceed to 0

°smmge Statistics for Data
area and Retention area

usage wil be recalculated.
°Deta integrity check is
completed

Integrity Check bilocks in the which are more than entries In the index issues found
backup 90 days old in the files if they physically
destination(s) backup destination{s)  existin the backup
destination(s)
e /
B B A &l |— &
L - a9 VEC__ » S
Removing data Removingindexfiles ~ Removing outdated Wm Data Integrity
blocks that do not from the backup entries in the index Check completed
existin the index destination{s)which files which do not “;
aremore than 90 pllyuc&ymmn 0
days old
= i
Uploading index files
with no issues to the
° current backup
. destination(s)

LN
-
Data Integrity Check

(TESTMODE) user
prompt

°hdex files with no issues e(TEST MODE) confirmation

will be uploaded to the
current backup destination(s).

°Datablocks (-bak files) that do
not exist in the index and
partially uploaded orphan files
will be automaticaly removed
from the backup destination(s).

0|ndex files which are more than
90 days old will be removed
from the backup destination(s).

oomdated entries in the index
files for files and/or folders
which do not physically existin
the backup destination(s) wil
be removed.
=» If the backup data
matches either of the
criteria, proceed to °

2 IfNOT, proceedto ()

screen wil prompt user to

proceed with the corrective

actions (recommended).

=» If the user selects YES, then
the changes will be applied

= If the user selects NO, then
the deletion of data wil be
discarded

{ 5y defaut, (TEST MODE)
confirmation screen will only
prompt if either of the
criteria below malches the
backup data
« deleted number of

backup files is over 1,000
 deleted number of
backup files size is over
512 MB (in total)
» deleted number of
backup files is over 10%
of the total backup files
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Option 2 - Data Integrity Check (DIC) Process with Run Cylic Redundancy Check

(CRC) ENABLED and Rebuild index DISABLED

proves

rtegrey Checa -

backup

o|

proceed wilh The comecive
= If NO. proceed . ’MMMI actons (recommended)
> If e user selects YES, hen
.Cma'eumm- the changes wil be appiled
e Index fies for fles andior .mhs-hmeam S If e user saiecss NO. hen
folsars f ey physically exst wil be wicaded 1 he e deletion of data will be
m e backp destmaton(s) Current DaCap 02SINIVON(S ) dscarded
< N YES. proceed 10
. @ 0tz tiocks (bek fies) st a0 .WW""""
2 17 NO. procesd 0 ’ B0t ExiSt I e ndex and sutomascally removed from
partialy uioased orphan fles e backup desSnation(s)
OFGMMCS“M wil be automaticaly removed
based) tacap 0% fes 0 from e backp destnaton(s)
he dackup set are

s prnd . 4
- 2
o
OSSO NCt o Dhe backup et o e 3er
i B Index fes
I asysols Backup cestnamons!
=
Duta integrity Check
(TESTMODE) user
prompr

.cr-nuunmus(m .Qnu-emdhn ’Quﬂcﬁunnm 'eymnmuooa
fies) located n he dackup ™e Dackup desInaton(s) fies for fles andior folders confirmation screen wil only
Gestnaton(s) f hey exstin aganst he checksum file which 00 not physicaly existin prompt f efher of he criteria
e ndex generated at he Sme of he e backup destnation(s) wil below matches The dacap
Onm,pmn. e be removed cana o

> * Oeleted number of backp
2 1N0 proceeds () FD-’IIUWI:. P fies = over 1,000
§ « Osisted number of backup
= If NO Siscrepancy & crileria proceed 1o ‘

’wum“nu p © ‘ > fles s2e is over S12MB (n
backup destnation(s) 1o ¥ NOT_procesd 10 . ota) o
Setermine ¢ more « delsted number of backup

by g Storage Statstics for Dets fles is over 10% of She ot

backup fles
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Option 3 - Data Integrity Check (DIC) Process with Run Cylic Redundancy Check
(CRC) DISABLED and Rebuild index ENABLED

» K K-

KR &

—Os_os

Q\Qs_ﬂ

No index-related

files) located In the backup
destination(s) if they exist in
the index.

2 If YES, proceed to () @ st integrity checkis

3 IfNO, proceedto () complotod.

area and Retention area
usage wil be recalculated.

emdex files with no issues
wil be uploaded 1o the
current backup destination(s).

cCheck the index fies in the
backup destination(s) to
determine if they were more
than S0 days old.

21t YES, proceed to ) © 0sts tiocks ( vak fies) that do
not exist in the index and
3 I NO, proceedto () partially upioaded orphan files
wil be automaticall y removed
OCMck the outdated entries in from the backup destination(s).

the index files for files andior
folders if they physicaly exist
in the backup destination(s).
21t YES, proceed to @)

° Index flles which are more than
90 days old wil be removed

from the backup destination(s)

= I NO, proceed to o

Qcmck the index and data ooudaloo entries in the index
biocks in the backup files for fles andlor folders
destination(s) to identify which do not physicaly exist in
corrupted index and broken the backup destination(s) wil
data blocks., be removed.
<> If corrupted index and <> If the backup data

broken data blocks are matches either of the

criteria, proceed to °

FOUND, proceed to ({f)
3 IfNOT, proceedto ()

=¥ If NO corrupted index
and broken data blocks
are FOUND, proceed to °

Stan Data Checlung data Checking index files g the index
Inmegrity Check blocks in the which are more than Cnma in the index and data blocks to issues found
backup 90 days old in the files if they physically detectif corrupted
s P o existin the backup Index or broken data
destination(s) blocks existin the
backup destination(s)
U\ \ — &
g ') : — /\/I —
: 6 14 - l..l _t .FJ
Removing data Removingindexfiles  Removingoutdated  Rebulldingcorrupted  Storage Statistics g:;:':""
blocksthatdonot  from the backup entriesin the Index  indexand broken recalculated ompleted
existin the index destination{s)which  files which do not data blocks
aremore than 90 physically existin ' XY ) o
days old backup destination(s)
110 >
Uploading index files
with no Issues to the
o currentbackup
) destination(s)
: \.
Data Integrity Check
(TESTMODE) user
prompt
°Check the data blocks (.bak esmago Statistics for Data ° (TEST MODE) confirmation

screenwil prompt user to
proceed with the corrective
actions (recommended)

= If the user selects YES, then
the changes wil be appled

= If the user selects NO, then
the deletion of data wil be
discarded

oCoaned index and broken
data blocks ( bak files)
identified wil be rebuit.

' 8y defautt. (TEST MODE)
confirmation screen wil only
prompt If either of the criteria
below matches the backup
data:

+ deleted number of backup
files is over 1,000

+ deleted number of backup
files size is over 512 MB
(in total)

« deleted number of backup
files is over 10% of the
total backup files
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Option 4 - Data Integrity Check (DIC) Process with Run Cylic Redundancy Check
(CRC) and Rebuild index ENABLED

G N

Nles £ By
exstin
SeINDOMS) machine

o« o o o
L

Slocka Bat do not from Be Deckup :-I-.'l!_gl M

Backis dessnstony

© Creck me data biocks (bek © creckme imegry ormesn (@) Data vlocks (bak fles) mat do () Comupted index and broken

fles) located in the backup the backup destination(s) not exist in the index and data biocks ( bak files)
cesl)bum(s)'l'lneyexmn against the checksum fie partially uploaded orphan fles identified wil be rebuik
the index. generated at the time of the ;:':::mm)
S If YES, procooabo backup job. backp destnalionts:
=* f any dscrepancy is
2 1NO, proceed o () FOUND, proceed o @ ncox fes which e morehan @ 5y detau. (TEST MODE)
<> If NO discrepancy is $0 days oid wil be removed confirmation screen wil
‘crnckumn-snu found, proceed to from the backup destination(s) wmwmut:.
destination(s) to criteria below matches
getermine if ey were more () Cneck me ncex ana cata @ Outsates entries in the index baciup data:
than 90 days cid biocks n the backup fies for files and/or folders . w':wov -
S IYES mmn. destination(s) to identify ummmmqazn X tackup 50\;’
$ If NO, proceed to . ?:m“'mmm berammmeuw’) backup files size is over
L 512 M8 (in total)
© creck the cutdated entres in ’L‘:',:'"""’", I"‘ $If he backip cata . deleted mumder of
the index files for files andior i Makches oher o lhe backup fies is over 10%
foiders If they physicaly exist FOUND. proceed to crtera, proceedto ) of the total backup fies
in the backup destnation(s) 1 NO compted index 2 tNOT.proceeato ()
T ~0 zms’::eedbg © 7257 Mo0E) contirmaton
“SHNO, procesd s ‘ screen wil prompt user to
OF o RunonClient(agens.  Storage Statstcs for Deta D e
based) backup sets fies in area and Retention area (
the backup setare usage will be recaiculated. "::ew«se:ctsum.w
ms;{:n:w“ ‘Onmmns > If the user selects NO, then
AhsayACS cllent machne. compieted. the deletion of data will be
For Run on Server
(agentiess) backup sets. .Ildexlhs-lhnouwes ‘c«wﬂtsﬂu
proceed o ’ wil te wicaded 10 the automaticaly removed from
current backup destnation(s). the backup destination(s).
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Utilities

Perform health check for your backeo up Cota 10 ensure the Oata Integrity and
C‘S[ﬁi |r|re‘;‘r”-vn ;:'r‘,;[h restorability

- - Select a backup set

Space Freeing Up | an v
Delete Ba(kup Data || Aun Cyclic Redundancy Check (CRC) during data Integrty theck

| Rebutld index
Decrypt Backup Data iR

l“ : :

NOTES

1. Data Integrity Check CANNOT fix or repair files that are already corrupted.

2. Data Integrity Check can only be started if there is NO active backup or restore job(s)
running on the backup set selected for the DIC job. As the backup, restore and Data
Integrity Check are using the same index for read and write operations. Otherwise,
an error message will be displayed in the post-DIC to indicate that the Data Integrity
Check is completed with error(s) and had skipped a backup set with an active backup
job.
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The following screenshot is an example of a Data Integrity Check completed with error(s).
A Data Integrity Check is run on a backup set with an active backup job running which
resulted the Data Integrity Check to stop with error(s). Clicking the View log button will
display the details of the Data Integrity Check job error(s).

Utilities Dt Ik

Perform heatth check for your backed up data to ensure the data integrity andg
Data Integrity Checi ey

Select a backup set

Space Freeing Up AN v

Delere Backup Data |_| Rum Cyclic Redundancy Check (CRC) during data imtegrity check

Rebuild ingex

Decrypt Backup Data

X Data Integrity Cmeck 15 compietad with errons)

297042021 1500~ show | All v

-

CO00DOOOCO000000F &

Leg
Soart [ AlsayACH V850127
Shart dhisa arTegrny thech oo all backup sees. o daatied, rebiud nidee Ssokled
ing deta imegrity chack 50 backig sers “Sample fackip Set 017 desinarons “AhywCRS

redex Vs Ao bavchup Job “Currem” 1o "ClsersSheryl Aan Brianesisamph (1 96264563 TNORSE 16150 7%

INT_CHECK VACUUM INDEX. . Campleted

Easting manstics of backup ser= "Sample Dackup Set 017 destimanon “AhsayCRS™ Dacy area compressed size 120 5500,
Recakulsted stases of hachup ser “Sample Bachup Set I " destinstisn "AbeayCES" Dota ares connpressed sun: 12035
Tha statisres of hackup sei> “Sample Suckup Sex 01° desmnmoe= “AhsayCES® s carren

Saving the inegrity chech reswlt

Savirg encrypied achup Ne isdex 1o 107 95763558740k ar Settinaunn AlsapCS5

0" demmmanane “Aham,

Diata irewgriry chack on hackop set= “Sample Backep 13 complwed

Sopped Bachug Set = “Sample Backup St 02°, Reasan = "Backup job "Sample Bachup Set 02" 15 sl runnng *

Suppeil Bathige Set » “Sumple Bathup Set 02" Reasan » Bockup jobs "Semphe Bathug Set 027 & stil rirnng
Frunhed tara irnagriry chack with srrer on wi hackep sets, ore disshled, rebafed indece divabled 2031 150020

Completed data inpegrity check an ofl hackup 2ets, orc disabled, retg il Index dsabied 22021 15050

Logs perpage (50 w Page |11 w
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To perform a Data Integrity Check, follow the instructions below:

1. Go to the Data Integrity Check tab in the Utilities menu.

Utilities

Perform healdth check for your backeo up Cata 10 ensure the Oaa integrity and
restorability

Data Integrity Check

Select a backup set

Space Freeing Up A v

Delete Backup Da[a Aun Cyelic Redundancy Check (CRC) during data integety thech
0 Back 0 ~| Rebutid Index
ecrypt Backup Data
s

2. Click the drop-down button to select a backup set.

Utilities w—e

Perform health check for your backed up data to ensure the data mtegrity and
m S
Select & backug set

Space Freeing Up

Delete Backup Data

Sample Backup Se¢ 01

Decrypt Backup Data Sample Backup Ses 02
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3. Click the drop-down button to select a backup destination.

Utilities

Space Freeing Up

Delete Backup Data

Decrypt Backup Data

3ta Integrity Lhech
Perform hesith check for your becked up data to ensure the data integrity snd
restorabdey
Sefect a backup set
Sample Sackup Set 01 3

Sefect a destination

[Arr.ayf.ﬂs

T

4. Unchecked Run Cyclic Redundancy Check (CRC) and Rebuild index options is
the default setting of Data Integrity Check.

Utilities

Data Integrity Check

Space Freeing Up
Delete Backup Data

Decrypt Backup Data

www.online-backup.dk
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Perform heaith check for your backed up data to ensure the data integrity and
restorabuity
Select a backup set

Sample Sackup Set 01 v

Select a destination

Run Cyclic Redundancy Check {CRC) during data integrity check

Rebuild index
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Run Cyclic Redundancy Check (CRC)

When this option is enabled, the DIC will perform check on the integrity of the files
on the backup destination(s) against the checksum file generated at the time of the
backup job.

If there is a discrepancy, this indicates that the files on the backup destination(s)
are corrupted and will be removed from the backup destination(s). If these files still
exist on the client machine on the next backup job, the AhsayACB will upload the
latest copy of the files.

However, if the corrupted files are in the Retention Area, they will not be backed
up again as the source file has already been deleted from the client machine.

The time required to complete a Data Integrity Check depends on the number of
factors such as:

o number of files and/or folders in the backup set(s)

e bandwidth available on the client computer

e hardware specifications of the client computer such as, the disk I/O and CPU
performance

NOTES

1. For user(s) with metered internet connection, additional data charges may
be incurred if the Cyclic Redundancy Check (CRC) is enabled. As CRC data
involves downloading the data from the backup destination(s) to the client
machine in order to perform this check.

2.  To find out how much data is downloaded from the backup destination(s) for
the CRC check, refer the value for Utilities in the Data Transfer statistics on
Chapter 10.6.3.

Rebuild index
When this option is enabled, the Data Integrity Check will start rebuilding
corrupted index and/or broken data blocks if there are any.

5. Click the Start button to begin the Data Integrity Check.

6. The Data Integrity Check will start running on the selected backup set(s) and
backup destination(s).
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Utilities

Data Integrity Chedk

Space Freeing Up
Delete Backup Data
Decrypt Backup Data

\l,',,y',w'.f ard

Pecform health check for your backed up data to erdure the dala integrity and
restorabelty

Sefect 3 backup set
Sample Sackup Set 0

Sefect o destination

AhsayCHS

7 Saving encrypted Sackup file index to 1612676456474/Dlocks at destination Ahs.

7. Once the DIC is completed, click the View log button to check the detailed
process of the Data Integrity Check.

Utilities

Space Freeing Up

Delete Backup Data

Decrypt Backup Data

Jata Integrity Check

Perform health check for your backed up dMa to ensure the cata Integrty and
restorabllity

Select s backup =t

' sample Backup Set 01 v
Select a gesunation

AhsayCBS v

_ Run Cydic Resundancy Chedk (CRC) during data integety theck
_ Hebiuild index

« Data integrity Chedk IS completed successtully
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8. The detailed log of Data Integrity Check process will be displayed.

Sevn

Dat>y

oooo0c0o00000e] &

Logs per p

202021 15019 v

6374) . "AlnayCES{1€1 0676531 148)", ot damtie..
ocntsing wgrey check o Sackup seve Sy hup Set 01 deannstion= “AtvmayCls

Domrioad wakd index Akes fram hackup jeb "Cumrent” to “Colk heryll Ano Boonesusmp 16156 1045647 H0858 1015670
INT_CHECK_VACU ! X
T _CHECK VACUUM INCEX . Complened
Exmting staontics of Sachiup ser= “Sempie Bachup Set 01 ° desninat yCRS® Dwtm oren compressad siow 120 550
Recalodaced statinics of backup ser~ ™ be Eachup Sec 01" destnoson™ “AhsoyCa5" . Dy mpcessed size 12093
The 2tics of bockup sete "Sample Backue Set 017 destinal AhaaryCBS® & correct

Sevirg che ireegnty chack renidt

Fistahed et aniegray

Completud data inesgrity chack on backsp set “Sample Bachup Set 0

Show | All

vg encrypted backup i indes 1o 16156764564 Tatischks o desnnanon AhaayCi%

destinal
(FHS06764554

imegrity Chech ¢

| barckug set=

theck wt Bathup set “Samyile Bachup Set

50 1N

Page

v

age

The following options can be used for further viewing of the detailed DIC log:

Log filter
Show filter
Logs per page
Page

Log

29/04/2021 1559

v

-

T

St
Start

Strt

Necs

Serar

Dea

Camy

CCOOOOOCOOVCOOC

Domriond walid sudes Hles from Bachug ob "Currem” 1 °C
INT C
INT_CHECK VACUILW NDEX
The szaoencs of bachup see~ Sample Backup Sec 01" destnamon “AhsayCHS™ 15 comen
Swang enzrypeed backup £l nie

Finahed dan.

Los

[ AhsaphCE ¥8.50.027 |

datn irtapnty check en backup wet Sample

Backup S 01(1 6106764564747, “AhwayCES{161 06765311085 tre dreable

processing dota ietegnty chech on backup ser~ "Sample Bachup Sec 01 desonat on= “Ahs;

Sheryll Arm Briomesiosrg! 1 €1 764584790859 101

User
HECK VACULMW WDEX

Campletad
Bot

i

g Matwocs of hackup ser "Sar Set 01" destination® "AMuayCBS" Dats ares comers s 12095048

wawd wive: 120

lcudmedd statintey of Backup sers chup Set 017 desenmoon “AlaapCHRS: Dty srva compe
g the miegrty chech resub
S48 TV bk

ample Backop Set 01" destinanis

1o 16106 =t dhentiranion Ay

wniegray check on bachup ret=
Sartvple Backup Sec 01164 M
Sample Backup Set 011619

ey iy chedh on bachup

sletwd dees niegray check on backup et

LOgs per D
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Control

Screenshot

Description

Log filter

Log | 01/21/2020 16223 w

. 10/02/2019 16:34 s

10/02/2019 16:56

=
bl

10/10/2019 15:50
01/18/2020 17:27
01/21/2020 13:07
01/21/2020 13:08 | =
01/21/2020 16:23

SRRSO

01/21/2020 16:23

This option is used to display
the logs of the previous Data
Integrity Check jobs.

Show filter

Information

0 warning

01 Error

This option is used to sort the
Data Integrity Check log by its
status (i.e., All, Information,
Warning, and Error).

With this filter, it will be easier to
sort the DIC logs by its status
especially for longer Data
Integrity Check logs.

Logs per
page

Logs per page |50

This option allows user to
control the displayed number of
logs per page.

Page

This option allows user to
navigate the logs to the next

page(s).
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Data Integrity Check Result
There are two possible outcomes after the completion of a Data Integrity Check:

e Data Integrity Check is completed successfully with no data corruption or
index-related issues detected;

e  Corrupted data (e.g. index files, checksum files and/or broken data
blocks) has been detected

The screenshot below shows an example of a Data Integrity Check log with NO
data corruption or index-related issues detected.

Log 2904020211519 W Show | All v

i

by

Start data mimaray

hack oo backup see

Gt procansing dacs wine, P

hachup jeb “Current” 1o “Cix

INT_CHECK_
Camplesd
wr= “Sampie Backup Set 01 ° desnination= “AtcayCRS® Dt oren compressad sipw 120650

(% of backup ser “Samgle Sachup Sec 071" destno 12095

Latiztics of bockup sete "Sample Backup Set 017 destinations “AhuaryCBS” u correct
Sevirg the iroegnty chack residt

Saving encrypted backup file indes to 16166764964 Tatischks o desnnation AbaayC %

Dty imegrity Chech on ba <yyCBS™ ks complered

Firtahed dota antegray th vet Bathug set

VOOOOCOO0COOCO

“Sarryile Backup Set i
Completud data inesgrity chack on backsp set “Sample Bachup Set 01{156106 wred
Logs per page | 50 v Page 1/ w
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If any index-related error(s) or data corrupted item(s) is found, the (TEST MODE)
confirmation screen will be displayed.

The result of dat eErity check (TEST MOUE) iv a5 follow, No actions are performag ye
orrupled e, 1 ncOerect teens angd inces bBroken data Dloces will Be o
FOU SLEe you want e’

Sackup set: Sample Backup S=t 01

Rems found In Data corrupted ndey trcken

S
4 (01 AMB)

* Fie count (Flle siee

This is to inform the user of the following details:

e Backup set that contains an error
Backup Destination

Items found in index

Data corrupted items

Index broken data blocks
Statistics (i.e. Correct or Incorrect)

Test Mode confirmation

The (TEST MODE) confirmation screen will ONLY appear if either of the criteria
below matches the backup data during the Data Integrity Check process:

¢ deleted number of backup files is over 1,000
¢ deleted number of backup file size is over 512 MB (in total)
¢ deleted number of backup files is over 10% of the total backup files

Otherwise, the Data Integrity Check job will automatically take corrective actions.

There are three (3) options on the (TEST MODE) confirmation screen:

Control Screenshot Description

Yes Corrupted data (e.g. index files, checksum files
e and/or broken data blocks) will be deleted and
storage statistics will be updated.

No No action(s) will be taken and a message will
prompt.

www.online-backup.dk
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View log - The detailed log of the Data Integrity Check
process will be displayed.

Clicking No will display the following screen:

Data Imegnty Check was completed in TEST MODE only. NO changes have been
updated

You ar2 recommended to continue in order to delete data corrupted items checksum
Incorrect items, Index broken data blocks and rebuild the index.

Are you sure you want to exit?

[eadT] [ooet ]

If the Exit button is clicked, the Data Integrity Check result will be discarded.

If the Back button is clicked, it will go back to the (TEST MODE) confirmation
screen.

NOTES

1. It is strongly recommended to apply corrective actions when the (TEST MODE)
confirmation screen pops up (clicking the Yes button). This is to ensure that the
remaining corrupted file(s) will be removed from the backup destination(s), therefore
on the next backup job, these files are backed up again if they are still present on the
client machine. However, if the corrupted files are in Retention Area, then they will not
be backed up again as the source file has already been deleted from the client
machine.

2. If the DIC detects data blocks (.bak files) in the backup destination(s) that do not have
related index entries, then these physical data blocks will be automatically removed
from the backup destination(s) without the (TEST MODE) prompt.
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Aside from viewing the Data Integrity Check logs directly on AhsayACB client,
they can also be viewed on the file system of the AhsayACB client machine. For
AhsayACB on Windows, the DIC logs are located in the following directory:

%UserProfile%\.\acb\system\integrityCheck

« v 4 » ThisPC » Local Disk (C:) » Users * Administrator * .ach * system * IntegrityCheck
)

MName Date modified Type Size

D 2019-12-20-20-33-02 12/20/2019 8:33 PM Text Document 2KB
D 2019-12-20-20-40-32 12/20/2019 8:40 PM Text Document 53 KB
D 2020-01-16-10-47-32 1/16/2020 10:47 AM Text Document 4KB
D 2020-01-16-11-02-06 1/16/2020 11:02 AM Text Document 4KB
D 2020-01-16-11-23-33 1/16/2020 11:23 AM Text Document 4KB
D 2020-01-16-11-27-10 1/16/2020 11:27 AM Text Document 14 KB
D 2020-01-16-11-28-11 1/16/2020 11:28 AM Text Document 4993 KB

10.9.2 Space Freeing Up

This feature is used to remove obsolete file(s) from the backup set and destination
(manually start Retention Policy). After the Space Freeing Up job is completed, the
storage statistics of the backup set(s) are updated.

To perform Space Freeing Up, follow the instructions below:

1. Select a backup set from the drop-down list.

Utilities L

To remove chsolete files from your bockup destination according to yous retention

Da[a 'nlpg”(y (hE(k policy setting 10 free Up your storage space seiect Dackup setis) destinationds) and
e hen press Starn

Select a backup set

Delete Backup Data

Decrypt Backup Data AT IS

Ssmple Backup Set 02
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If you select a specific backup set, then you will also have to select a specific

destination or all destinations.

Utilities

Data integrity Check

Froeine | II

Delete Backup Data

Decrypt Backup Data

Crog Crorage ©

To remove cbsalete files from your Dackup destinabon according o your retention
policy setting to free up your storage space. select backup setfs) destinatiords) and
then press Start

Select a backup set

Sample Backup Set 01 v

Sefect & destination

ANSayCBS

If you select All backup sets, then there is no need to select a destination.

Utilities

Data integrity Check

Delete Backup Data
Decrypt Backup Data

www.online-backup.dk

To remove cosolete Nies from your backup 0eSUNANON ACCOrding to your retention
PONCY SRTTINg 1o free up your STOrage Space. sedet Dackup setis) destinasionds) and
then press Start

Select a bockup set
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2. Click the Start button to perform space free up.

Utilities Free Up Sto

Data Integrity Check

Delete Backup Data
Decrypt Backup Data

To remone absolete files from your backup destination According to your retention
POty setting to free up your storage space. select backup setis) destnationds) and
then press Start,

Select a backup set

Al v

[5=]

3. Space freeing job will start running on the selected backup set(s) and backup

destination(s).

Utilities

Data Integrity Check

Delete Backup Data
Decrypt Backup Data

www.online-backup.dk

ree Ur irage Space

To remove obsolete files from your backup destmation according to youa retention
policy SRITING to free up your STOFage SPace. sesect backup setisy destinationds) and
then press Sar

Select & backup set

All ~

Swng encrypted backup flle index to 1619676456474/blocks ot destination Ans
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4. The status will be shown once completed. Click the View log button to see the
detailed report of the space freeing up job.

Utilities ee U

To remine obsotete files from your Dackup destnalion aCCording 1o your retention

Data ‘nteg”[y Check policy setting to free up your storage space. delect backup selts) destination(s) and
then press Start

Select 3 backup set

Al v

Delete Backup Data

v Space froeing up 15 completed successfully

Decrypt Backup Data Viewlog

290472027 621 @ Show | All v
log Time

Tt | AsayALB WS 0027 ) 2I0A202T 162110

Stan e Meang op an ol backup sers 299042021 1621160

Start proceseny space Sreeng us on Bachup sers “Sample Seckup Set 01 (10206762504721" destination» "AuayCES (16194 20042 1

Downlaad vwid index Hey rom backup job “Currers” 1o “Clllsens Wemg' 1 61 05764584 THORSP IO 19676 20048202

Soving encrypeed Bachup fle indes o 10156754 /tlocks at destinancn ArcayC RS Ao

Space feeeing o on backuy = "Sanpde Backup See 01 161 307 6456874) destnanion® “AbsayCES (1015670531 1581 & o 2904202
Strt protessng space Bueng up et bathup seev “Samgle Sackag Ser 02161067 Sestinatren® “AbuayCE" P 23042020
Downipad wwitd edex (s frum bechup jobs “Current” 5 “C AUserel Mg\ 161957701 16830859 1630677 2008200
Sevng eccrypaed Bachup fie indes t 161967701 164 Vtlocks st destination Abayy (IS SN0 1

Space feeeing wp o bockp ser= “Sample Backup Set 02 {181 967701 1043Y destimanon= “AnsayCRS (1015677009341 & w0 2508202

29042024

ccocoossooed 2

Firvshes space freeing op un ab
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10.9.3 Delete Backup Data

This feature is used to permanently delete backed up data from a backup set(s),
destination(s), backup job, or delete all backed up data. After the data is deleted, the
storage statistics of the backup set(s) are updated.

To perform deletion of backup data, follow the instructions below:

1. Select a backup set from the drop-down list.

Utilities

Delete Datked up data of a speofic dackup %ot from a specfic gesunanan. This
- Inre TE o action will phywucaily deiete the selected cata regacrdiess the defined retention
Data Integrity Check ' pyyically Berd : :
policy. Therefore. make =ure you know what you are deleting and NO undo will be

avaiable afterwarc

Space Freeing Up

Select a backup e

S ——

Dec"‘)’p{ Bac‘(up Data Sample Baoxup Ser 02

Samole Backup Set ot

NOTE: This will only delete the backed up files in a backup set(s) and destination(s),
but the backup set and destination will remain.
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If you select a specific backup set, then you will also have to select a specific

destination or all destinations.

Utilities
Data Integrity Check

Space Freeing Up

Backup Data

Decrypt Backup Data

Delete backed up Gata of & peOfc Dackup set from & speofic gestination. Ths
acuon will physically deiets the selected data regaress the defined rétenton
pobty. Therefore, make suré you Inow what you are deleting and NO undo will be
avallable afterweed

Sefect o backup set
Sample Backup Set 01 v

Selet @ destnaton

AhsayCas

If you select All backup sets, then there is no need to select a destination.

Utilities
Data Integrity Check

Space Freeing Up

Delete Backup Data

Decrypt Backup Data

www.online-backup.dk

Oeigte Dacked up 0323 of 3 specifg Dackup st from a specific gestnation. This
action will pnysicaily delote 1he sailected data regacdiess the defined recontion
policy, Therefore make sure you know what you are deleting ang NO Lndo will be
avallable afterward

Select a backup set
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2. If you choose to delete All backup set(s), the following message will be displayed.
By clicking Yes, all backed up files from the selected backup set(s) and destination(s)
will be deleted.

9 Delete all backup set files?

If you select a specific backup set, you will have an option to choose a destination.

Delete backed up data of a specitic backup %t from a specific destination

Drﬂ’—i ir\rﬂfrll“,‘ Cthl‘- acton will physcally geiste the selected data regwdloss the defir
L ) x peli

Therefore. make sure you know what you are deletng ana NO unco will be

aalabie atterwarg

Space Freeing Up AL 5
2s ST & Dolkup o

Delete Batkup Data Sampie ecp el v

Select a destinaion
Decrypt Backup Data

A b4

AhsayCBs
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If you select a specific destination, there are two (2) available options for the type
of files you wish to delete.

e Delete all backed up data

e Choose from ALL files

RS L
Utilities
N A LI O

Defote Dacked up cata of 3 specific backup set from 3 spectic destination. Thes
action wil physicaily delefe the seleciod cata regardiess the dehined retenton
poicy. Therefore. make sure you Inow what you are deleting and NO undo will de

Data Integrity Check

avadable afterwand

Space Freeing Up

Select a backup set

Delete Backup Data Sampie Sackug Set 01 v
Select a destnation
Decrypt Backup Data s >

Select what 1o delse

Dedete all bached Up 08 W@

Choose from ALL Nies

Delete all backed up data
If you choose this option, the following message will be displayed. By clicking Yes, all
backed up data from the selected backup set(s) and destination(s) will be deleted.

2 Delete all files (Sample Backup Set 01 - AhsayCBS)?
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Choose from ALL files
If you choose this option, you can select to delete any file(s) in the backup set.

Utilities alete i

Delete backed up dats of o specific backup =22 from a spenfic destination. This
A000n will physcally delete the selected data regardiess the delined retemion

Data '”“?B”W Check poticy. Therefore, make Sure you Know whiat you are deletag and NO undo will be
: avalable afterwarg
Spate FfeElng Up Select a backup set

Sample Backup Set 0Z v ‘

Select a destiration

Nachapson OUS - Copy [Zhter 5400 1

Decrypt Backup Data proesev, S
Select whar 1o delere
Choose from ALL Nles v
FoMars HNarme Siza
B8 MamES 2 Anengasce 017 dac ME 200
=0K | Dachupfn 001 - Copy (1 5608 1190
=0 Kot 9 || BackugSe: 601 - Copy - SEKS |
' @ A Dowmers W Coppin SEN3 1
ML Tastfler W@ [ MEs |
=] Cepyp a1 SRS 110
2 = MEE 110
2
“

HachupSer 003 . Copy -Ca SEKH 1A

3. Click the Delete button, then click Yes to start the deletion of files.

Dejete backed up data of & specfic backup set from a specific destination. Ths
action will phy=cally defete the selected dota regardiess the defined retention
poicy. Thetefore. make sure you know what you are deleting and NO undo will be
avaliatle afterward

Data Integrity Check

Space Freeing Up

Select o backup set

Sarmple Bachup Set 02 v

Select a destination

RIS Sl T

Select ahat 1o delete

Defete all Dacked up dats W |

Deiete
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4. Files are successfully deleted.

Utilities
Data Integrity Check
Space Freeing Up

Delete Backup Data

Decrypt Backup Data

10.9.4 Delete Backup Data

Deiete hacked up ata of a specific backup set from a specific destination. This
action will physicady delete the selected data regariess the oefined retention
policy. Theretore. make sure you know what you are deleting and NO undo w be
avatlable afterward

Select a backup set

Sample Bachup Set 02 v

Seject a destination

Select what to delete

Delete & bocked up Gta

v Flies deletod successhully

This feature is used to restore raw data by using the data encryption key that was set

for the backup set.

Utilities
Data Integrity Check

Space Freeing Up
Delete Backup Data

Decrypt Backup Data

www.online-backup.dk

Decrypt Backup Data

Please enter the path to the [<backup set ID>/blocks] folder which contains the

| Browse

backup files that you want to decrypt.

Temporary directory for storing restore files

C:\Users\Administrator\.acb\temp
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To perform decryption of backup data, follow the instructions below:

1. Click the Browse button to locate the path of the backup set ID / blocks folder.

Utilities
Data Integrity Check

Space Freeing Up
Delete Backup Data

Decrypt Backup Data

Decrypt Backup Data

Please enter the path to the [<backup set 1D>/blocks] folder which contains the
backup files that you want to decrypt.

Temporary directory for storing restore files

C:\Users\Administrator\.ach\temp

2. Click the Browse button to re-select the temporary folder for the decrypt process.
Then click the Decrypt button to begin.

Utilities
Data Integrity Check

Space Freeing Up
Delete Backup Data

Decrypt Backup Data

www.online-backup.dk

Decrypt Backup Data

Please enter the path to the [<backup set ID>/blocks] folder which contains the
backup files that you want to decrypt.

\ C:\Program Files\AhsayCBS\user\WindowsTestAccount\ 156385904408 m]

Temporary directory for storing restore files

C:\Users\Administrator\.acb\temp
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3. Select files to be decrypted.

Select Your Files To Be Restored

Select what 1o restone

Choose from Tiles &5 of job. w | 07252019 w || Latest w

fzlgmny Namw Sae
8 decry_teernmcn ¥ Links
B A 7150 Brg 148
0 Userr 7 1] deshropune KB
0 2 Asmnaraese
108 s | Favoreey

items per page | 50

v Pagel1il w

02092018 1122
D2032NE 1122

Nexz Cancel

4. Choose the location where decrypted files will be restored to.

Choose Where The Files To Be Restored

Aestore files to
‘@) Original lecation

| Alternate lecation
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5. The status will be shown once completed.

Restore

m default-backup-set-name-3

. decrypt_destination (CAProgram Siles\Wnsay CIS\wsenWinoowsTestaccount) a

o Restore Completed Successtuly
Estimated Ume lelt 0 s
Restored 040 Mie)
Elapsed time 1 %8¢
Transfer rate obiss
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10.10 Online Help

Clicking on the help tab will show you information and instructions you may need.

Profile

‘Change Password

General
Save password

Contacts

Time Zone

Encryption Recovery

Profile

You can modity e your login pRssword or by pass the passwond chiacking

Key:
Fleld Daseription
Poase confirm  The box for your current pasaword entry. You need to type in the coerect
Current password Defors you can Changs & new password
pazsword
Naw Password  Tha test box for your new password
Reenoes The text box for you 10 reantar new pasaword, thes i 10 vanty the New
Pas=word Password sty i both New Paszword’ and ‘Reenter Password’ do not

match, you wil be promotad 10 enter tho password again

Save prssword By pass the password entry whan you open e AnsayACE nteetace

Modify the login password.,

To madfy the login password settrgs

L Cick on the 'Change Password

2 Emor your cutrent password, chick [Neat) o comnue

3 Enter your new password

4 Reenter your riw passwcrd for verficaton, dick [OK] 1o continue

5 Opton: Clck on the "Save password’ check box # you want to by pass the password entry when you open

ths applicaton
Chck [Save] bution to et

o
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10.11 System Tray

If the AhsayACB is installed on the computer, you will see an AhsayACB icon on the taskbar
at the lower right corner of the screen.

When you right-click on the AhsayACB icon, a control menu will pop-up.
Open

Backup

Backup and Logoff
Backup and Restart
Backup and Shutdown

R

Backup and Standby
Backup and Hibernate

Help
Stop Running Backup

Exit

AhsayACB system tray has ten (10) controls:

e Open

e Backup

e Backup and Logoff

e Backup and Restart

e Backup and Shutdown
e Backup and Standby
e Backup and Hibernate

e Help
e Stop Running Backup
e Exit
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Open
Select this option to open the AhsayACB login screen.

Open

Backup »
Backup and Logoff »
Backup and Restart »
Backup and Shutdown »
Backup and Standby >
Backup and Hibernate ¥
Help

Stop Running Backup »
Exit

English

AhsayACB
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Backup

If you want to perform a backup without going to the interface, hover the mouse to this option
and select the backup set you want to back up.

Open
All Backup Sets Backup b
AhsayACB Backup Backustand)Logait ?
Sample Backup Backup and Restart >
Backup and Shutdown >
Backup and Standby >

Backup and Hibernate

Help

Stop Running Backup

Exit

Backup and Logoff

Select this option if you want to logoff windows once a manual backup job is done.

Open

Backup >
All Backup Sets Backup and Logoff >
AhsayACB Backup Backup and Restart >
Sample Backup Backup and Shutdown >

Backup and Standby >

Backup and Hibernate

Help

Stop Running Backup

Exit

Backup and Restart

Choose this option if you want to restart the machine once a manual backup job is done.

Open

Backup >

Backup and Logoff >
All Backup Sets Backup and Restart >
AhsayACB Backup Backup and Shutdown >

Backup and Standby >

Sample Backup
Backup and Hibernate

Help

Stop Running Backup

Exit
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Backup and Shutdown

This option is used to shut down the machine once a manual backup job is done.

Open

Backup >

Backup and Logoff >

Backup and Restart >
All Backup Sets Backup and Shutdown >

Backup and Standby >

AhsayACB Backup
Sample Backup

Backup and Hibernate

Help
Stop Running Backup

Exit

Backup and Standby

Use this option if you want to standby the machine once a manual backup is done.

Open

Backup >

Backup and Logoff >

Backup and Restart >

Backup and Shutdown >
All Backup Sets Backup and Standby >

Backup and Hibernate

AhsayACB Backup
Sample Backup Help

Stop Running Backup

Exit

Backup and Hibernate

This option will hibernate the machine after performing a backup. This will be disabled if
hibernate mode is not available on the windows version you are using.

Open

Backup »
Backup and Logoff »
Backup and Restart >
Backup and Shutdown »
Backup and Standby b

Backup and Hibernate

Help
Stop Running Backup

Exit
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Help

This tab will show you the function of each backup option.

Open
Help *
Backup »
Backup and Logoff > r—
F Backup - Backup Now
Backup and Restart * L ) Backup and Logoff - Backup and then Logoff Windows
"= Backup and Restart - Backup and then Restart Computer
Back d Shutd b
ackup an Hrdown Backup and Shutdown - Backup and then Shutdown
Backup and Standby » Computer

Backup and Standby - Backup and then Stand By Computer
Backup and Hibernate - Backup and then Hibernate
Computer

Backup and Hibernate

Help
Stop Running Backup

Stop Running Backup

Use this option if you wish to stop a running manual, continuous or scheduled backup.

Open

Backup >
Backup and Logoff >
Backup and Restart >
Backup and Shutdown >
Backup and Standby >

Backup and Hibernate

Help
AhsayBackup 1 Stop Running Backup >

Exit

This option will be disabled if there is no backup running.

Open

Backup 4
Backup and Logoff 4
Backup and Restart 4
Backup and Shutdown 3
Backup and Standby 3
Backup and Hibernate LS
Help

Stop Running Backup b
Exit
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Exit

Select this option if you want to close the application including the AhsayACB icon at the

taskbar.
Open
Backup 4
Backup and Logoff 4
Backup and Restart 4
Backup and Shutdown 3
Backup and Standby 3
Backup and Hibernate LS
Help
Stop Running Backup »
Exit

www.online-backup.dk



http://www.online-backup.dk/

11 Create a Backup Set

The network drive support allows users to access different network drives not limited to Windows-
based backup source. The following are supported:

© Network drives with different login credentials instead of limited to Windows User
Authentication login or network drives without login credential.

Network drives without the need for them to be setup first on Windows.

Network drives as Backup Source (including filter), Backup Destination and Restore Location
(Original or Alternate).

1. Click the Backup Sets icon on the AhsayACB main interface.

Backup Sets

2. Create a new backup set by clicking the “+” icon next to Add new backup set.

Backup Sets

Add new backup set

3. When the Create Backup Set window appears, name your new backup set, and select the
Backup set type. Then, click Next to proceed.

Name

[Fuc Sacv.uu:' ]

Backup set type
Hie Backup v
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4. Inthe Backup Source window, select the files and folders for backup. Click | would like to
choose the files to backup to select individual files for backup.

Backup Source

Select the flles and folders that you want to backup
Detkiop

7 My Documerss
B rovorzes
= ol

m

Apply Niters 1o the DOCkLD “ource

off [ ]

e [ e

5. Inthe Advanced Backup Source window there are three (3) ways to select file(s) and folder(s)
for back up:

i. Select folder(s) to back up all files in the folder(s). Click OK to save the selection and
close the Advanced Backup Source window.

Faldery
= B This IC
= B & P854 05(C)

# ) ConbgMu
- DANERS
-0 M LMY 120 Full Schumon
#C netpals

+ el

A >

Lags
$ M1322 Syl Sohuoen Win7 4 3 AMEMEAT
W) NSGCache
V)| Perflogy
b (2 Pregram Nl
FrogrwnDats
| Adzbe
A AlsaghCH
¥ Applistions
: AVAST Software
BOCogang
Brather
Coanon Electrones

0 | OutGenDish v,

#how files

Adq netwurk address
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. Back up only individual file(s) instead of all files in the selected folder(s). Check the
Show files checkbox at the bottom of the screen. A list of files will appear on the right-
hand side. Select the checkbox(es) next to the file(s) to back up. Then, click OK to save
your selections and close the Advanced Backup Source window.

fakiery Name Sav
0 o s GorupePab s Back I3
N2
N
wm
v
1hae
v
ne
VS
M3
Ms

tache

MCTrar

7 30 Qe G0 g

. #) gu

G guache

o ] gude o
" G guade_abm

" »rﬂ],u:k" Y ALear_p

e | G guede_oben_user_mr

4 >

o Show Tiles

o (5] (o] (5]

iii. Back up file(s) and/or folder(s) located in a network drive. Click the Add network
address link at the bottom of the screen. In the Network Address window, enter the

network address.

RS pav page | 50 v Fage 1/ w

A [P TR [ L. 11X [
Network Address

o

Input the details of network address, and click [OK] to proceed.

Network address (e.g. \\servername.domain\path)

Once a network address is entered, This share requires access credentials will be
enabled. Check the box beside it if access credentials are required to backup and enter
the User name and Password. Otherwise, leave it unchecked and click OK.

| This share requires access credentials

User name (e.g. domain\username)
USername

Password
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The network drive will now be added and automatically selected. There is also an option

to select only specific file(s) to back up by checking the Show files checkbox. Click OK
to save your selections and close the Advanced Backup Source window.

Foiders Neme Low Duw maitfwd
L AT = o
) e FMB225405(C) 2
- DATA(D 28] AlaagACE DssrGudelorWindoss version VB VVI0LH 1728
= @ Nevwert 2 8] AtnayCRS werson T UserGesle docs e SMV0IR 1724
& P Ubraries ) ) Aty Coudfbe llachu ph ot en SN0 14 08
P WAS 182Ny & . ] 2
o B Atvayt oatbileacku phabaion vl peo 1l
o M Ay Cloadfile BackupSalation v poo T}
¥ 58 Aty CEM versian? QuickSean(urde doc 15K8
vl & Abrtdenagefive g 8
= & AlenMenagefow prg >8
WS MertMezingedne pry 8
o W AlertMessageTives pry =B
=) £ ]
= 1]
7 %R
=] ™
o Loghie mn
2 B Sprandsheen 15 adex ]
A B wwrnmn? AhaayMOD_UserOusteAndral 4 150
o« Show tiles ners piv page | 50 W Tage 100w

o — (5] (] (]

NOTE

Once a network drive is added, its network credentials may still be edited. For instructions on how
to do this, refer to Appendix F: How to Manage non-Windows based Network Drives.

6. Inthe Backup Source window, click Next to proceed.

When the Schedule window appears, you can configure a backup schedule to automatically run

a backup job at your specified time interval. In the Schedule window, the Run scheduled backup
for this backup set is On by default.

@ In the default backup schedule, there will be a scheduled backup that will be

performed daily at 8pm. You can leave it as is or you can modify it by clicking on
the existing backup schedule.

Hun scheduled Dackup for this backup s&t
on e |
Existing schedules

a Backup Schedule
Davly (Everyday &t 20.00)
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@ If you want to add another schedule, click

Add

. When the New Backup

Schedule window appears, specify your backup schedule. Then, click OK to save
your changes and close the New Backup Schedule window.

Nameg

[ Lunchtime

Type

Dally w

Start backup

at v 1w 00w
Stop

until full backup completed v

' Run Retention Policy after backup

(o] (o] o]

8. In case you have added a schedule, it will be shown in the Schedule window. Click Next to

proceed when you are done setting.

Schedule

Run schaguled backup for this backup set
on . |

Existing schedules

Lunchtime
e Datly (Everyday at 1200}

O

9. The Destination window will appear.

Backup mode

Sequential w

Existing storage destinations

| Add new storage destination / destination pool

o

Destination
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Select the appropriate option from the Backup mode dropdown menu.

@  Sequential (default value) — run backup jobs to each backup destination one by
one

@  Concurrent — run backup jobs to all backup destinations at the same time

To select a backup destination for the backup data storage, click + next to Add new storage
destination / destination pool.

10. In the New Storage Destination / Destination Pool window, select the destination type and
destination storage. Then, click OK to confirm your selection.

Name

Destination storage

(* AhsayCBS v

If Local / Mapped Drive / Network Drive / Removable Drive is selected, you need to specify
the path by clicking Change to select the path or you can manually enter it. Once a network
address is entered, This share requires access credentials check box will be enabled. Check
the box beside it if access credentials are required to connect to the storage destination and
enter the User name and Password. Otherwise leave it unchecked and click Test to check the
connection. Click OK to add the storage destination.

e pestination / pestinatior

= > ld
Name
Local-1

Destination storage

Local / Mapped Drive / Network Drive / Removable Drive w

Path (Input local / network address or click [Change])

\\125.5.184.23\Share Change

V| This share requires access credentials

User name (e.g. domain\username)
username

Password

Test
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11. In the Destination window, your selected storage destination will be shown. Click Next to
proceed.

Destination

Backup mode

Sequential w

Existing storage destinations

= AhsayCBS
@ Host: 125.5.184.171:80

Local-1
\\125.5.184.23\Share

Add

~

12. If you wish to enable the OpenDirect Restore feature, make sure you turn on the OpenDirect
restore switch in this menu. Click Next to proceed.

OpenDirect

OpenDirect

On q

Support of opening backup data directly without restoration.

When OpenDirect is enabled, to optimize restore performance both compression and encryption will
be disabled for this backup set.

Once OpenDirect is enabled and the setting is saved, it cannot be disabled without re-creating the
backup set.

Note

1. Once the OpenDirect Restore feature is enabled and the backup set is saved, itis NOT
possible to disable it afterwards, and vice versa. A new backup set will have to be
created again if you wish to do so.

2. OpenDirect restore requires an additional OpenDirect restore module license to work.
Contact your backup service provider for further details.

13. IMPORTANT: If you have enabled the OpenDirect Restore, backup data will not be compressed
and encrypted to optimize restore performance, therefore you can skip to step 16.
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In the Encryption window, the default Encrypt Backup Data option is enabled with an
encryption key preset by the system which provides the most secure protection.

Encryption

Encrypt Backup Data

on |

Encryption Type

Default L%

User password

Custom

You can choose from one of the following three Encryption Type options:

» Default — an encryption key with 44 alpha numeric characters will be randomly
generated by the system

» User password — the encryption key will be the same as the login password of your
AhsayACB at the time when this backup set is created. Please be reminded that if you
change the AhsayACB login password later, the encryption keys of the backup sets
previously created with this encryption type will remain unchanged.

» Custom — you can customize your encryption key, where you can set your own
algorithm, encryption key, method, and key length

Encryption

Encrypt Backup Data

on B |

Encryption Type

Algorithm
AES v

Encryption key

*kkEkkk

Re-enter encryption key

kkkkk%k

Method
ECB (@) CBC
Key length
128-bit (@) 256-bit

NOTE: For best practice on managing your encryption key, refer to the following Wiki article.
FAQ: Best practices for managing encryption key on AhsayOBM or AhsayACB
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Click Next when you are done setting.

14. If you have enabled the Encryption Key feature in the previous step, the following pop-up
window shows, no matter which encryption type you have selected.

YOU 3T A0VWsT! 1D write 10 enorypton by Sown on gaper and ke it I
i You will need | J Deedd 10 restoce your files atey

Wirm that you have

Unmask encrypnon ity

Copy to dipboard

The pop-up window has the following three options to choose from:

» Unmask encryption key — The encryption key is masked by default. Click this option to
show the encryption key.

You are advised to write this encryption key down on paper and keep Itin
& safe place. You Wil need |t when you need (0 restore your files ater
Please confirm that you have Sone 50

rcX1 MBELbrnZOBeeKOphFeabuuRRi3qDXGIq5uBxFOs=

Mask encryption key

Copy to clipboard

» Copy to clipboard — Click to copy the encryption key, then you can paste it in another
location of your choice.

» Confirm — Click to exit this pop-up window and proceed to the next step.

15. The following screen prompts you to enter the Windows login credentials for user authentication
if you have enabled the Schedule Backup feature in step 8.

Windows User Authentication

Domain Name (e.g Ahsay.com) / Host Name
» axamplecom

User name

| usermame

Passward
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NOTE

If you have selected to back up individual folder(s) / file(s) on your local computer’s drive in step 5, the
Windows User Authentication request will be bypassed and therefore the screen shown above will not
display even though the Schedule Backup feature has been turned on.

It is recommended to enter the information of user with Administrator privilege to support backup of
network drives.

16. Upon successful creation of the backup set, the following screen will appear. You can click
Backup now to back up your data or click Close to exit.

Congratulations!

“File Backup® Is successfully created
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17. Based on Best Practices and Recommendations, it is highly recommended to change the
Temporary Directory. Select another location with sufficient free disk space other than Drive C.

Go to Others > Temporary Directory. Click Change to browse for another location.

-~
E;’E.. Sackup Temnoral ectory

Temporary directory for storng backup files

General [temp

Source A S

Backup Schedule TR o
Destination

Enable Windows' volume Shaoow Copy for open file backup

Reminder - 1

r1ir

Support of apening Dackup Cata directly without restecation

E

Select compression type

Fast wieth optimization for local v

18. Optional: Select your preferred Compression type. By default, the compression is Fast with
optimization for local.

Go to Others > Compressions. Select from the following:
e No Compression
e Normal
e Fast (Compressed size larger than normal)

e Fast with optimization for local
_otes | '

Solnct conpression type

Fash wth optamizanion for local v

N Comgiression

Normal

Faat iCompressed size larger than normal)

(] (o] [
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12 Overview on the Backup Process

The following steps are performed during a backup job. For an overview of the detailed process for
Steps 3, 5, 10, and 12, please refer to the following chapters.

© Periodic Data Integrity Check (PDIC) Process (Step 3)

© Backup Set Index Handling Process

®  Start Backup Job (Step 5)

@ Completed Backup Job (Step 12)

© Data Validation Check Process (Step 10)

£3tablishing
connection

Running

pre-backup
command

~\
Start backup job
J
\
Connection from the backup client to the
backup server is established.
J
A

Encryption key is uploaded to the backup server
(If enabled).

J

Physical .bak files (data blocks) that do not exist )
in the index are removed from the backup
destination(s), then the statistics of both Data
Area and Retention Area will be recalculated, )

\
Pre-backup command is running {if configured),

J

Latest index.db file and checksum files are
downloaded from the backup destination{s) to
the temporary folder. J

\

Local file listis compiled according to the backup
source setting.

J
Local and remote file lists are compared to
identify new, updated, moved, or deleted files
and/or folders since the last backup job,

J
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Data
deduplication

Data
validation
chock

10

Running

Retention
Policy

11

A checksum verification of each backup file )
which was split into several blocks of varying

size is performed where its contents are
compared, and the duplicated data are removed

(If enabled). )
~
Data are compressed, encrypted, divided into
individual data block size of 32 or 64MB then
uploaded to the backup destination(s).
~

The number of 32 or 64 MB data blocks and the
individual block size in the backup destination(s)
is identical to the blocks transferred.

Retention Policy job Is running {If enabled).

J

-
Latest index files on the client computer are
saved to the backup destination(s) and client log
files are saved to the backup server.

J

Running post
backup
command

13

\
Post-backup command is running (if configured).

J

\
Temporary data is removed from the temporary
storage location specified in the backup set (if
enabled).

7

Backup job completed



http://www.online-backup.dk/

12.1Periodic Data Integrity Check (PDIC) Process

The PDIC will run on the first backup job that falls on the corresponding day of the week from
Monday to Friday.

To minimize the impact of the potential load of large number of PDIC jobs running at the same
time on the AhsayCBS server, the schedule of a PDIC job for each backup set is
automatically determined by the result of the following formula:

PDIC schedule = %BackupSetlD% modulo 5
or
%BackupSetID% mod 5

The calculated result will map to the corresponding day of the week (i.e., from Monday to

Friday).

0 Monday

1 Tuesday

2 Wednesday
3 Thursday

4 Friday

NOTE: The PDIC schedule cannot be changed.
Example:

Backup set ID: 1594627447932

Calculation: 1594627447932 mod 5 =2

|2 | Wednesday

In this example:

e the PDIC will run on the first backup job that falls on Wednesday; or
o if there is no active backup job(s) running from Monday to Friday, then the PDIC will
run on the next available backup job.

NOTE

Although according to the PDIC formula for determining the schedule is %BackupSetID% mod 5,
this schedule only applies if the previous PDIC job was actually run more than 7 days prior.

Under certain conditions, the PDIC may not run strictly according to this formula. For example:

1. The PDIC job will run on the first backup job after upgrade to the latest client version
from AhsayACB v6, v7, or pre-8.3.6.0 version.

2. If backup jobs for a backup set are not run on a regular daily backup schedule (for
example: on a weekly or monthly schedule), then the PDIC job will run if it detects that
the previous PDIC job was run more than 7 days ago.

3. Every time a Data Integrity Check (DIC) is run, the latest PDIC run date is reset, the next
PDIC job will run after 7 days.

4. The PDIC job will not run if there are no files in both the data and Retention Areas. For
example: a newly created backup set with no backup job history or a backup set where
all the data has been deleted using the Delete Backup Data feature.

5. The PDIC job will not run on a backup set that contains any data which still in v6 format.
It will only run if all v6 data format on a backup set has undergone data migration to v8
block format.
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Start Periodic Checking index files
Data Integrity which are more than
Check 90 days old in the
backup destination(s)
L)

—

Removlng indexfiles
from the backup
destination(s) which
aremore than 90
days old

Checking outdated
entries in the index
files if they physically
existin the backup
destination(s)

e[\

&

issues found

recalculated
r'w Y

entries in the index
files which do not
physically existin
backup destination(s)

v

6 Check the index files in
the backup destination(s)
to determine if they were
more than 90 days old.

= If YES, proceed to o
= If NO, proceed to Q

Q Check the outdated
entries in the index files
for files and/or folders if
they physically exist in
the backup destination(s).

=» If YES, proceed to o
21fNO, proceedto ()

|
v

e Storage Statistics for
Data area and
Retention area usage
will be recalculated.

o Periodic Data Integrity
check is completed.

e Index files with no issues
will be uploaded to the
current backup destination(s).

o The backup job process
will continue.

No index-related

A
-

)
—® .

Periodic Data
Integrity Check
completed

ke

Removingoutdated  Storage Statistics

Uploading index files
with no issues to the
currentbackup
destination(s)

o|
"

—_—

Continue backupjob

0 Index files which are
more than 90 days old
will be removed from the
backup destination(s).

e Outdated entries in the
index files for files
and/folders which do not
physically existin backup
destination(s) will be
removed.
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12.2 Backup Set Index Handling Process

To minimize the possibility of index related issues affecting backups, each time index files are
downloaded from and uploaded to backup destination(s); the file size, last modified date, and
checksum is verified to ensure index file integrity.

12.2.1 Start Backup Job

Index file recelved by AhsayACB

AhsayACE

~ 0

_ Redownload
B index file
e Check index
o of
N
N NS o N\
e LN
% AhsayCBS Backup Server e o
R AT
0. -or. o e
P v ri;y-ct:.ck Check latest
Download ¢
index.db file @ . checksum modified date
4 o0 o";:, of index.db file
o
—— @ az ° 3 »‘ﬂﬁ —
@ L4 A" o 0 Redownload o Redownload
cl index file index file
oud Destination
o Index file is retrieved from o Check modified date. Ifindex is valid,

the current directory (i.e.,
AhsayCBS, Cloud
Destination, FTP or SFTP).

o Index file will be downloaded.

o Verify Check checksum
of index.db file.

= If checksum
is correct, proceedto o

“» 1fNOT, proceed to o

= If latest modified date
is correct, proceedto

=» IfNOT, proceed to o

e Check index file size.

= Ifindex file size
is correct, proceedto o

= [fNOT, proceed to o

use the index.db file
to compile file list for
backup.

Index file will be
redownloaded.
Proceedto G
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12.2.2 Completed Backup Job

AhsayCBS Backup Server -OR - Cloud Destination

Index file uploaded to AhsayCBS
or Cloud Destination a

n - Reupload
L index file
Check index

file size

@

AhsayACB

of

o S
el ] e goes

of index.db file

— AhsayACB Verify Check Check latest
Index file checksum modified date

o Reupload
index file

o Reupload
index file

e Index file from AhsayACB is
uploaded to AhsayCBS, Cloud
Destination, FTP or SFTP.

o Verify Check checksum
of index.db file.

= If checksum
is correct, proceed to O

=» IfNOT, proceed to °
e Check modified date.

=) |f latest modified date
is correct, proceedto G

=» IfNOT, proceed to °

Q Check index file size.

=) Ifindex file size
is correct, proceedto e

=9 [fNOT, proceed to °

Index file is uploaded
correctly to AhsayCBS
or Cloud Destination.

0 Index file will be
reuploaded. Proceed to o
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12.3 Data Validation Check Process

As an additional measure to ensure that all files transferred to the backup destination(s) are
received and saved correctly, both the number of 32 or 64 MB data block files and the size of
each block file are checked again after the files are transferred.

@

o3
@ ‘,‘ é AhsayCBS iy

Cloud Destination Backup Server Local Drive

\1/

9,

Q_’

Start Data Data block Data Validation Running
Validation Check size check Check complete Retention Policy

I

°1

B (@

Block size Block size
Missing block(s) not identical deletion
e Check the number of 32 or 64MB Files in the missing block(s)
data blocksin the backup will be removed from the
destination(s) is identical to the index.db file.

number of blocks transferred.

Statistics will be updated
=¥ IfYES, proceedto o according to the files removed.
=» If NO, proceedto o Proceedto O
o Check the individual sizes o Block size that are not identical
of each data block in the will be removed from the backup
backup destination(s) is destination(s).
identical to the sizes of each o
block transferred. FiacHad then

=» If YES, proceedto e Proceedto o
=» If NO, proceedto o

Data validation check is complete.

o Retention policy will run (if enabled).
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13 Run Backup Jobs

13.1 Login to AhsayACB

Login to the AhsayACB application according to the instructions in Chapter 8 Logging in to

AhsayACB.

13.2 Start a Manual Backup

Click the Backup icon on the main interface of AhsayACB.

A

1.

Backup

2. Select the backup set which you would like to start a backup for.

S0rt oy

Creation Time

BackupSet-1
Owner: wé-pro
Last Backup: Monday, Jarwary 03 2022 1424

Owner: wi-pro
Last Backup: Monday, Jarwary 03 2022 1424

E Sample Backup

www.online-backup.dk
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3.  Click the Show advanced option in case you want to modify the Destinations, Migrate
Data and Retention Policy options.

Choose Your Backup Options

E sample Backup

Backup set type
il

4. When the advanced options are shown, it is recommended to enable the Run Retention
Policy after backup. This will help you save hard disk quota in the long run.

Choose Your Bac

m Sample Backup

Bachup set type
Rie

Kup Options

Destinations

(3 AnsayCns (Most 10.3.121,17:80)
Migrate Data

Migrate ex1551ng dats 1o (atest version
Retention Policy
o Run Retention Polcy after backup

NOTE
When the Migrate Data option is enabled, the existing data will be migrated to the latest
version during a backup job. This option is disabled by default. Backup job(s) for backup sets
with Migrate Data enabled may take longer to finish. For more information about this feature,
refer to AhsayCBS v9 New Features Supplemental document.
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5. Once done with the settings, click the Backup button to start the backup job.

Choose Your Backup Options

E Sample Backup

Backup set hype
Rle

Destinations

(3 AhsayCBS (Most 1051211780

Migrate Data

MIgrate existing 0aa 1o atest version

Ratention Policy

' Run Hetention Policy after backup

6.  The following screen will be displayed to indicate that the backup job is successfully

completed. You may click the . button to check for the backup log.
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3ackup

AhssyCBS (Host 10,3121 17804
G o Sackup Compieted Successfully

Estimated time left
Badhed up
Elapsed time
Trarsfer rate

0 sec
Qb (0 fite, G directory, 0 link}
8 sec
Qivs
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7. Once you are done with checking the backup log, click the Close button to return to the
previous screen.

Show | A8 v

Sovn | AhsACS B 0228 )
Savnig encrypied Backup o1 e
schup . |Dedophcaton: ensbibed, Dedupbconon scope Ml fes sthin e Same backup s2, Mgrne Deka: dsabled]
ST MEITVOESS 1268202127

OO htys 09 S2rvey

Sean

Ssing Temparary Divedrony CAUser SRl e ac e frp 16

Downoad g server Sle st
Deramihiand valel nddes Bles from bachug ol "Currern™ tn "Tllbers\Admenairane scliienp 021 2681 266270859 10812
Dunninading server e hs. Comnpleted

Resdng bachup scurcn fram haed dek

Rosding bathup seures from haed dab_ Compfered

QCQOQQQQQQOOOQOQQOOOOQQf

{New Divectoryf.. C 2
{New Dirertory].. CiUsers 3 -
Cilsers'Admirasiraine =2
[Now Dirsttony.. ChlserdAdmirexiratonr Deskios 2
Neew Direcrory]., Cllsers'Administratar Desbiogtest ks :-2é
Nwrw Diracionyd. ColUsmrs'Admiristraroet Desbiapins: Nhs Folder? 14
Poaw Dyrwetory].. CUvers'Edministraion Deshiopties: iy Foldard 2
Now Fiv) . 100% of “Cilharsadmirstrane\Desbiopioest Al 2
(Wmw Fhe) . 1 2% of “Clisersiashmn i asorOesinsgromt Hevimage T iy
[New Fie) . 26% of "C\Wige e morDeskiogrars ey :
[New Hie) . 2 L sersiAdmmn ety soriJestaapaess flesime
INew Fle] VAN kar anoDesirginess tlesimage2
{New Fle] . 60% VA n sy o rDesiospiiest Hesimage21 jp v
New Fel, 72% AT in ey e s
Logs per page | 50 - v
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14 Restore Data

14.1 Restore Method

AhsayACB supports two restore methods:
e Traditional Restore

e OpenDirect Restore - applies only to File backup sets with OpenDirect feature
enabled

For more details on the differences of the two restore methods, refer to Benefits of using
OpenDirect Restore.

14.1.1 Traditional Restore

1. Log into the AhsayACB application according to the instructions in Chapter 8
Logging in to AhsayACB.

2. Click the Restore icon on the AhsayACB main interface.

(2,

Restore

3. All the available backup sets for restore will be listed. Select the backup set that you
would like to restore data from.

Please Select The Backup Set To Restore

Sort by

Creabon Time &

BackupSet-1
Ownes wi-pro
Last Sackup: Monday, january 03 2022 1424

Sample Backup

O wi-peo

Last Backup: Tuesday. Jarwary 04 2022 1150
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4. Select where you would like to restore your data from.

Select From Where To Restore

E Sample Backup

@ AbsayCls

Host 1031219780

5. Select to restore files from a specific backup job, or from all files available. Then,
select the files or folders that you would like to restore.

There are two options from the Select what to restore dropdown menu:

@ Choose from files as of job — This option allows you to select a backup version
from a specific date and time to restore.

Select what to restore

Choose from files as of job W || 07/22/2020 w || Latest w

Choose from files as of job

Choose from ALL files

MName

Select what to restore

Choose from files as of job w || 07/22/2020 w* || Latest w

Show filter 07/22/2020

Select what to restore
Choose from files as of job w || 07/22/2020 w

Show filter Latest

Folders
= @ Ahsay(BS s C
B-Ea
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@ Choose from ALL files — This option allows you to restore all the available
backup versions for this backup set. Among all the available backup versions,
you can even select only some of the backup versions of a file to restore.

Select Your Files To Be Restored

Select what to restore

Choose from ALL files v
Show filter
Folders Name Size Date modified
- ) Users ™ £ File 1.oxt 156KB  07/22/2020 11:51

20 | Administrat A G Fije 1 0 16KB  07/22/202011:49

DM Deskiop & File 1.0 3KB  07/22/2020 11:40

&0 L 157308 B File 2.0t 38KB  07/22/2020 11:51

Foldel @ File 2.0t 13KB  07/22/2020 11:48

New BR ) File 2.t 3KB  07/22/202011:40

New ) ] Report 1.rtf 21KB  07/22/2020 11:49

bin "U@  Reportt.nif 36KB  07/22/2020 11:44

] obet ™ G [ Report 2.rtf 36KB  07/22/2020 11:49

< il ' nhl > M Report 2.rtf 36KB 07/22/2020 11:44

The following is an example showing all the available backup versions of the
File 1.txt file. The latest version is shown in solid black color and all the previous
versions are shown in grey color. You can identify the file version from the Date
modified column.

MName Size Date modified
d File 1.t 156KE 07/22/2020 11:51
File 1.txt 16KE 077222020 11:49
File 1.txt KB 0772212020 11:40
|_1 File 2.t 3BKE 07/22/2020 11:51
File 2.txt 13KE 07/22/2020 1148
File 2.txt 3KB 07/22/2020 11:40
= Report 1.rtf 21KBE 07/22/202011.49
Report 1.rtf 36KE 07/22/2020 1144
= Report 2.rtf 36KE 07/22/2020 11:49
Report 2.rtf 36KE 07/22/2020 1144

When the restore is done, you will see all the selected backup versions in the
restore destination. The latest backup version has the file hame as the original
file, while the previous versions have the time stamps added to their file names
for easy identification.

Mame " Date modified Type Size

|j File 1 7/22/2020 11:51 AM Text Document 157 KB
= File 1_2020-07-22-11-47-55 7/22/2020 11:40 AM Text Document 4KB
d File 1_2020-07-22-11-50-02 7/22/2020 11:49 AM Text Document 16 KB
d File 2 7/22/2020 11:51 AM Text Document 38 KB
d File 2_2020-07-22-11-47-55 7/22/2020 11:40 AM Text Document 4KB
|_.'| File 2_2020-07-22-11-50-02 772272020 11:48 AM Text Document 13 KB
= Report 1 7/22/2020 11:49 AM Rich Text Document 22 KB
=] Report 1_2020-07-22-11-47-55 7/22/2020 11:44 AM Rich Text Document 3TKB
%] Report 2 7/22/2020 11:49 AM Rich Text Document 36 KB
%] Report 2_2020-07-22-11-47-35 7/22/2020 11:44 AM Rich Text Document 3TKB

Click Next to proceed when you are done with the selections.
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6. Select to restore the files to their Original location, or to an Alternate location.

Then, click Next to proceed.

@  Original location — The backed up data will be restored to the computer

running the AhsayACB under the same directory path as on the machine storing

the backup source. For example, if the backup source files are stored under
be restored to

Users/[User’'s Name]/Downloads as well on the computer running the

Users/[User’'s Name]/Downloads folder,

AhsayACB.

the data will

Choose Where The Files To Be Restored

Restore files to

@ Ongnal locatior

Alternate lecation

Alternate location — You can choose to restore the data to a location of your
choice on the computer where AhsayACB is running or to a network drive.

www.online-backup.dk

To restore to a location of your choice on the computer where AhsayACB
is running, click Browse. Select the location and click OK.

@ Change Path b
LS ]
00SO| iy s \ mom wred
[ ——
-
Recert
Restore files |
Qriginal g -
@ Alternate Leskien
Cocurserty
Up
This 7C
‘& Folder pame sers \Admnest stor Documents i termate Resiore LOCso l;]
Petaork Fries 1 gype 2l e Cancel

To restore to a network drive, enter the network address where you want
the backup files to be restored.

Choose Where The Files To Be Restored

Original location
@ Alternate location | \W125.5.184 23'alternate Browse

This share requires access credentials
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Check the box beside This share requires access credentials if the
network drive was set up with password. Enter the User name and

Password.

Choose Where The Files To Be Restoread

Restore files to

Original locatior

125.5.184 2% restored Browse

o' Alternate locatior
| This share reguires sccess credentals

ser name (e 4. gomalnusername)

7. Click Show advanced option to configure other restore settings:

Restore files to
®) Criginal location

Alternate location

Show advanced option

Restore file permissions
Delete unmatched data in restore location

Verify checksum of in-file delta files during restore

Hide advanced option

@ Restore file permissions

Restore file permissions are disabled by default. When you perform a file restore
on shared files or folders using a shared computer, it is recommended that you
enable Restore file permissions by ticking the checkbox so that the files restored
will not be fully accessible to everyone using the shared computer.

@ Delete unmatched data in restore location

By enabling this option, the restore process will attempt to synchronize the
selected restore source with the restore destination, making sure the data in the
restore destination is the same as the restore source. Any data created after
backup will be treated as “unmatched data” and will be deleted from the restore

source if this feature is enabled.
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Example:

i) Two files are created under the Document folder 01, namely doc_1 & doc_2.

v % | Document folder 01
Home Shace View
- + » ThisPC » Documents » Document folder 01
# Quick access
it | i d
Files initially create
Downloads .
$ Dow DOCX DOCX
51 Documants !
doc_0l.docx doc_02 docx
= Pictures

ii) A backup is performed for folder Document folder 01.

iii) Two new files are created, namely doc_3 & doc_4.
5 | Document folder 01
Mome Share View

— S » ThisPC » Documents » Document folder 01

o Quack access

B Desitop *

& Domieds: & DOCX DOCX DOCX DOCX
% Documents ’

doc_01.docx doc_0Z.docx doc_03.docx doc_0d.docx
& Pictures ’ 1 1 1 1

Files created
BEFORE backup

Files created
AFTER backup

iv) A restore is performed for the Document folder 01, with Delete unmatched
data in restore location option enabled.

v) Since doc_3 & doc_4 have never been backed up, therefore they will be
deleted from Document folder 01, leaving only the two files that have been

backed up.
® | Document foider 01
h Hewe ihare Vien
- i » e dd Decumens Document felder 0V

# Quek access

RS 3 Fill aln afte ated
¢ es remain r restore cre.
- Dkl pocx pocx
s Documents ¢
dec Dl.decs doc (2 doce
& Pictures ¢
WARNING

Please exercise extra caution when enabling this feature. Consider what data in
the restore source has not been backed up and what impact it would cause if
those data were deleted. Prior to the data restore and synchronization, a warning
message shows as the one shown below. Only clicking Yes will the “unmatched

data” be deleted. You can click Apply to all to confirm deleting all the
“‘unmatched data” at a time.
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@

Verify checksum of in-file delta files during restore

Verify checksum of in-file delta files during restore is disabled by default. When
you perform restore for non-RunDirect backup set, you can enable the feature
by ticking the checkbox so that the checksum of in-file delta files will be verified.
As the feature will make the restore process time longer, it is recommended to
enable the feature only if you want to verify if the merged files were correct.

8. Click Next to proceed when you are done with the settings.
9. Select the temporary directory for storing temporary restore files.

By default, the temporary files are stored under the temp directory of the user profile
directory. In case the same directory path does not exist in the computer you are
running AhsayACB, you have to click Browse to define a new location for storing the
temporary files. Otherwise, you will not be able to perform a restore.

Temporary Directory

Temporary diractory for storing restore files

CAUsers\Admunstraton, act\temp Browse

10. Click the Restore button to start the restore job.

Temporary Directory

Temporary hreclony foe Storng restore Nies

Clusers\Admnistratort. achiemp Hrowse
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11. The following screen will be displayed to indicate that the restore job is successfully

completed. You may click the button to check for the restore log.

Restore

m Sample Backup

G AhsayCBS (Host: S0 121.17°80) a

« Hestore Completed Successiully

sted Ume leflt O sec

o8 (0 filg)

2 S8c

oS

12. Once you are done with checking the restore log, click the Close button to return to

the previous screen.

Show - All v

-
=
o

[=l=I=l=l=le-lwleef el f e ]

e

Start [ Ay ACE VA0 24

Same fle "Clser\dmimnaranes Desktupites (ledid A ensts slrosdy
Seme fle "l rdAdrmereatratr \Desbingliest ifesimage 35 2" omts abtuadly
Same fie "C\LseriVAdimmsirats Desbiogtles flevimage 7 oy it sreody
Serne fle "Clbserd\Wdrmemesirator Desbiog' e Iles's ety abesdy
Seene e "C\Ubsers\Admrmisiratoe Deshoghies: Mhes)! 515 abeady

Some e "Tllbser s Adimemstsator Deshiopliest Mesy

Seme fie " ilisers\Admemvsiraton Deshroghies flesn ‘

Same fle X TersIrate DeshTopiaes: Hes\Tes Fie 11" ewsts shaady
wne fie < sty aon Deshiogliex Mlessea T DI exsts slroady
wne Mo “Cllbser\Adminmsiraton Deshrogtes Nevaestd it evsts abmady

s e “CsareSdmenssmraton Deskingties: Mevsmagedd ing” swnts sbresdy

Same e by

Adrraretrane\ Deshingttes Novemages 1 jpg” e abnady

Nexzare Campleind Sucowashisly

Logs per page S0 v Page 1/1 w»
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14.1.2 OpenDirect Restore

This restore method applies to backup sets created with OpenDirect restore enabled only.

IMPORTANT

Before you proceed with the OpenDirect Restore, make sure the following
dependencies are fulfilled. Failure to do so may cause the restore to fail.

© Microsoft Visual C++ 2015 Redistributable (x86) / (x64)
https://www.microsoft.com/en-us/download/details.aspx?id=48145

© Update for Universal C Runtime in Windows
https://support.microsoft.com/en-us/help/2999226/update-for-universal-c-runtime-
in-windows

O Microsoft Security Advisory 3033929 (for Windows 7)
https://technet.microsoft.com/en-us/library/security/3033929.aspx

1. Loginto the AhsayACB application according to the instructions in Chapter 8 Logging
in to AhsayACB.

2. Click the Restore icon on the AhsayACB main interface.

(2,

Restore

3. All the available backup sets for restore will be listed. Select the backup set that you
would like to restore data from.

Please Select The Backup Set To Restore

Sort by

Creation Time

OpenDirect Restore
Owner. wil-pro
Last Backup: Wednesday, puly 22, 2020 12:26

OpenDirect Restore 01
Owner: wib-pro
Last Backup: Wednesday. puly 22, 2020 12:27
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4. Select where you would like to restore your data from.

Select From Where To Restore

E OpenDirect Restore

AhsayCBS
Host: 10.16.10.12:80

5. Select Open backup data directly without restoration (OpenDirect).

Please Choose A Restore Mode

Restore mode
Normal restore
®) Open backup data directly without restoration (OpenDirect)

Show advanced option

You may select the Read timeout limit by clicking Show advanced option.

Read timeout limit
Default v

Default yption

Unlimited

This selection defines the duration when the OpenDirect restore session will be
disconnected if there is no response from the mounted compressed file or image.

» Default — This setting should be suitable for compressed file or image located on a
local, removable, or network drive. The time out value is15 seconds.

» Unlimited — the connection will not be time out when this is selected. This
selection is recommended under the following usage:

= Backup destination is a cloud stroage.
= AhsayCBS over the Internet.

= Alarge compressed file or image with large incremental delta chain.

Note

If in doubt or unsure about the compressed file or image size or network stability, it is
recommended to use Unlimited.

Click Next to proceed when you are done with the selection.
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6. Select to restore files from a specific backup job, or from all files available, then select
the files or folders that you would like to restore.

Select Your Files To Be Restored

Select what to restore

Choose from files as of job W | 07/22/2020 w || Latest w

Folders Name Size Date modified
=@ AhsayCBS ] - OpenDirect Restore 01.zip 13KB 07/22/2020 12:22
2B C\ ¥ OpenDirect Restore 02 zip 60KB 07/22/2020 12:22
=@ | | Users ¥ ¥ OpenDirect Restore 03.zip 2KB 07/22/2020 12:22

- | acbuser

7. Select a temporary directory for storing restore files, then click Restore to start the
OpenDirect restore.

Temporary Directory

Temporary directory for storing restore files

Di\Temp Browse

8. Click Restore to start the restore. The status will be shown.

9. You will be prompted to select drive letter where you wish the mounted files to be
mapped on your machine, click OK when you have finished selection.

Please choose a drive letter, and also add the drive to exception list of antivirus or

security software in advance,
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10. The following screen shows when you perform OpenDirect restore for this backup set
on this machine for the first time only. Make sure you click Yes to confirm mounting the
file(s) on this machine. Clicking No will exit the restore process.

o Vinual File System Driver - Driver is not instalied, Install?
-

. Apply to all

11. The selected drive letter will be mapped and prompted in the Windows Files Explorer
with the files you wish to restore shown.

T «= > OpenDirect (G:) »

3 Quick access C
@ OneDrive
B This PC

- OpenDirect (G:)
C

12. You can now click on the files to view them directly from here, which will be in read-only
mode.

» OpenDirect (G:) » C_ » Users » achbuser »

ke

MName Date modified Type Size
: OpenDirect Restore 03 7/22/202012:22 PM Compressed (zipp... 2 KB
OpenDirect Restore 02 7/22/202012:22 PM Compressed (zipp... 61 KB
OpenDirect Restore 01 T/22/2020 12:22 PM Compressed (zipp.. 13 KB

If it is a zipped file, you can directly click on it to see all the individual files inside.

<« C_ » Users » acbuser » OpenDirect Restore 01 > OpenDirect Restore 01 v O
~
Name Type Compressed size Password .,
'&| AlertMessageFive PNG File 3KB No
li} AlertMessageFour PNG File 3KB No
&| AlertMessageOne PNG File 3KB No
8] AlertMessageThree PNG File 3KB No
&| AlertMessageTwo PNG File 3KB No
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You may also copy individual file(s) you wish to restore toyour local machine.

« C_ » Users » acbuser » OpenDirect Restore 01 » OpenDirect Restore 01

Fat

Mame Type Compressed siz
& AlertMessageFive PNG File
E] AlertMessageFour PMG File
@ AlertMessageCOne PRI File
@ AlertMessageThree Open
E| Alerth i
|j erthessageTwo Copy
Properties

13. The mounted drive letter cannot be ejected from the Windows File Explorer, it will only
be closed when you exit AhsayACB.

i Local Disk (C)

B8 DVD Drive (D) CCCOMA_XE4F

= Temp1 (E)

- Temp2 (F)

¥ o OpenDirect (G:)
v C

v Users

achuser

When you have finished restoring the necessary files, you can go back to AhsayACB
and click Cancel to exit the OpenDirect Restore.

@ AnsayAce - o X
E OpenDirect Restore
AhsayCBS (Host: 10.16.10,12:80)
G Mounting virtual file system,..Completed
Elapsed time 19 min 27 sec
Transfer rate  Obit/'s
wa OpenDirect (G) Q
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2 re you sure to stop the OpenDirect?

Stop the OpenDirect

IMPORTANT

1. As a result of the limitation of the virtual file system library, the mapped drive will only
be unmounted from your machine when you exit AhsayACB. In other words, each
OpenDirect restore session on AhsayACB can only mount and unmount once.

2. OpenDirect restore of file backup sets:

» Wil not show up on the Restore Status tab in Live Activities of the backup
service provider AhsayCBS. Restore Status tab in Live Activities only applies to
the restore performed directly through AhsayACB.

> Will not generate restore reports or report email on backup service provider
AhsayCBS.

»  Will not generate restore log on AhsayACB.
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14.2 Restore Filter

This search feature allows you to search directories, files, and folders.

To make it more flexible, the search feature offers filtering. You can add additional pattern

upon searching. Pattern includes the following criteria:

© Contains

These are Directories, Files, and Folders with the name containing the specific letter

or word.

O Exact

These are Directories, Files, and Folders with the exact or accurate name.

O Start With

These are Directories, Files, and Folders with the name starting with a specific letter or

word.

© Ends With

These are Directories, Files, and Folders with the name ending with a specific letter or

word.

It also has the Match Case function, which serves as an additional accuracy when searching

for any specific directories, files, folders, and mails.

For more detailed examples using the restore filter on AhsayACB, refer to Appendix B:

Example Scenarios for Restore Filter.

1. Login to AhsayACB according to the instructions in Chapter 8 Logging in to AhsayACB.

2. Click the Restore icon on the main interface of AhsayACB.

3. Select the backup set that you would like to restore.

@ arcagacs

Sample Backup Set 01
Caner. wil-pre

Last Backup: Tuesoay, August 27, 2019 1629

Sample Backup Set 02
Canyer wil-pro

Nealy created on Tuesday, August 27, 2019 16:28

Sample Backup Set 03
Owner. wil-pro

Nowly created on Tuesday, August 27, 2019 16:28

Please Select The Backup Set To Restore
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4. Select the backup destination that you would like to restore backed up items to.
@ aragack - 0 *

Select The Destination From Which To Restor...

m Sample Backup Set 01

G AhsayCls

Host 101600 04

5. Click the Search located on the lower left side of the screen.

@ areagack - O
Select Your Files To Be Restored
Select what 1o restore
Choose from files as of job w0 || 0R/272018 | Latest w
Fobdery Nune See Date rrvabhiesd
@ Ahssy(BS -
terrs perpage (S0 @ Page 11 v
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6. Click the Change button to change the path of the restore items from other location.

@ arcagacs

Look In

| Search subfaiders

Name

Pattern

Match case

Datwe maddfied

@ asreagace
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@ arcagack - m]

Look in
CAUsersiAdministratorDocumentsiTesthiles Change
Search subdolders
Kingd Type Pattern
Fies and Directories & | tontains - Maloh case
Name I Fricer St TDeerr mudiol
TR Per Page ) > 12 v

[=]

7. Tick the Search subfolders to include available subfolders upon searching.

Search subfolders

w| Search subfolders

8. Select from the following Kind of files you want to search.

¢ Files and Directories
e Files only
o Directories
9. Select from the following Type of filtering you want to search.
e Contains
o Exact
e  Starts With
e Ends With

10. Enter a pattern you want and tick the [Match case] box if you want to accurately search
for a specific file.

Pattern

Match case
Pattern
Sheet v Match case
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11. Click the Search button and the result will be displayed.

Search

12. Check all the items or check a specific item that you want and click the OK button to
proceed, and you will return to the restore main screen.
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15 Mobile Backup and Restore to AhsayCBS and
Predefined Destination

To perform a mobile backup and restore to AhsayCBS and/or Predefined Destination, follow
the instructions below:

1. Backup photos, videos, documents and 2FA accounts from Ahsay Mobile app to
AhsayACB local destination. For more detailed information, refer to Chapter 10 of the
Ahsay Mobile User Guide for Android and iOS.

2. Create a File backup set according to the instructions in Chapter 11 Create Backup
Set with the following setup:

» The backup source should be the photos, videos, documents and/or 2FA
account(s) backed up in the AhsayACB local destination. In this example, the
backup source is located in: C:\Mobile Backup\%Mobile device%

4 \en

LA
‘ o2 OND Dviee @)
W Natwork v
& e Lluraries

Show files

A et e [5x] [t ]

» The backup destination must be AhsayCBS and/or Predefined Destination
(i.e., Google Drive, OneDrive, Wasabi, etc.)

[inenss ] [fonie ]| conia ] | vinv ]
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https://download.ahsay.com/support/document/v9/guide_ahsay_app_user.pdf

» The OpenDirect Restore feature must be disabled.

OpenDirect

DpenDirect

oft [ |

Support of opermg Dackup 0ata directly without restoranon

When OpenDirect is enabled to oplimize restore performance Do Compression and encrypton will
De tsabded for this backup set

Once OpenDirect 15 enabled and the seiting o saved, i cannot be disabled without re.creating the
backup set

3. After creating the backup set, run a backup job according to the instructions in
Chapter 13.2 Start a Manual Backup. Below is an example of a backup report for
mobile backup data.

Show | All v

Type Leg Tere
© St [AtayACR V00224 ) 111052001 1428948
0 Saving entrypeed bockup set encryption keys 10 server 144548 ~
©  SuetBackup . PAigrace Delta: Incrermental] 12w B
©  Vsrg Temporary Drectory Cillsers\Adminmiranor L ackitemp) 163600405301 6\0B59 16360940725 144040 |
o SLaet running pre-commmands 21 134950 E
o Finlshed runting pre-commands 1243% §
©) Dowrloading server file list 14450 §
o Dowrloading server file It . Completed 144550 B8
0 Raading backup soarce from hard dish T 1aasst
o Reading backup source from hard dab_ Completed 1845952
© PiewDirectsey).. € 184953
©  [Mew Dwectacy].. CA\Mobite Backup 21 14:4%:53
o [New D eciecy].. CAMobiie Backup'\Androidv! G 1LOSV2621 134953
©  Mew Direcsry).. C\Mobile BachuiAndesidyi 0\ 636092606550 11052021 143953
0 New Directacy] . C\Mobitke Backup'Androldy PEVEET 1 e FPND 1 sp Sk VWUWIOOLSY g ARIM b 11052001 144953
©  ew Directory).. C\Mobile Bachup!Androldvi 0N 636032696550 iocks 1105/2021 124953
©  ew Direcery) . C\Mobie Backup\Andreldv) DUBxOOVERT 1 es FRNG TsEbwiLUVWUWXSLSVRRRIMuS 11/0%2021 18:29:53
o New Directary].. CAMobike Backup\Andruidv! 001 636002606550 blocks\ 2021, 11.0514.22.20 3 184553
©  [MNew Dectary]. CA\Mobike BackuptAndroidv! 011 6360926965 50block 1105-14-22-200 144953 V¥
B0 A B0l Ok bl D n b h A i 8 A0 Al AMIIE o RIS i 1 AR ARV S0 0000 A LLAS ORI LAANED

Logs perpage |50 w Page /4w
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4.

Restore data according to the instructions in Chapter 14.1.1 Traditional Restore.

There are two (2) options to restore data from AhsayCBS and/or Predefined
Destination to the mobile device, Original location, and Alternate location.

[»]

www.online-backup.dk

Original location - data will be restored on the original location which is the
backup destination for your mobile device.

Using this option, you can perform seamless restore to your mobile device as
the location is the same with the mobile backup destination.

Alternate location - data will be restored on an alternate location which can
be setup anywhere in the AhsayACB local machine. If you choose this option,
then restoring to your mobile device will have to be manually done. There are
two (2) options available.

NOTE: Restore to alternate location is not supported on another AhsayACB
machine. Options 1 and 2 must be on the original machine where the
backups were performed.

In case the original machine is no longer available, AhsayACB will be able to
restore the photos, videos, documents and 2FA accounts from AhsayCBS or
Predefined Destination to the mobile backup destination folder. However, as
the mobile devices were not originally paired with the new installation or
machine, the mobile devices will not be able to restore the photos, videos,
documents and 2FA accounts from the AhsayACB.

» Option 1: Copy the restored data from an Alternate Location to the
Original Location which is the backup destination for your mobile

device.
Example of the Alternate location:
C:\Alt Location

* o Tok 0
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Example of the Original location:
C:\Mobile Backup
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You can now use the Ahsay Mobile app to restore the photos and
videos back to your mobile device.

Option 2: Copy the restored data from the Alternate Location to your
Android or iOS mobile device.

Instructions:

For an Android device, you need to plug your cable and transfer the
restored data from the Alternate Location to your mobile device
storage.

Example of the Alternate Location:

C:\Alt Location

Mame  Thew e themazr L
7 ‘ % thew e » , B vt -
- S s e 7 it anee
o .":,: Ruephe & iy " vt e
. T T L COAR LGS, Wk B gt Androwly 1A NI O0RSSE S S0 bk b 00 1105 44-22- 090 ve
< Fyointes - "
W Cwbscy ] coven0 w
B Cuwrisad A 00000 L ' .
3 Recont pleces ] ooccer 4 "
= wonod 1 '
A e ~ tooess ' "
1| Cocumann ) 0o00ay i "
o Mk ad 00000 L
-~ Ot i~ Docoe? ™
| . R =] oo "
-~ oeey [T
L
B Loow D 000
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-
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Mobile device storage: Android device Internal storage and SD card
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* For an iOS device, you need to transfer the restored data from the
Alternate Location to iCloud.

Example of the Alternate Location:
C:\Alt Location

Bows Teen
Hame e are Paesagr Y
" X = % thew ttees » 3 B st
4 . adll L L DR o et nuee
¢ Owwie L Mot “
* Naan - ey [ et salactias

- T T L CAAR O Whode B gt St ouly 1IN 6T O0RISSE S0 bk G001 11-05- 44-22-29 v G . P
& Fyeintes Bt o
W v ] cooon0 i W "G
B Cumrisaty A 00008 " [ i Fie
1. Recent pleces ] ooccer W] 1AL PR
= s L
A e ~ 00000 sz " e e
1| Coxurmant o oaeay u
o Mk 000008 ! d o
-~ Ot 1~ docea? VI " >
H roa 0000 .
ol toooy 1 1 " . a
L

B Lot Do 000
4 vhew (W IR0 phes comprter)

ARTe =P

Upload to iCloud using the iCloud app

& losd - x

iCloud

1

B iclows Drive

T

[

hY)

B ot Optiden.

3|

D Mall Comacts, Calendars. and Tasks

w AR

It

2 (1 Bookwads pron
Aki Sam Tom S
ScLsam som Sgmal.com
Voo have 500 G8 of iClood stceage
l 197G Sunage
Ao deteih.. e
Sgn ot Aeyly Clenm

www.online-backup.dk



http://www.online-backup.dk/

16 Contact Ahsay

16.1 Technical Assistance

To contact Ahsay support representatives for technical assistance, visit the Partner Portal:
https://www.ahsay.com/partners/

Also use the Ahsay Wikipedia for resource such as Hardware Compatibility List, Software
Compatibility List, and other product information:
https://wiki.ahsay.com/

16.2 Documentation

Documentations for all Ahsay products are available at:
https://www.ahsay.com/jsp/en/downloads/ahsay-downloads documentation guides.jsp

You can send us suggestions for improvements or report on issues in the documentation by
contacting us at:
https://www.ahsay.com/partners/

Please specify the specific document title as well as the change required/suggestion when
contacting us.
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Appendix

Appendix A:

Uninstall AhsayACB

Follow the steps below to uninstall AhsayACB from your Windows.

1.

Go to Control Panel > Programs and Features > Uninstall a program, then look for

AhsayACB and double click on it.

Adjust your computer's settings

System and Security

Review your computer's status

Back up your computer
Find and fix problems

Network and Internet
View network status and tasks
- Choose homegroup and sharing options

/ Hardware and Sound
View devices and printers
Add a device

Programs
Uninstall a3 program
et programs

@,
.‘W
2
@

View by:

User Accounts

'5' Change account type

Appearance and Personalization
Change the theme

Change desktop background
Adjust screen resolution

Clock, Language, and Region
Change keyboards or other input methods
Ease of Access

Let Windows suggest settings
Optimize visual display

Category ¥

Uninstall or change a program

To uninstall a program, select it from the list and then click Uninstall, Change, or Repair.

Organize =+  Uninstall

.
MName

[E27-Zip 15.14 (x64)

Adobe Flash Player 16 ActiveX
Adobe Reader XI (11.0.16) MUI
(=) AhsayACB

Publisher

Igor Pavlov

Adobe Systems Incorporated
Adobe Systems Incorporated
Ahsay Systems Corporation

Installed On  Size

2/18/2016 472 MB
5/28/2015 6.00 ME
5/31/2016 643 MEB
2/3/2017 248 MB

Yersion

1514
16.0.0.257
11.016
79.20

@ Windows needs your permission to continue

If you started this action, continue.

—

kg
_ﬂ Details

Microsoft Windows

Uninstall or change an application

Continue J

Cancel

User Account Control helps stop unauthorized changes to your computer.
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3. Click Yes to confirm and proceed with the uninstallation.

\  Are you sure that you want to completely remove AhsayACB and all of
V' its components?

4. When you see the following screen:

Uninstall Status
Please wait while AhsayACB is removed from your computer.

Uninstalling AhsayACB...

p
Uninstall l—_“’:J

@ Choose Yes to keep all user settings and the encryption keys associated with the users.
If you are likely to install AhsayACB on the same machine in the future again, the user
settings, e.g., login details, backup sets and so forth will remain in
C:\Users\[username]\.acb by default. The screen capture below shows the folders
remain in the machine after uninstallation.

— ‘/;/\ =0 - —
6\ 2 I | C:\Users\shsay\.ach :] @j I':.er:rcn @
File Edit View Tools Help
Organize v | Views ¥ @
Favorite Links Name: = | +| Date modified | -] Type |+ size |+
|, cache 11/25/2016 12:5... File Folder
I Documents . config 11/28/2016 6:03...  File Folder
[ Ppictures | ipc 11/25/2016 12:5... File Folder
EJ" Music 1. log 12/15/2016 11:5... File Folder
e % | statistics 11/25/2016 1:03... File Folder
|, system 11/25/2016 1:03... File Folder
Folders A

@ Choose No to delete all user settings and encryption keys with this uninstallation.
Please be reminded that the encryption keys are not retrievable once they have been
deleted unless the encryption keys have been uploaded to AhsayCBS server, and
therefore it will no longer be possible for backup user to recover their encryption key in
case do not have a separate written record.
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5. The following screen prompts when the uninstallation is completed.

4
[/

0) AhsayACB was successfully removed from your computer.
>

6. (Optional) For a complete removal of all AhsayACB-related files in your machine, please go
to C:\Program Files and manually remove the AhsayACB folder.
m I 1. C:\Program Files _'_l m lSEafch @1
File Edit View Tools Help

Oganze v [Hivews v [open 3 Share ®

Favorite Links _Name = [ Date modified [ -] Type [-] Size. [-]~
|| AhsayACB 11/28/2016 3:52PM  File Folder
IE| Documents |, AhsayOBM 12/15/2016 7:27PM  File Folder
Ej Pictures | . AhsayOBM NFS 12/15/2016 7:27 PM File Folder
@ Music | CloudBacko Home 10/26/2015 10:08 AM  File Folder
More » 1. Common Files 2/18/2013 9:51 AM File Folder
.. Internet Explorer 2/14/2013 5:29 PM File Folder

Folders A L Java 2/18/2013 9:50 AM File Folder -:'I_.I
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Appendix B: Example Scenarios for Restore Filter

Example No.1: Restore filter setting from C:\Users\Administrator\Documents\TestFiles with filter type
Contains

Location: C:\Users\Administrator\Documents\TestFiles

Search subfolders: True

Kind: Files and Directories

Type: Contains

Pattern: Set

Match Case: True

Follow the step-by-step procedure indicated on Restore Filter.

@ Atayacs - o X

Sedrch

Look in

CAusers\administrator Documents TestFiles (hans.

| Search sublolders

King Tyoe Pattermn

Fles and Directonies & | | contams v et | Match case
Name W Foldey Sze Doe modibed

items per page | 50 v Page - w
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@ Amwace o

DK |

Charge
Typ Patrern

Bles and Direcioeles & | containg - at v Match tas=

D i)

Searctn, Stop

" ot Dore (rmdfien
nems per page S0 0w Sade W

@ amwace o x

aonDocumerss\TestRles Change

Kind ype PaTerT

In Fukder Sow Quiw ot tradt
10803 ey st Doty s et des

CiVmers ey sty Cocmes e »

R -
A ST st oo aen 0T et ¥

asnsa

C: Ly Adreray sty Coamen i mmt™her

Mems per DaEe | 50 v Page 111w

Explanation:

All files and directories under C:\Users\Administrator\Documents\TestFiles that has the pattern that
contains with ‘Set’ with match case set to true will be included upon performing search.

As you can see on the screen shot above, the result panel contains the Name of the file or directory,
Directory which are indicated In-Folder column, Size, and Date Modified.

The restore filter setting includes the Search subfolder and Match case set to true. This means that it
will include all available subfolders in \TestFiles upon searching. And it will strictly search only the
specified pattern and case which starts with ‘Set’.

www.online-backup.dk



http://www.online-backup.dk/

Example No.2: Restore filter setting from C:\Users\Administrator\Documents\TestFiles with filter type

Starts With

Location: C:\Users\Administrator\Documents\TestFiles

Search subfolders: True

Kind: Files

Starts With

Type:

Pattern: A

Match Case: True

Follow the step-by-step procedure indicated on Restore Filter.

@ Atnayacs

Search
Luok in
CWsers\AdministratoriDocumens TestFlles

| Search subfciders

Change

King Tyoe Pattern
Fles ondy W (stanswith » (A | Match case
Name In Fojder Size Gate rodfied
iems per page | S0 v Page ~
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@ Atwacn o X

Look In
CAUsersAdministrazonDocumerssiTestRles Change
o] Search subfoiders
Kingd yoe PO
Fles ony W datswith w A o Natch case
=
Searching Stop

Tame m fakdar we Dutw rrzst st
Mems pey Dage | 50 v Page ~

@ Amapace o X

Lagk in
CAserpAdmInsraonDocurerss TastRlns Change

] Search sutfoldery

Kird Type Paztern

’ o~y v T wiN | A 7 Batch case
Sesech

Lnery'Adeenstes tor Docrserts Teef e

N R ek W ¢ At 0 by OoOsests (TesFies
B A Pastaged004 5o O Yy At st Dooueres Teef e
A om0t gy € ovars Agvwent 11y Docurserda Tes e
Atteratarar 2014 Ax T s At s v Dooaweres TesFiny
Attarciarce 2018 doc C-Lisers\ Advemetraior Docurserts Testes
Ansrdnge s O Weer s\ Aswrwst e b Doouseer s (Testles
Attadarce 2017 doc C-aary\Adrenta tor Docurseres Tee S les
ANeiexe S0 K< ooy Advratia ke Oooureerfy Testies
IHems P page | 50 v

Explanation:

All files and directories under C:\Users\Administrator\Documents\TestFiles that has the pattern that
starts with ‘A’ with match case set to true will be included upon performing search.

As you can see on the screen shot above, the result panel contains the Name of the file, Directory
which are indicated In-Folder column, Size, and Date Modified.

The restore filter setting includes the Search subfolder and Match case set to true. This means that it
will include all available subfolders in \TestFiles upon searching. And it will strictly search only the
specified pattern and case which starts with ‘A’.
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Example No.3: Restore filter setting from C:\Users\Administrator\Documents\TestFiles with filter type
Ends With

Location: C:\Users\Administrator\Documents\TestFiles

Search subfolders: True

Kind: Files and Directories

Type: Ends With

Pattern: g

Match Case: True

Follow the step-by-step procedure indicated on Restore Filter.

@ stmeyacs - a X

Searcn
Laok In

ChUsers\Administrator\ Decuments\TestHles Change
| Searth subfolders
Kingd Type Pattern

Ries and Drectones & | jendswith | ' 8 o Match case

Nane In Fokdes Sie Date modties

Items per page [ 50w Page - w
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@ Amwacn

Look In
o Search subtoiders

Kind

Files and Drectone

Narnie

ems per page | 50

ClAUsers\Administrazon DocumerssiTestRies

ype PaTOrT
engswith w | g
n fakler

Dan mazthedd

@ Atnwpaln

Look In

o) Search subfoickens
Kind

Fles and Directones

Search

Narve
 Aerwmace000]05
& el "
= NorSwsmece(001 55
" Ao P (004 £
& Martbnage(001 g

tems per page 50

v

v

Clusers\AdmnistratoriDocumentsi TestFdes

Type Patterr

enciwith & . g

W Tedder

Cisers A o Coosmete Tentfies
L S AT a0 D00 ety Tasties

T e Aswmy e Coomerts Tatfie
O Wt s Asw ey 50 oo mestsestSie

Lol v Aswrmeyance Yooumme s Tacties

. Match Lase

L]
SLE
win
ns
€

Page (1)1 W

Explanation:

All files and directories under C:\Users\Administrator\Documents\TestFiles that has the pattern that

ends with ‘g’ with match case set to true will be included upon performing search.

As you can see on the screen shot above, the result panel contains the Name of the files and

directories, Directory which are indicated In-Folder column, Size, and Date Modified.

The restore filter setting includes the Search subfolder and Match case set to true. This means that it
will include all available subfolders in \TestFiles upon searching. And it will strictly search only the
specified pattern and case which starts with ‘g’.
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Example No.4: Restore filter setting from C:\Users\Administrator\Documents\TestFiles with filter type
Exact

Location: C:\Users\Administrator\Documents\TestFiles

Search subfolders: True

Kind: Files and Directories

Type: Exact

Pattern: SpreadSheet_05.xlIsx

Match Case: True

Follow the step-by-step procedure indicated on Restore Filter.

@ shuayacs

Search
Look In
CAussers\AdministratoriDocuments\TestFlles Change
| Search subfolders
King Type Pattern
Files and Directories & | exact v | SpreagSneet 05 xisx W Match cose
oz
Name i Fadrder Sie Oate modtied
items per page | S0 v Page - w
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@ Amwacn o X

Look It
[ DocumerssiTestRies Change
O
Kind y Pante
Fie 1 Dre e ¥ | esact W | SpresdSheet DS xls v )
——
Searching Stop

Name Intakles Sze Durs masthmd
e [ v g v

| ] [

Look
Clusers\AdmnistratoriDocumentsi TestFles Change
o) Search subfoicens
Type Patterr
Fles and Directones v | exact Vv | SpreadSheet 05.xisx o Match Lase
Narre W Tedder e Dewe madiben

@ Sreatsrent 0% 0 Cisers s e Coosrete Tentfies PME  OB200DIS L3

tems per page 50w Page (1)1 w0

Explanation:

All files and directories under C:\Users\Administrator\Documents\TestFiles that has the pattern that
has the exact pattern ‘SpreadSheet 05.xIsx’ with match case set to true will be included upon
performing search.

As you can see on the screen shot above, the result panel contains the Name of the files and
directories, Directory which are indicated In-Folder column, Size, and Date Modified.

The restore filter setting includes the Search subfolder and Match case set to true. This means that
the filter will include all available subfolders in \TestFiles upon searching. And it will strictly search
only the specified pattern and case which starts with ‘SpreadSheet_05.xIsx’.
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Appendix C: Batch Files

Below is the list of batch files which can be used as an alternative way to run the AhsayACB.

e RunCB.bat

e RunConfigurator.bat

e ListBackupSet.bat

e RunBackupSet.bat

e ListBackupJob.bat

e Restore.bat

e Decrypt.bat
e RunDatalntegrityCheck.bat

RunCB.bat
This allows the user to open the AhsayACB without clicking the AhsayACB icon.

On the command prompt (cmd), export the batch file to a text editor using the following script.

C:\Program Files\AhsayACB\bin>notepad RunCB.bat

C:\Program Files\AhsayACB\bin>

Configure the following parameters:

e SETTING_HOME - this is the directory to your setting home. If not set, the directory will be
"C:\Users\USER\.acb" by default.

e.g., SET SETTING_HOME="C:\Users\John\.acb"

o DEBUG_MODE - this parameter is used to enable or disable the debug mode when opening
the AhsayACB application.

e.g., SET DEBUG_MODE="--debug"
or SET DEBUG_MODE=""

@ECHO OFF

REM ############AH#AH#AHA#AHA#A##AE RunCB.bat #H#########HH#AHH#AHHAHH#AHHHS
REM # You can use this batch to run the backup client application

REM ###########A#AHAHARARARAAA A A AFAFAFAFAHA R AA A A A A A HAFAHAHS
REM #################### Start: User Defined Section ################HE
REM —-—-—=——=—— === ———————— SETTING HOME ——————————=——=—=======-=
REM | Directory to your setting home. Default to

REM | "C:\Users\USER\.acb" when not set.

REM | e.g. SET SETTING HOME="C:\Users\John\.acb"

REM ———=——————mm
SET SETTING HOME=""

REM - —-———— === ——————— DEBUG MODE  —======——=——————————---=
REM | Enable/Disable debug mode

REM | e.g. SET DEBUG MODE="--debug"

REM | or SET DEBUG MODE=""

www.online-backup.dk



http://www.online-backup.dk/

SET DEBUG _MODE=""
REM #################### END: User Defined Section ##################H
SET EXE DIR=%CD%
SET APP HOME=..
SET JAVA HOME=$APP HOME$%\jvm
SET JAVA EXE=%JAVA HOME$\bin\bJW.exe
SET JAVA LIB PATH=-Djava.library.path=%APP HOME$%\bin
SET PATH=%JAVA HOME% \bin; $PATH%
IF "%PROCESSOR ARCHITECTURE%"=="x86" (

SET "DEP LIB PATH=X86"

SET JAVA OPTS=-Xms128m -Xmx768m -XX:MaxDirectMemorySize=512m -
Dsun. javaZd.noddraw -Dsun.nio.PageAlignDirectMemory=true

) ELSE (
SET "DEP LIB PATH=X64"
SET JAVA OPTS=-Xms128m -Xmx2048m -XX:MaxDirectMemorySize=1024m -
Dsun. java2d.noddraw -Dsun.nio.PageAlignDirectMemory=true
)
SET PATH=%APP HOME3% \bin\ $DEP LIB PATH?%;3%JAVA HOME?% \bin; $PATH%
SET CLASSPATH=$APP HOME$\bin;$APP HOME%\bin\cb.jar

REM ##############AFRAFAARAFAAHAFRAFAARAFAAFAF AR RAF AR FAFRAA A HAA A HAA
ECHO -
ECHO APP HOME=%APP HOME$%
ECHO SETTING HOME=3SETTING HOME$%
ECHO JAVA HOME=3%JAVA HOME3%
ECHO JAVA EXE=%JAVA EXE%
ECHO JAVA OPTS=3%JAVA OPTS%
ECHO JAVA LIB PATH=$%JAVA LIB PATH$%
ECHO PATH=%PATH$
ECHO CLASSPATH=$CLASSPATH?%
ECHO -
@ECHO ON
$JAVA EXE$ $JAVA LIB PATH% -cp $CLASSPATHS $JAVA OPTS$% Gui $DEBUG MODE$%
SAPP HOME?% 3$SETTING HOME3
@ECHO OFF
CD "%EXE_DIR% "
IF "%APP_HOME% "=="__" PAUSE
@ECHO ON

Once the parameters are configured, save the changes, and close the text editor. Proceed back to
cmd and enter RunCB.bat.

C:\Program Files\AhsayACB\bin>RunCB.bat

APP_HOME=. .
SETTING HOME=""
JAVA HOME=..\jvm

JAVA EXE=..\jvm\bin\bJW.exe
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JAVA OPTS=-Xms128m -Xmx2048m -XX:MaxDirectMemorySize=1024m -
Dsun. javaZd.noddraw -Dsun.nio.PageAlignDirectMemory=true

JAVA LIB PATH=-Djava.library.path=..\bin
PATH=..\bin\X64;..\jvm\bin;..\jvm\bin;C:\Program Files (x86)\Common
Files\ Oracle\Java\javapath;C:\Windows\system32;C:\Windows;C:\Windows\
System32\Wbem,;C: \Windows\System32\WindowsPowerShell\vl.0\;C:\Program
Files\Microsoft SQL Server\Client SDK\ODBC\110\Tools\Binn\;C:\Program
Files (x86)\Microsoft SQL Server\120\Tools\Binn\,;C:\Program
Files\Microsoft SQL Server\120\DTS\Binn\;C:\Program
Files\PuTTY\CLASSPATH=..\bin;..\bin\ch. jar

C:\Program Files\AhsayACB\bin>..\jvm\bin\bJW.exe -
Djava.library.path=..\bin -cp ..\bin;..\bin\cb.jar -Xmsl28m -Xmx2048m -
XX:MaxDirectMemorySize=1024m-Dsun. java 2d.noddraw -Dsun.nio.PageAlignDi

rectMemory=true Gui "" .. ""

If the debug mode is ENABLED, more technical information will be displayed for troubleshooting
purposes.

C:\Program Files\AhsayACB\bin>RunCB.bat

APP HOME=. .

SETTING HOME=""

JAVA HOME=..\jvm

JAVA EXE=..\jvm\bin\bJW.exe

JAVA OPTS=-Xms128m -Xmx2048m -XX:MaxDirectMemorySize=1024m -Dsun.javaZd.
noddraw -Dsun.nio.PageAlignDirectMemory=true

JAVA LIB PATH=-Djava.library.path=..\bin PATH=..\bin\X64,..\jvm\bin;..
\jvm\bin;C:\Program Files (x86) \Common Files\Oracle\Java\javapath;C:
\Windows\system32;C: \Windows,;C: \Windows\System32\Wbem;C: \Windows
\System32\WindowsPowerShell\v1.0\;C:\Program Files\Microsoft SQL
Server\ClientSDK\ODBC\110\Tools\Binn\,;C:\Program Files (x86) \Microsoft
SQL Server\120\Tools\Binn\,;C:\Program Files\Microsoft SQL
Server\120\Tools\Binn\;C:\Program Files\Microsoft SQL
Server\120\DTS\Binn\,;C:\Program Files\PuTTY\CLASSPATH=..\bin;..
\bin\cb. jar

C:\Program Files\AhsayACB\bin>..\jvm\bin\bJW.exe -
Djava.library.path=..\bin -cp..\bin;..\bin\cb.jar -Xmsl28m -Xmx2048m -
XX:MaxDirectMemorySize=1024m -Dsun.javaZd.noddraw -

Dsun.nio.PageAlignDirectMemory=true Gui "--debug”" .. ""

Adding file:/C:/Program$20Files/AhsayACB/bin/../bin/asm-3.1.jar to
classpath ...OK

Adding file:/C:/Program$20Files/AhsayACB/bin/../bin/bcmail-jdkl5on-
1.51.j5ar to classpath ... OK
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Adding file:/C:/Program$20Files/AhsayACB/bin/.
1.51.jar to classpath OK

Adding file:/C:/Program%20Files/AhsayACB/bin/.
151.jar to classpath OK

Adding file:/C:/Program$20Files/AhsayACB/bin/.
to classpath OK

Adding file:/C:/Program%20Files/AhsayACB/bin/.
util-1.1.jar to classpath OK

Adding file:/C:/Program$20Files/AhsayACB/bin/.
1.0.0.1.j7ar to classpath OK

Adding file:/C:/Program$20Files/AhsayACB/bin/.
1.6.jar to classpath OK

Adding file:/C:/Program%20Files/AhsayACB/bin/.
to classpath OK

Adding file:/C:/Program$20Files/AhsayACB/bin/.
1.1.3.jar to classpath OK

Adding file:/C:/Program$20Files/AhsayACB/bin/.
to classpath OK

Adding file:/C:/Program$20Files/AhsayACB/bin/.
classpath OK

Adding file:/C:/Program$20Files/AhsayACB/bin/.
1.7.5.jar to classpath OK

Adding file:/C:/Program$20Files/AhsayACB/bin/.
3.0.3.1.jar to classpath OK

Adding file:/C:/Program$20Files/AhsayACB/bin/.
3.0.3.jar to classpath OK

Adding file:/C:/Program$20Files/AhsayACB/bin/.
to classpath OK

Adding file:/C:/Program$20Files/AhsayACB/bin/.
classpath... OK

Adding file:/C:/Program$20Files/AhsayACB/bin/.
1.19.1.jar to classpath OK

Adding file:/C:/Program$20Files/AhsayACB/bin/.
jackson2-1.19.1.jar to classpath OK
Adding file:/C:/Program$20Files/AhsayACB/bin/.
drive-v2-rev158-1.19.1.jar to classpath OK
Adding file:/C:/Program$20Files/AhsayACB/bin/.
1.19.0.jar to classpath OK

Adding file:/C:/Program$20Files/AhsayACB/bin/.
jackson2-1.19.0.jar to classpath OK
Adding file:/C:/Program$20Files/AhsayACB/bin/.
1.19.0.jar to classpath OK

Adding file:/C:/Program$20Files/AhsayACB/bin/.
to classpath OK

Adding file:/C:/Program$%20Files/AhsayACB/bin/.
4.3.5.jar to classpath OK

Adding file:/C:/Program$20Files/AhsayACB/bin/.
to classpath OK

Adding file:/C:/Program$20Files/AhsayACB/bin/.
to classpath OK

Adding file:/C:/Program$20Files/AhsayACB/bin/.

2.2.3.jar to classpath OK
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./bin/bcpkix-jdkIl5on-

./bin/bcprov-jdkl5on-

./bin/cab-parser-2.9.jar

./bin/cab-parser-dorkbox-

./bin/cabinet-maker-

./bin/commons-codec-

./bin/commons-io-2.5.jar

./bin/commons-logging-

./bin/commons-net-3.3.jar

./bin/dom4j-1.6.1.jar to

./bin/dropbox-core-sdk-

./bin/dropbox-core-sdk-

./bin/dropbox-core-sdk-

./bin/fluent-hc-4.3.5.jar

./bin/forms-1.3.0.jar to

./bin/google-api-client-

./bin/google-api-client-

./bin/google-api-services-

./bin/google-http-client-

./bin/google-http-client—-

./bin/google-oauth-client-

./bin/httpclient-4.3.5.jar

./bin/httpclient-cache-

./bin/httpcore-4.3.2.jar

./bin/httpmime-4.3.5. jar

./bin/jackson-annotations-
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Adding file:/C:/Program$20Files/AhsayACB/bin/.

./bin/jackson-annotations-

2.7.4.jar to classpath ... OK

Adding file:/C:/Program%20Files/AhsayACB/bin/../bin/jackson-core-
2.2.3.jar to classpath ... OK

Adding file:/C:/Program$20Files/AhsayACB/bin/../bin/jackson-core-
2.7.4.jar to classpath ... OK

Adding file:/C:/Program%20Files/AhsayACB/bin/../bin/jackson-core-asl-
1.9.13.jar to classpath ... OK

Adding file:/C:/Program$20Files/AhsayACB/bin/../bin/jackson-databind-
2.2.3.jar to classpath ... OK

Adding file:/C:/Program$20Files/AhsayACB/bin/../bin/jackson-databind-
2.7.4.jar to classpath ... OK

Adding file:/C:/Program%20Files/AhsayACB/bin/../bin/jackson-jaxrs-—
1.9.2.j5ar to classpath ... OK

Adding file:/C:/Program$20Files/AhsayACB/bin/../bin/jackson-mapper—-asl-
1.9.13.jar to classpath ... OK

Adding file:/C:/Program$20Files/AhsayACB/bin/../bin/jackson-xc-1.9.2.jar
to classpath ... OK

Adding file:/C:/Program$20Files/AhsayACB/bin/../bin/java-xmlbuilder-
0.4.jar to classpath ... OK

Adding file:/C:/Program$20Files/AhsayACB/bin/../bin/javax.mail.jar to
classpath ... OK

Adding file:/C:/Program$20Files/AhsayACB/bin/../bin/jcifs-1.3.18.jar to
classpath ... OK

Adding file:/C:/Program%20Files/AhsayACB/bin/../bin/jdokan-20170627.jar
to classpath ... OK

Adding file:/C:/Program$20Files/AhsayACB/bin/../bin/jdom-1.1.3.jar to
classpath ... OK

Adding file:/C:/Program$20Files/AhsayACB/bin/../bin/jersey-apache-
client4-1.18.1.jar to classpath ... OK

Adding file:/C:/Program$20Files/AhsayACB/bin/../bin/jersey-bundle-
1.18.1.jar to classpath ... OK

Adding file:/C:/Program$20Files/AhsayACB/bin/../bin/jersey-multipart-
1.18.1.jar to classpath ... OK

Adding file:/C:/Program$20Files/AhsayACB/bin/../bin/jettison-1.1.jar to
classpath ... OK

Adding file:/C:/Program$20Files/AhsayACB/bin/../bin/jsch-0.1.50.jar to
classpath ... OK

Adding file:/C:/Program$20Files/AhsayACB/bin/../bin/jsch-0.1.54.1.jar to
classpath ... OK

Adding file:/C:/Program$20Files/AhsayACB/bin/../bin/json simple-1.1.jar
to classpath ... OK

Adding file:/C:/Program$20Files/AhsayACB/bin/../bin/jsr305-1.3.9.jar to
classpath ... OK

Adding file:/C:/Program$20Files/AhsayACB/bin/../bin/log4j-1.2.17.jar to
classpath ... OK

Adding file:/C:/Program$20Files/AhsayACB/bin/../bin/microsoft-
windowsazure-api-0.4.6.jar to classpath ... OK

Adding file:/C:/Program$20Files/AhsayACB/bin/../bin/microsoft-
windowsazure-storage-sdk-1.0.0.jar to classpath OK

Adding file:/C:/Program$20Files/AhsayACB/bin/../bin/microsoft-
windowsazure-storage-sdk-6.0.0.1.jar to classpath ... OK
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Adding file

windowsazure-storage-sdk-6.0.0.jar to classpath

:/C:/Program%$20Files/AhsayACB/bin/../bin/microsoft-
OK

Adding file:/C:/Program$20Files/AhsayACB/bin/../bin/mysgl-connector-
java-5.0.8-bin.jar to classpath OK

Adding file:/C:/Program$20Files/AhsayACB/bin/../bin/mysql-connector-
java-5.1.46-bin.jar to classpath OK

Adding file:/C:/Program$20Files/AhsayACB/bin/../bin/ojdbcé6.jar to
classpath OK

Adding file:/C:/Program$20Files/AhsayACB/bin/../bin/org.json-
20150730.jar to classpath OK

Adding file:/C:/Program$20Files/AhsayACB/bin/../bin/servlet-api.jar to
classpath OK

Adding file:/C:/Program$20Files/AhsayACB/bin/../bin/sinetfactory.jar to
classpath OK

Adding file:/C:/Program$20Files/AhsayACB/bin/../bin/yavijava.jar to
classpath OK

Adding file:/C:/Program%20Files/AhsayACB/jvm/lib/charsets.jar to
classpath . OK

Adding file:/C:/Program$20Files/AhsayACB/jvm/1ib/jce.jar to

classpath OK

Adding file:

classpath

Adding file:

classpath

Adding file:

classpath

Adding file:

classpath
Adding file
OK

/C:/Program$20Files/AhsayACB/jvm/1ib/jfxswt.jar to

. OK

/C:/Program$20Files/AhsayACB/jvm/1ib/jsse.jar to

. OK
/C:/Program$20Files/AhsayACB/jvm/1lib/management-agent.jar to
. OK

/C:/Program$20Files/AhsayACB/jvm/lib/resources.jar to

. OK

:/C:/Program%20Files/AhsayACB/jvm/1ib/rt.jar to classpath

Eventually, the AhsayACB login screen will be displayed.

@ Aryacs
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RunConfigurator.bat

This allows the user to run the AhsayACB through cmd. Export the batch file to a text editor using
the following script.

C:\Program Files\AhsayACB\bin>notepad RunConfigurator.bat

C:\Program Files\AhsayACB\bin>

Configure the following parameters:

¢ SETTING_HOME - this is the directory to your setting home. If not set, the directory will be
"C:\Users\USER\.acb" by default.

e.g. SET SETTING_HOME="C:\Users\John\.acb"

o DEBUG_MODE - this parameter is used to enable or disable the debug mode when opening
the AhsayACB application.

e.g. SET DEBUG_MODE="--debug"
or SET DEBUG_MODE=""

@ECHO OFF

REM ###############AF#AFH#AHH#A###H RunOBC.bat #############HH##HFHAHFHAHH#HS
REM # You can use this batch to run the backup client application

REM #########AHAHAFAFAFARARAA A HAHAHAHRFRFA R AR H A AR HAH AR RS
rtHEFHA AR A A AAAAAAH  Start: User Defined Section ##################H#FH#

REM —-—-—=====—=—=——————————————————— SETTING HOME —==—=———=—=——==—————————-
REM | Directory to your setting home. Default to

REM | "C:\Users\USER\.acbh" when not set.

REM | e.g. SET SETTING HOME="C:\Users\John\.acb"

REM ——————————mm
SET SETTING HOME=""

REM —-—-—=——=———————————————————————— DEBUG MODE ———————————————————————
REM | Enable/Disable debug mode

REM | e.g. SET DEBUG MODE="--debug"

REM | or SET DEBUG MODE=""

REM ——————————mm

SET DEBUG _MODE=""
REM ##################4## END: User Defined Section ##################H
SET APP HOME=..
SET JAVA HOME=$APP HOME$\jvm
SET JAVA EXE=%JAVA HOME$\bin\bJW.exe
SET JAVA OPTS=-Xms128m -Xmx768m -Dsun.javaZd.noddraw -
Dsun.nio.PageAlignDirectMemory=true
SET JAVA_LIB_PATH:—Djava.library.pathngPE_HOME%\bin
SET PATH:%JAVA_HOME%\bin;%PATH%
IF "3PROCESSOR ARCHITECTURE3"=="x86" (
SET "DEP LIB PATH=X86"
) ELSE (
SET "DEP LIB PATH=X64"
)
SET PATH:%APB_HOME%\bin\%DEE_LIB_PATH%;%JAVA_HOME%\bin;%PATH%
SET CLASSPATH=%APP HOME%\bin;$APP HOME%\bin\cb.jar
REM ######4####HA#AFHAFAFHAFHAFAFHAFAAHAFHAFAFHAF A HAFHAFAFHAF A FA A AR A
ECHO -
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ECHO APP_HOME=$%APP HOME$

ECHO SETTING HOME=$SETTING HOME$

ECHO JAVA HOME=$%$JAVA HOME$

ECHO JAVA EXE=$%JAVA EXE$

ECHO JAVA OPTS=$%$JAVA OPTS$

ECHO JAVA LIB PATH=$%JAVA LIB_PATH$
ECHO PATH=%PATH$

ECHO CLASSPATH=$CLASSPATH$

ECHO -

@ECHO ON

$JAVA EXE$ $JAVA LIB PATH$ -cp $CLASSPATH$ $JAVA OPTS$ Gui --config
$DEBUG _MODE$ $APP_HOME$ $SETTING HOME$
@ECHO OFF

CD "S$APP HOMES"

IF "SAPP HOME$"==".." PAUSE

@ECHO ON

Save the changes and close the text editor. Proceed back to cmd and enter RunConfigurator.bat.
The AhsayACB login menu will be displayed.

C:\Program Files\AhsayACB\bin>RunConfigurator.bat

APP HOME=. .
SETTING HOME=""
JAVA HOME=..\jvm
JAVA EXE=..\jvm\bin\bJW.exe

JAVA OPTS=-Xms128m -Xmx768m -Dsun.javaZd.noddraw -
Dsun.nio.PageAlignDirectMemory=true

JAVA LIB PATH=-Djava.library.path=..\bin
PATH=..\bin\X64;..\jvm\bin,;..\jvm\bin;C:\Program Files (x86) \Common
Files\Oracle\Java\javapath;C:\Windows\system32;C:\Windows;C: \Windows\Sys
tem32\Wbem;C: \Windows\System32\WindowsPowerShell\vl.0\,;C:\Program
Files\Microsoft SQL Server\Client SDK\ODBC\110\Tools\Binn\;C:\Program
Files (x86)\Microsoft SQL Server\120\Tools\Binn\;C:\Program
Files\Microsoft SQL Server\120\Tools\Binn\;C:\Program Files\Microsoft
SQL Server\120\DTS\Binn\;C:\Program
Files\PuTTY\CLASSPATH=..\bin;..\bin\ch. jar

C:\Program Files\AhsayACB\bin>..\jvm\bin\bJW.exe -
Djava.library.path=..\bin -cp..\bin;..\bin\cb.jar -Xmsl28m -Xmx768m -
Dsun. javaZd.noddraw -Dsun.nio.PageAlignDirectMemory=true Gui --config

min mi

Config file found

Login Menu
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(1). Login

(2) . Change Network Settings
(3). Forgot Password

(4). Quit

Your Choice:

If you want to modify the network settings before logging in, select option (2) from the login menu.

Login Menu

(1). Login

(2) . Change Network Settings
(3). Forgot Password

(4). Quit

Your Choice: 2

Network Setting

(1) . Backup Server URL [127.0.0.1]
(2). Port [-1]

(3). Protocol [http]

(4). Proxy Setting [Not in Use]
(5). Save and Return

(6). Discard and Return

Your Choice:

Otherwise, select option (1). Input your login name and password to log in. After a successful login,
the AhsayACB main menu will be displayed.

Login Menu

(1). Login

(2) . Change Network Settings
(3). Forgot Password

(4). Quit

Your Choice: 1

Login Name : Win ACB

PaSSWOrd : Kok Ak ok ok kA Ak kA ok kA Ak

Please wait while verifying user account with server...

Your profile has been downloaded and updated.

www.online-backup.dk



http://www.online-backup.dk/

Main Menu

(1). List Backup Sets

(2). Delete Backup Set

(3) . Export Backup Set Settings to XML

(4). Import Backup Set Settings from XML

(5). Generate new Backup Set Settings Template
(6) . Change Language [English]

(7). Update Profile Settings

(8). Quit

Your Choice:

If the password is forgotten, choose (3) on the login menu and input your login name. A link will be
sent to the email you provided in the AhsayCBS server to reset the user account password.

Login Menu
(1). Login
(2) . Change Network Settings
(3). Forgot Password
(4). Quit

Your Choice: 3

Login Name : Win ACB

Select option (4) to exit the AhsayACB.

Login Menu

(1). Login

(2) . Change Network Settings
(3). Forgot Password

(4). Quit

Your Choice: 4
Exit Configurator Utility

Press any key to continue
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ListBackupSet.bat

This allows the user to see the list of existing backup set/s under the backup account. Enter
ListBackupSet.bat to display the list of available backup sets with their backup set ID.

C:\Program Files\AhsayACB\bin>ListBackupSet.bat

APP HOME=. .

SETTING HOME=

JAVA HOME=.. \ jvm

JAVA EXE=..\jvm\bin\bJW.exe

JAVA OPTS=-Xms128m -Xmx768m -Dsun.javaZd.noddraw -
Dsun.nio.PageAlignDirectMemory=true

JAVA LIB PATH=-Djava.library.path=..\bin PATH=..\jvm\bin;C:\Program
Files (x86)\Common Files\Oracle\Javal\javapath;C:\Windows\system32,;C:
\Windows;C:\Windows\System32\Wbem,;C: \Windows\System32\WindowsPowerShell
\v1.0\,;C:\Program Files\Microsoft SQL Server\Client
SDK\ODBC\110\Tools\Binn\;C:\Program Files (x86)\Microsoft SQL
Server\120\Tools\Binn\;C:\Program Files\Microsoft SQL Server\120\
Tools\Binn\;C:\Program Files\Microsoft SQL Server\120\DTS
\Binn\,;C:\Program Files\PuTTY\CLASSPATH=..\bin;..\bin\cb. jar

Listing all backup sets under this backup account

C:\Program Files\AhsayACB\bin>..\jvm\bin\bJW.exe -
Djava.library.path=..\bin -cp..\bin;..\bin\ch.jar -Xmsl28m -Xmx768m -
Dsun.java2d.noddraw -Dsun.nio.PageAlignDirectMemory=true
ListBackupSet

BackupSet Name= Data Backup, ID= 1562897045523

BackupSet Name= File Backup, ID= 1561974801639

C:\Program Files\AhsayACB\bin>PAUSE

Press any key to continue
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RunBackupSet.bat

This allows the user to run a backup. Export the batch file to a text editor using the following script.

C:\Program Files\AhsayACB\bin>notepad RunBackupSet.bat

C:\Program Files\AhsayACB\bin>

Make sure that the following parameters are set accordingly:

o BACKUP_SET - this is the backup set which you would like to run. There are two (2) options
to specify the backup set, using the backup set name or the backup set ID. If the backup set
name is not in English, use the backup set ID.

e.g. SET BACKUP_SET="FileBackupSet-1"
or SET BACKUP_SET="1119083740107"

You can leave this parameter blank if you only have one (1) backup set.
e.g. SET BACKUP_SET=""

If there are multiple backup sets, you must specify which backup set you would like to run.

o BACKUP_DESTS - this is the destination(s) of the backup set which you will run. There are

two (2) options to specify the destination, using the destination name or the destination ID. If
the destination is not in English, use the destination ID.

e.g. SET BACKUP_DEST="Local-1”
or SET BACKUP_DEST="1119083740107"

Multiple destinations can be specified in a comma-separated format, or you can indicate
"ALL" to run a backup for all destinations.

e.g. SET BACKUP_DESTS="Destination-1,Destination-2"
or SET BACKUP_DESTS="ALL"

¢ BACKUP_TYPE - this is the backup set type. This does not need to be changed if you are
backing up a file backup set.

Options available: FILE/DATABASE/DIFFERENTIAL/LOG

e.g. SET BACKUP_TYPE="FILE" for file backup
or SET BACKUP_TYPE="DATABASE" for Full database backup
or SET BACKUP_TYPE="DIFFERENTIAL" for Differential database backup
or SET BACKUP_TYPE="LOG" for Log database backup

For MSExchange 2010 BackupSet:

e.g. SET BACKUP_TYPE="DATABASE" for Full database backup
or SET BACKUP_TYPE="DIFFERENTIAL" for Differential database backup
or SET BACKUP_TYPE="LOG" for Incremental database backup
or SET BACKUP_TYPE="COPY" for Copy database backup

o SETTING_HOME - this is the directory to your setting home. If not set, the directory will be
"C:\Users\USER\.acb" by default.

e.g. SET SETTING_HOME="C:\Users\John\.acbh"
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o DELTA_MODE - this is used to set the In-File Delta mode when running a backup.

e.g. SET DELTA_MODE="I" for Incremental In-file delta backup
or SET DELTA_MODE="D" for Differential In-file delta backup
or SET DELTA_MODE="F" for Full File backup
or SET DELTA_MODE="" for using backup set in-file delta setting

¢ CLEANUP_MODE - same as the Retention Policy job and space freeing up, this parameter

is used to remove obsolete files from your backup destinations after a backup has been run.
Options available: ENABLE-CLEANUP/DISABLE-CLEANUP

e.g. SET CLEANUP_MODE="ENABLE-CLEANUP"
or SET CLEANUP_MODE="DISABLE-CLEANUP"

¢ DEBUG_MODE - this parameter is used to enable or disable the debug mode when there is

a backup job running.
Options available: ENABLE-DEBUG/DISABLE-DEBUG

e.g. SET DEBUG_MODE="ENABLE-DEBUG"
or SET DEBUG_MODE="DISABLE-DEBUG"

@ECHO OFF

REM ################## RunBackupSet.bat ############HF#FAFHFFAAAF#FAFS
REM # You can use this batch to run any of your backup sets from the
REM # command line. Just customize the "User Defined Section" below with
REM # your values for your backup action.

REM #############A#AHARARARARA A A AFAFAFAHAHA R AA A A A A S FAFAHAHS
REM #################### START: User Defined Section #################H
REM —-—-—=—=—=———————————————————————— BACKUP _SET ———————————————————————
REM | The name or ID of the backup set that you want to run.

REM | If backup set name is not in English, please use ID instead.

REM | e.g. SET BACKUP_SET:"1119083740107"

REM | or SET BACKUP SET="FileBackupSet-1"

REM |

REM | You can leave this parameter blank if you have only 1 backup set.
REM ——————————mm
SET BACKUP_SET=""

REM —-—-—-—————————————————————————— BACKUP _DESTS —=====———————————————-=
REM | The 1ist of name or ID of the backup destinations that you want to
REM | run. If backup destination name is not in English, please use ID
REM | instead.

REM | e.g. SET BACKUP_DESTS:"J740107119083"

REM | or SET BACKUP DESTS="Destination-1,Destination-2"

REM | or SET BACKUP DESTS="ALL"

REM |

REM | You can specify multiple destinations in comma-separated format,
REM | or use "ALL" to run backup for all destinations.

REM ———=———————m
SET BACKUP_DESTS="ALL"

REM -—-———— === ——————— BACKUP _TYPE —=———————————————————-
REM | Set backup type. You don't need to change this if you are backing
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REM
REM
REM
REM
REM
REM
REM
REM
REM
REM
REM
REM
REM
REM
REM
SET
REM
REM
REM
REM
REM
SET
REM
REM
REM
REM
REM
REM
REM
REM
REM
SET
REM
REM
REM
REM
REM
REM
REM
SET
REM
REM
REM
REM
REM
REM
SET
REM
SET
SET
SET
SET
SET

lup a file back set.

| Options available: FILE/DATABASE/DIFFERENTIAL/LOG

| e.g. SET BACKUP TYPE="FILE" for file backup

\ or SET BACKUP TYPE="DATABASE" for Full database backup

\ or SET BACKUP TYPE="DIFFERENTIAL" for Differential database
| backup or SET BACKUP TYPE="LOG" for Log database backup

\

| For MSExchange 2010 BackupSet

| e.g. SET BACKUP TYPE="DATABASE" for Full database backup

| or SET BACKUP TYPE="DIFFERENTIAL" for Differential database
| backup

\ or SET BACKUP TYPE="LOG" for Incremental database

| backup or SET BACKUP TYPE="COPY" for Copy database

| backup

BACKUP_TYPE="FILE"

—————————————————————————————— SETTING HOME —————————————————————-—
| Directory to your setting home. Default to

| "C:\Users\USER\.acb" when not set.

| e.g. SET SETTING HOME="C:\Users\John\.acb"

SETTING _HOME=""

——————————————————————————————— DELTA MODE —=—==—=—=———==—=———=—=————-—=
| Set In-File Delta mode.

| Options available: Incremental/Differential/Full (I/D/F)

| e.g. SET DELTA MODE="I" for Incremental In-file delta backup
| or SET DELTA MODE="D" for Differential In-file delta backup
\ or SET DELTA MODE="F" for Full File backup

| or SET DELTA MODE="" for using backup set in-file delta

| setting

DELTA MODE=""

—————————————————————————————— CLEANUP MODE —=—=====———=—==———==—=———-=
| You can enable Cleanup mode to remove obsolete files from your
| backup destinations after backup.

| Options available: ENABLE-CLEANUP/DISABLE-CLEANUP

| e.g. SET CLEANUE_MODE:"ENABLE—CLEANUP"

| or SET CLEANUP MODE="DISABLE-CLEANUP"
CLEANUP_MODE="DISABLE-CLEANUP"

——————————————————————————————— DEBUG MODE  —=====——————————————---=
Set Debug mode.

Options available: ENABLE-DEBUG/DISABLE-DEBUG

e.g. SET DEBUG MODE="ENABLE-DEBUG"

or SET DEBUG MODE="DISABLE-DEBUG"

DEBUG_MODE="DISABLE-DEBUG"

#H## AR AR AR A H A4 ##H  END: User Defined Section ###################H
APP HOME=. .

JAVA HOME=%APP _HOME$\jvm

JAVA EXE=%JAVA HOME$\bin\bJW.exe

JAVA LIB PATH=-Djava.library.path=%APP HOME$\bin

PATH=%JAVA HOME%\bin,;$PATH%
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SET CLASSPATH=3APP HOME<3 \bin; SAPP HOME$% \bin\cb. jar
IF "%PROCESSOR ARCHITECTURE%"=="x86" (
SET "DEP LIB PATH=X86"
SET JAVA OPTS=-Xms128m -Xmx768m -XX:MaxDirectMemorySize=512m -
Dsun. javaZd.noddraw -Dsun.nio.PageAlignDirectMemory=true
) ELSE (
SET "DEP LIB PATH=X64"
SET JAVA OPTS=-Xms128m -Xmx2048m -XX:MaxDirectMemorySize=1024m -
Dsun. javaZd.noddraw -Dsun.nio.PageAlignDirectMemory=true
)
SET PATH=%CD%\ SAPP HOME % \bin\ $DEP LIB PATH?%;%PATH%
REM ###########4######HFHAHAEHAHAFAFAFAHAHAHARARA A A A A A HAH AR AR EAHS
ECHO -
ECHO APP HOME=%APP HOME<%
ECHO SETTING HOME=3%SETTING HOME?%
ECHO JAVA HOME=%JAVA HOME%
ECHO JAVA EXE=%JAVA EXE%
ECHO JAVA OPTS=%JAVA OPTS%
ECHO JAVA LIB PATH=%JAVA LIB PATH$%
ECHO PATH=%PATH?%
ECHO CLASSPATH=%CLASSPATHS

ECHO -
ECHO Running Backup Set - '3BACKUP SET%'
@ECHO ON

$JAVA EXE$% $JAVA LIB PATH% -cp $CLASSPATH$ $JAVA OPTS$ RunBackupSet
SAPP_HOME$ $BACKUP SET$ $BACKUP DESTS$ $BACKUP TYPE$ $SETTING HOME$
$DELTA MODE$ $CLEANUP MODE$ $DEBUG MODE$

@ECHO OFF

CD $APP HOME$

IF "$APP HOMES$"==".." PAUSE

@ECHO ON

NOTE

If some parameters are not configured, the backup job will run with the default backup settings.

Save the changes and close the text editor. Proceed back to cmd and enter RunBackupSet.bat.

C:\Program Files\AhsayACB\bin>RunBackupSet.bat
APP HOME=. .
SETTING_HOME: mn

JAVA HOME=..\jvm

JAVA EXE=..\jvm\bin\bJW.exe

JAVA OPTS=-Xms128m -Xmx2048m -XX:MaxDirectMemorySize=1024m -
Dsun. javaZd.noddraw -Dsun.nio.PageAlignDirectMemory=true

JAVA LIB PATH=-Djava.library.path=..\bin PATH=C:\Program
Files\AhsayACB\bin\..\bin\X64,;..\jvm\bin;C:\Program Files (x86) \Common
Files\Oracle\Java\javapath;C:\Windows\system32,;C: \Windows;C: \Windows\
System32\Wbem;C: \Windows\System32\WindowsPowerShell\vl.O0\;C:\Program
Files\Microsoft SQL Server\Client SDK\ODBC\110\Tools\Binn\;C:\Program
Files (x86)\Microsoft SQL Server\120\Tools\Binn\,;C:\Program
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Files\Microsoft SQL Server\120\Tools\Binn\;C:\Program Files\Microsoft
SQL Server\120\DTS\Binn\;C:\Program
Files\PuTTY\CLASSPATH=..\bin;..\bin\ch. jar

Running Backup Set - '""' ..

C:\Program Files\AhsayACB\bin>..\jvm\bin\bJW.exe -
Djava.library.path=..\bin -cp ..\bin;..\bin\cb.jar -Xmsl128m -Xmx2048m -
XX:MaxDirectMemorySize=1024m -Dsun.javaZd.noddraw -
Dsun.nio.PageAlignDirectMemory=true RunBackupSet .. "" "ALL" "FILE" ""
" "pDISABLE-CLEANUP" "DISABLE-DEBUG"

[2019/07/12 12:50:20] [info] [-] Start [ AhsayACB v8.2.1.18 ]
[2019/07/12 12:50:20] [info] [-] Saving encrypted backup set encryption
keys to server...

[2019/07/12 12:50:22] [info] [1562897364604] Start Backup ... [In-File
Delta: Incrementall]

[2019/07/12 12:50:22] [info] [1562897364604] Using Temporary Directory
C:\Users\Administrator\temp\1562897045523\0BS@1562897364604
[2019/07/12 12:50:22] [info] [-] Start running pre-commands
[2019/07/12 12:50:22] [info] [-] Finished running pre-commands
[2019/07/12 12:50:22] [info] [1562897364604] Downloading server file
list...

[2019/07/12 12:50:22] [info] [1562897364604] Downloading server file
list... Completed

[2019/07/12 12:50:23] [info] [1562897364604] Reading backup source from
hard disk...

[2019/07/12 12:50:25] [info] [1562897364604] Getting all files which
have been moved...

[2019/07/12 12:50:25] [info] [1562897364604] Getting all files which
have been moved... Completed

[2019/07/12 12:50:25] [info] [1562897364604] Reading backup source from
hard disk... Completed

[2019/07/12 12:50:25] [info] [1562897364604] Total New Files = 0
[2019/07/12 12:50:25] [info] [1562897364604] Total New Directories = 0
[2019/07/12 12:50:25] [info] [1562897364604] Total New Links = 0
[2019/07/12 12:50:25] [info] [1562897364604] Total Updated Files = 0
[2019/07/12 12:50:25] [info] [1562897364604] Total Attributes Changed
Files = 0

[2019/07/12 12:50:25] [info] [1562897364604] Total Deleted Files = 0
[2019/07/12 12:50:25] [info] [1562897364604] Total Deleted Directories
0

[2019/07/12 12:50:25] [info] [1562897364604] Total Deleted Links = 0
[2019/07/12 12:50:25] [info] [1562897364604] Total Moved Files = 0
[2019/07/12 12:50:26] [info] [1562897364604] Saving encrypted backup
file index to 1562897045523/blocks at destination AhsayCBS...
[2019/07/12 12:50:26] [info] [1562897364604] Saving encrypted backup
file index to 1562897045523/blocks/2019-07-12-12-50-20 at destination
AhsayCBS. ..

[2019/07/12 12:50:27] [info] [-] Start running post—-commands
[2019/07/12 12:50:27] [info] [-] Finished running post-commands
[2019/07/12 12:50:27] [info] [1562897364604] Deleting temporary file
C:\Users\Administrator\temp\1562897045523\0BS@1562897364604

www.online-backup.dk



http://www.online-backup.dk/

[2019/07/12 12:50:27] [info] [1562897364604] Backup Completed
Successfully

Press any key to continue .

ListBackupJob.bat

This allows the user to display the list of backup jobs under a specific backup set. Enter the
following script to export the batch file to a text editor.
C:\Program Files\AhsayACB\bin>notepad ListBackupJob.bat

C:\Program Files\AhsayACB\bin>

To see the list of backup jobs, make sure that the following parameters are configured:

e BACKUP_SET - this is the backup set which you would like to be displayed. There are two (2)
ways to specify the backup set, using the backup set name or the backup set ID. If the
backup set name is not in English, use the backup set ID.

e.g. SET BACKUP_SET="FileBackupSet-1"
or SET BACKUP_SET="1119083740107"

You can leave this parameter blank if you only have one (1) backup set.
e.g. SET BACKUP_SET=""

o BACKUP_DEST - this is the destination of the backup set which you would like to be
displayed. There are two (2) ways to specify the backup destination, using the destination
name or the destination ID. If the destination is not in English, use the destination ID.

e.g. SET BACKUP_DEST="Local-1"
or SET BACKUP_DEST="1119083740107"

You can leave this parameter blank if you only have one (1) backup destination.

e.g. SET BACKUP_DEST=""
@ECHO OFF
REM ################## ListBackupJob.bat #############H######F#AAAAAAAAS
REM # You can use this batch to list all backup jobs which ran under #
REM # this backup set. #
REM #############AHAHARARARAEA A A AFAFAHAFAHARARARAA A A A A AFAHAFAHAHS
REM #################### Start: User Defined Section ########H##FH#H#FH##F

REM -—-———— === ——————— BACKUP _SET —=======—————————————-
REM | The name or ID of the backup set that you want to run

REM | If backup set name is not in English, please use BackupSetID

REM | e.g. SET BACKUP SET="1119083740107"

REM | or SET BACKUB_SET:"FileBackupSet—l"

REM |

REM | You can leave this parameter blank if you have only 1 backup set
REM —————————
SET BACKUP_SET="File Backup"

REM —-—-—====————— = ——————— BACKUP DEST —=======——————————————-
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REM The name or ID of the destination that you want to list

\
REM | If destination name is not in English, please use DestinationID
REM | e.g. SET BACKUP DEST="1119083740107"
REM | or SET BACKUP DEST="CBS"
REM |
REM | You can leave this parameter blank if you have only 1 destination.
REM ————————mmmm

SET BACKUP_DEST=""

REM #################### END: User Defined Section ###################H
REM #########AHAHAHAFAHARARARA A AAAAAAAFAFAFA R AR AA A A HAHAHA RS
REM # SCRIPT USAGE

REM ###########4#####AHAHARAHHAHAFAFAFAHAHAHAEARA A A A A A A H AR R EAHS
REM # Input Arguments will overwrite the above settings

REM # defined in 'User Defined Section'.

IF NOT %1.==. SET BACKUP SET=%1

IF NOT %2.==. SET BACKUP DEST=3%2

REM #######4#AHAHRFAFAFARARAHA AR HAFAAAFAHRFRFA R A A A HAH AR AR
SET APP HOME=..

SET SETTING HOME=

SET JAVA_HOME=9APE_HOME%\ij

SET JAVA EXE=%JAVA HOME$\bin\bJW.exe

SET JAVA OPTS=-Xmsl128m -Xmx768m -Dsun.javaZd.noddraw -
Dsun.nio.PageAlignDire

ctMemory=true

SET JAVA_LIB_PATH=—Djava.library.path=9APR_HOME%\bin

SET PATH=%JAVA_HOME%\bin;%PATH%

SET CLASSPATH=%APP HOME$%\bin;$APP HOME$\bin\ch.jar

REM #######4#4#AHAFAFHAHAHAHAHH A A A AR HAHRHA R R A A A HAH AR AR HA
ECHO -

ECHO APE_HOME:QAPE_HOME%

ECHO SETTING HOME=3SETTING HOME3%

ECHO JAVA HOME=3%JAVA HOME<3

ECHO JAVA_EXE:%JAVA_EXE%

ECHO JAVA OPTS=3%JAVA OPTS%

ECHO JAVA LIB PATH=%JAVA LIB PATH%

ECHO PATH=%PATH?%

ECHO CLASSPATH=%CLASSPATH$S

ECHO -
ECHO Listing all backup jobs for Backup Set - 'S$BACKUP SETZ3'
@ECHO ON

$JAVA EXE$ $JAVA LIB PATH% -cp $CLASSPATHS $JAVA OPTS% ListBackupJob --
app-home=%APP HOME$% --backup-set=%BACKUP SET?% --backup-

dest=%BACKUP _DEST% —--setting-home=3%SETTING HOME$%

PAUSE

NOTE

You can only select one (1) backup set and one (1) destination at a time.
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Save the changes and close the text editor. Proceed back to cmd and enter ListBackupJob.bat.
The list of backup jobs under the specified backup set will be displayed.

C:\Program Files\AhsayACB\bin>ListBackupJob.bat

APP_HOME=. .

SETTING HOME=

JAVA HOME=..\jvm

JAVA EXE=..\jvm\bin\bJW.exe

JAVA OPTS=-Xms128m -Xmx768m -Dsun.javaZd.noddraw -
Dsun.nio.PageAlignDirectMemory=true

JAVA LIB PATH=-Djava.library.path=..\bin PATH=..\jvm\bin;C:\Program
Files (x86)\Common Files\Oracle\Java\javapath;C:\Windows\system32,;C:
\Windows;C:\Windows\System32\Wbem,;C: \Windows\System32\WindowsPowerShell
\v1.0\,;C:\Program Files\Microsoft SQL Server\Client SDK\ODBC\110\Tools
\Binn\,;C:\Program Files (x86) \Microsoft SQL

Server\120\Tools\Binn\ ;C:\Program Files\Microsoft SQL
Server\120\Tools\Binn\;C:\Program Files\Microsoft SQL
Server\120\DTS\Binn\ ;C:\Program
Files\PuTTY\CLASSPATH=..\bin;..\bin\cb. jar

Listing all backup jobs for Backup Set - '"File Backup"'

C:\Program Files\AhsayACB\bin>..\jvm\bin\bJW.exe -
Djava.library.path=..\bin -cp..\bin;..\bin\ch.jar -Xmsl28m -Xmx768m -
Dsun.java2d.noddraw -Dsun.nio.PageAlignDirectMemory=true ListBackupJob -
-app-home=.. --backup-set="File Backup'" --backup-dest="" --setting-home=
File Backup [1562220462692]

2019-07-05-11-31-41

2019-07-04-20-00-00

2019-07-04-14-08-13

C:\Program Files\AhsayACB\bin>PAUSE

Press any key to continue
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Restore.bat

This allows the user to restore backed up data. Enter the following script to export the batch file to
a text editor.

C:\Program Files\AhsayACB\bin>notepad Restore.bat

C:\Program Files\AhsayACB\bin>

Configure the following parameters:

o BACKUP_SET - this is the backup set which you would like to restore. If the backup set
name is not in English, use the backup set ID.

e.g. SET BACKUP_SET="FileBackupSet-1"
or SET BACKUP_SET="1119083740107"

o DESTINATION - this is the destination where you want to restore the backed up data from. If
the destination is not in English, use the destination ID.

e.g. SET DESTINATION="Local-1"
or SET DESTINATION="1119083740107"

You can leave this parameter blank if you only have one (1) backup destination.
e.g. SET DESTINATION=""

¢ RESTORE_TO - this is the location where the files will be restored.

e.g. SET RESTORE_TO=" C:\Temp"

¢ RESTORE_FROM - this is the selected file or directory on the backup server which you
would like to restore.

e.g. SET RESTORE_FROM=" C:\Users"

o POINT_IN_TIME - this is the point-in-time shapshot (of a successful backup) that you want to
restore from the backup server. Use "Current" for the latest backup shapshot. You can
retrieve the point in time by using the ListBackupJob.bat.

e.g. SET POINT_IN_TIME="2006-10-04-12-57-13"
or SET POINT_IN_TIME="Current"

o RESTORE_PERMISSION — set this to “Y” if you want to restore file permissions. Otherwise,
indicate “N” if you do NOT want to restore file permissions.

e.g. SET RESTORE_PERMISSION="N"

o SKIP_INVALID_KEY - set this to “Y” if you want to skip restore file with an invalid key. Set
this to "N" if you want to prompt user to input the correct key.

e.g. SET SKIP_INVALID_KEY="N"

e SYNC_OPTION - set this to "Y" if you want to enable the sync option. Set this to "N" if you do
NOT want to enable sync option. Leave this blank if you want to prompt user for a selection.
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e.g. SET SYNC_OPTION="N"
REPLACE_EXISTING_FILE — set to "--all" to replace all existing file(s) of the same filename.
Set this to "--none" to skip all existing file(s) with the same filename. Leave this blank if you
want to prompt user for a selection.

e.g. SET REPLACE_EXISTING_FILE="--all"

SETTING_HOME - this is the directory to your setting home. If not set, the directory will be
"C:\Users\USER\.acb" by default.

e.g. SET SETTING_HOME="C:\Users\John\.ach"
FILTER - this parameter is used to filter the files that you want to restore.
e.g. SET FILTER="-Pattern=.txt-Type=exact-Target=toFile"
TEMP_DIR - this is the directory where you would like to store the restore files temporarily.
e.g. SET TEMP_DIR="C:\Temp"
VERIFY_CHKSUM - set this to "Y" if you want to verify the in-file delta file checksum during
restore. Otherwise, set this to "N" if you do NOT want to verify the in-file delta file checksum

during restore.

e.g. SET VERIFY_CHKSUM="N"

REM
REM
REM
REM
REM
REM

@ECHO OFF

#H## AR AR AR AR AR AR A A A A AH##H  Restore.bat ##############H#AH#HAEH#S
# You can use this batch file to restore backup files using command-
# line. Just customize the "User Define Section" below with values

# for your restore action.

FEAHAHA A AR FAFAFA AR HAHAHA A AR A A A H A AR AR H S
#H#### A A A A4 ####4  Start: User Defined Section #################
——————————————————————————————— BACKUP SET ——————————mm oo
The name or ID of the backup set that you want to restore.

If backup set name is not in English, please use ID instead.

e.g. SET BACKUP SET="1119083740107"

or SET BACKUP SET="FileBackupSet-1"

You can leave this parameter blank 1if you have only 1 backup set.
BACKUP_SET=""
—————————————————————————————— DESTINATION —-——————————————————————
| The name or ID of the backup destination that you want to restore
| from.
| If backup destination name is not in English, please use ID
| instead.
| e.g. SET DESTINATION="1740107119083"
\ or SET DESTINATION="Destination-1"
\
| You can leave this parameter blank if you have only 1 destination.
DESTINATION=""
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REM
REM
REM
REM
REM
SET
REM
REM
REM
REM
SET
REM
REM
REM
REM
REM
REM
REM
REM
REM
SET
REM
REM
REM
REM
SET
REM
REM
REM
REM
SET
REM
REM
REM
REM
REM
REM
SET
REM
REM
REM
REM
REM
SET
REM
REM
REM
REM
REM
SET
REM

——————————————————————————————— RESTORE TO ———=————————————————————
| Directory to where you want files to be restored

| Use "\\\\" instead of "\\" when you specify a UNC path

| set to "" to restore files to original location

| e.g. SET RESTORE TO="C:\Temp"

—————————————————————————————— RESTORE FROM ———==———=————————————-
| File/Directory on the backup server that you would like to restore
| e.g. SET RESTORE FROM="C:\Data"

RESTORE FROM=" C:\Users\Administrator\Desktop\Data backup"
————————————————————————————— POINT IN TIME ————=—————————————————=
| The point-in-time snapshot (successful backup) that you want to

| restore from the backup server.

| Use "Current" for the latest backup

| snapshot e.g. SET POINT IN TIME="2006-10-04-12-57-13"

\ or SET POINT IN TIME="Current"

\

\

You can retrieve the point in time by using the ListBackupJob.bat

——————————————————————————— RESTORE PERMISSION —-—=--—=-—=-—==—=————
| set to "Y" if you want to restore file permissions

y p
| set to "N" if you do NOT want to restore file permissions

y p

———————————————————————————— SKIP INVALID KEY ——=———=—————————————
| set to "Y" if you want to skip restore file with invalid key
| set to "N" if you want to prompt user to input a correct key

—————————————————————————————— SYNC OPTION —===——==———=———————————
Delete extra files

set to "Y" if you want to enable sync option

set to "N" if you do NOT want to enable sync option

set to "" to prompt for selection

————————————————————————— REPLACE EXISTING FILE —=————————————————
| set to "--all" to replace all existing file(s) of the same

| filename set to "--none" to skip all existing file(s) with the same
| filename set to "" to prompt for selection

—————————————————————————————— SETTING HOME —=——————=—=—=——========-=
| Directory to your setting home. Default to

| "C:\Users\USER\.ach" when not set.

| e.g. SET SETTING HOME="C:\Users\John\.acb"

SETTING _HOME=""

OPTION:
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REM | Filter out what files you want to restore

REM | -Pattern=xxx-Type=yyy-Target=zzz

REM | where xxx 1s the filter pattern,

REM | yyy 1is the filter type, which can be one of the following:
REM | [exact | exactMatchCase | contains | containsMatchCase|
REM | startWith | startWithMatchCase | endWith |

REM | endWithMatchCase] |

REM | zzz 1s the filter target, which can be one of the following:
REM | [toFile | toFileDir | toDir]

REM |

REM | e.g. SET FILTER="-Pattern=.txt-Type=exact-Target=toFile"

REM ———=——————mm
SET FILTER=""

REM —-—-—=—————— === —————— TEMP DIR —====———————————————————
REM | Directory to where you want to store restore files temporarily
REM | Use "\\\\" instead of "\\" when you specify a UNC path

REM | set to "" to use the temporary directory in the backup set

REM | e.g. SET TEMP DIR="C: \Temp"

REM ———==———————
SET TEMP DIR=""

REM —-—-————=—————————————————————— VERIFY CHKSUM ————=———————————————---=
REM set to "Y" if you want to verify in-file delta file checksum

REM during restore

\
\
REM | set to "N" if you do NOT want to verify in-file delta file
REM | checksum during restore
REM ———==—— === ——
SET VERIFY CHKSUM="N"
REM #################### END: User Defined Section ###################
SET APP HOME=..
SET JAVA_HOME:QAPP_HOME% \jvm
SET JAVA EXE=%JAVA HOME$\bin\bJW.exe
SET JAVA LIB PATH=-Djava.library.path=8%APP HOME$\bin
SET PATH:%JAVA_HOME% \bin,; $PATH%
SET CLASSPATH=%$APP HOME$\bin;$APP _HOME%\bin\cb.jar
IF "3PROCESSOR ARCHITECTURES%"=="x86" (
SET "DEP_LIB_PATH:X8 6"
SET JAVA OPTS=-Xmsl28m -Xmx768m -XX:MaxDirectMemorySize=512m -
Dsun. java2d.noddraw -Dsun.nio.PageAlignDirectMemory=true
) ELSE (
SET "DEP_LIB_ PATH=X64"
SET JAVA OPTS=-Xms128m -Xmx2048m -XX:MaxDirectMemorySize=1024m -
Dsun. javaZd.noddraw -Dsun.nio.PageAlignDirectMemory=true
)
SET PATH=%CD%\$APP HOME$\bin\$DEP LIB PATH%;%PATH%
REM #########4#####HHAHFHAHAHHAHAHAFAFAHAHAHAHAHA A A A AH A A AR HAHS
ECHO -
ECHO APP_HOMEZgAPP_HOME%
ECHO SETTING_HOME:QSETTING_HOME%
ECHO JAVA HOME=3%JAVA HOME<3
ECHO JAVA EXE=3%JAVA EXE%
ECHO JAVA OPTS= gJAVA_OPTS%
ECHO JAVA LIB PATH=%JAVA LIB PATH%
ECHO PATH=%PATHS
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ECHO CLASSPATH=%$CLASSPATH?

ECHO -

@ECHO ON

$JAVA EXE?% %JAVA LIB PATH% -cp %CLASSPATH% %JAVA OPTS% Restore --
to=%RESTORE TO% --from=%RESTORE FROM% --backup-set=3%$BACKUP SET$% --
backup-dest=3%DESTINATION% SREPLACE EXISTING FILE?% --date=3%POINT IN TIMES
--set-permission=3RESTORE PERMISSION?% --skip-invalid-

key=%SKIP INVALID KEY% --sync=%SYNC OPTION% --filter=3%FILTER% --temp-
dir=%TEMP DIR% --verify-delta-file-chksum=%VERIFY CHKSUM% --app-
home=%APP _HOME?% --setting-home=3%SETTING HOME$%

@ECHO OFF

CD SAPP HOME%

IF "3APP HOME3"==".." PAUSE

@ECHO ON

NOTE

If some parameters are not set, the restore job will run with the default restore settings.

Save the changes and close the text editor. Proceed back to cmd and enter Restore.bat.

C:\Program Files\AhsayACB\bin>Restore.bat

APP HOME=. .

SETTING HOME=""

JAVA HOME=..\jvm

JAVA EXE=..\jvm\bin\bJW.exe

JAVA OPTS=-Xms128m -Xmx2048m -XX:MaxDirectMemorySize=1024m -
Dsun. javaZd.noddraw -Dsun.nio.PageAlignDirectMemory=true

JAVA LIB PATH=-Djava.library.path=..\binPATH=C:\Program Files\AhsayACB
\bin\..\bin\X64,;..\jvm\bin;C:\Program Files (x86)\Common Files\Oracle\
Javal\javapath;C:\Windows\system32;C: \Windows,;C: \Windows\System32\Wbem;

C:\Windows\System32\WindowsPowerShell\v1.0\;C:\Program Files\Microsoft
SQL Server\Client SDK\ODBC\110\Tools\Binn\;C:\Program Files

(x86) \Microsoft SQL Server\120\Tools\Binn\;C:\Program Files\Microsoft
SQL Server\120\Tools\Binn\,;C:\Program Files\Microsoft SQL
Server\120\DTS\Binn\,;C: \Program Files\PuTTY\CLASSPATH=..
\bin;..\bin\ch. jar

C:\Program Files\AhsayACB\bin>..\jvm\bin\bJW.exe -
Djava.library.path=..\bin -cp ..\bin;..\bin\cb.jar -Xmsl28m -Xmx2048m -
XX:MaxDirectMemorySize=1024m -Dsun.javaZd.noddraw -

Dsun.nio.PageAlignDirectMemory=true Restore --to="C:\Temp" --
from="C:\Users\Administrator\Desktop\Data backup" --backup-set="" —--
backup-dest="" "--all" --date="Current'"--set-permission="N" --skip-
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invalid-key="N" --sync="N" --filter="" --temp-dir="" --verify-delta-
file-chksum="N" --app-home=.. --setting-home=""

Filter Pattern not set, filter would not apply to restore

Temporary directory not set, use the temporary directory in the backup
set

[2019-07-12 11:52:03] Start [ AhsayACB v8.2.1.18 ]

[2019-07-12 11:52:03] 0S: Windows Server 2012 R2 (w2kl6R2-std),; CPU
Model: VMware-Intel (R) Xeon(R) CPU E5520 @ 2.27GHz,Intel (R) Xeon (R) CPU
E5520 @2.27GHz; Number of Processors: 4; Heap Size: 32.3MB (Current) /
1.8GB (Maximum); Physical Memory: 726.9MB (Free) / 4GB (Total)

[2019-07-12 11:52:03] start,Start [ AhsayACB v8.2.1.18 ],0,0,0,,0,0

[2019-07-12 11:52:03] Initializing decrypt action...

[2019-07-12 11:52:03] Initializing decrypt action... Completed
[2019-07-12 11:52:04] Creating new directory... "C:\Temp\C "
[2019-07-12 11:52:04] Creating new directory... "C:\Temp\C \Users"

[2019-07-12 11:52:04] Creating new directory...
"C:\Temp\C \Users\Administrator"

[2019-07-12 11:52:04] Creating new directory...
"C:\Temp\C \Users\Administrator\Desktop"

[2019-07-12 11:52:04] Creating new directory..
"C:\Temp\C \Users\Administrator\Desktop\Data backup"

[2019-07-12 11:52:04] Downloading...
"C:\Temp\C \Users\Administrator\Desktop\Data backup\Sample file.txt"
(Total 0 bytes)

[2019-07-12 11:52:04] Downloading...
"C:\Temp\C \Users\Administrator\Desktop\Data backup\Text File.txt"
(Total 0 bytes)

[2019-07-12 11:52:05] file,C:\Temp\C \Users\Administrator\Desktop\Data
backup\Sample file.txt,0,0,1562897245044,,1562903525530,1562903525531

[2019-07-12 11:52:05] file,C:\Temp\C \Users\Administrator\Desktop\Data
backup\Text File.txt,0,0,1562897254708,,1562903525531,1562903525531

[2019-07-12 11:52:06] Restore Completed Successfully

[2019-07-12 11:52:06] end,RESTORE STOP SUCCESS,0,0,0,,0,0

Press any key to continue
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Decrypt.bat

This allows the user to restore raw data. Enter the following script to export the batch file to a text
editor.

C:\Program Files\AhsayACB\bin>notepad Decrypt.bat

C:\Program Files\AhsayACB\bin>

Configure the following parameters:

¢ SOURCE_DIR - this is the path of the folder which contains the backed up files that you want
to decrypt.

e.g. SOURCE_DIR="C:\john\backupdata\1498444438340\blocks”

o ENCRYPT_KEY - this is the encryption key that was set for the backup set. You can leave
this parameter blank if the backed up data is not encrypted.

e.g. ENCRYPT_KEY="NjQAtHhBSyAVgfFkaFI="
e.g. ENCRYPT_KEY=""

e DECRYPT_TO —this is the specified directory where the decrypted files will be stored.
e.g. SET DECRYPT_TO=" C:\Temp"

o DECRYPT_FROM - this is the file or directory on the backup data that you would like to
decrypt.

e.g. SET DECRYPT_TO="C:\Data"

o POINT_IN_TIME - this is the point-in-time shapshot (of a successful backup) that you want to
decrypt from the backed up data. Use "Current" for the latest backup snapshot. The point-in-
time should be one of the directory names under SOURCE_DIR.

e.g. SET POINT_IN_TIME="2006-10-04-12-57-13"
or SET POINT_IN_TIME="Current"

¢ RESTORE_PERMISSION - set this to "Y" if you want to restore file permissions. Otherwise,
indicate “N” if you do NOT want to restore file permissions.

e.g. SET RESTORE_PERMISSION="N"

o SKIP_INVALID_KEY - set this to "Y" if you want to skip decrypt file with invalid key. Set this
set to "N" if you want to prompt user to input a correct key.

e.g. SKIP_INVALID_KEY="Y"
e SYNC_OPTION - set this to "Y" if you want to enable sync option. Set this to "N" if you do
NOT want to enable sync option. Leave this parameter blank if you want to prompt user for
selection.

e.g. SET SYNC_OPTION="N"

e.g. SET SYNC_OPTION=""
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REPLACE_EXISTING_FILE — set this to "--all" if you want to replace all existing file(s) of the
same filename. Set this to "--none" if you want to skip all existing file(s) with the same
filename. Leave this parameter blank if you want to prompt user for selection.

e.g. SET REPLACE_EXISTING_FILE="--all"
e.g. SET REPLACE_EXISTING_FILE="--none"
e.g. SET REPLACE_EXISTING_FILE=""

SETTING_HOME - this is the directory to your setting home. This is where the log files will be
placed. If not set, the directory will be "C:\Users\USER\.acbh" by default.

e.g. SET SETTING_HOME="C:\Users\John\.ach"

FILTER - this parameter is used to filter the files that you want to decrypt.
e.g. SET FILTER="-Pattern=.txt-Type=exact-Target=toFile"

TEMP_DIR - this is the directory where you would like to store the decrypt files temporarily.
e.g. SET TEMP_DIR="C:\Temp"

VERIFY_CHKSUM - set this to "Y" if you want to verify the in-file delta file checksum during
decrypt. Set this to "N" if you do NOT want to verify the in-file delta file checksum during
decrypt.

e.g. SET VERIFY_CHKSUM="N"

@ECHO OFF

REM ############### 44 ####4#####4#4## Decrypt.bat ###############1E####1E
REM # You can use this batch file to decrypt backup files using command-
REM # line. Just customize the "User Define Section" below with values
REM # for your decrypt action.

REM ############ 4 ##AHAAHAAHAAHAAAAAAARAA AR AR A A RAA A AR A AR AR A A A
REM #################### Start: User Defined Section ###############H
REM == — oo oo SOURCE DIR —=———=————————————m——— o
REM | The path to the [<backup set ID>/blocks] folder which contains |
REM | the backup files that you want to decrypt.

REM | This folder should be located under backup destination physically.
REM | e.g. SET SOURCE DIR="C:\john\backupdata\1498444438340\blocks"

REM | where directory "C:\john\backupdata" is path of local destination
REM —————————
SET SOURCE_DIR="C:\Program

Files\AhsayCBS\user\Win ACB\1562897045523\blocks"

REM —-—-—=——=——— === ———————— ENCRYPT KEY —==———=———————————————-
REM | The encrypting key of the backup data.

REM | e.g. SET ENCRYPT KEY="RU5DUI1QVFI9LRVk="

REM |

REM | You can leave this parameter blank if backup data is not

REM | encrypted.

REM —————————m—m
SET ENCRYPT KEY=""

REM - —-———— === ———————————— DECRYPT TO —=—===———————————————--=
REM | Directory to where you want files to be decrypted

REM | Use "\\\\" instead of "\\" when you specify a UNC path

REM | e.g. SET DECRYPT TO="C: \Temp"
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SET
REM
REM
REM
REM
SET
REM
REM
REM
REM
REM
REM
REM
REM
REM
REM
SET
REM
REM
REM
REM
SET
REM
REM
REM
REM
SET
REM
REM
REM
REM
REM
REM
SET
REM
REM
REM
REM
REM
SET
REM
REM
REM
REM
REM
SET
REM
REM
REM
REM
REM
REM

—————————————————————————————— DECRYPT FROM ———=—————————————————-—
| File/Directory on the backup data that you would like to decrypt

| e.g. SET DECRYPT FROM="C:\Data"

DECRYPT FROM="C:\Users\Administrator\Desktop\Data backup"
————————————————————————————— POINT IN TIME ————=—————————————————
| The point-in-time snapshot (successful backup) that you want to

| decrypt from the backup data. Use "Current" for the latest backup
| snapshot

| e.g. SET POINT IN TIME="2006-10-04-12-57-13"

| or SET POINT IN TIME="Current"
\

\

\

The point in time should be one of the directory name under
SOURCE _DIR unless you want to decrypt latest backup snapshot.

——————————————————————————— RESTORE PERMISSION —-—=--—=-—=-—=-——————
| set to "Y" if you want to restore file permissions

y p
| set to "N" if you do NOT want to restore file permissions

y p

———————————————————————————— SKIP INVALID KEY —=————=-——=————————————
| set to "Y" if you want to skip decrypt file with invalid key
| set to "N" if you want to prompt to input a correct key

—————————————————————————————— SYNC OPTION —==—=——==———————————————
Delete extra files

set to "Y" if you want to enable sync option

set to "N" if you do NOT want to enable sync option

set to "" to prompt for selection

————————————————————————— REPLACE EXISTING FILE —=—-——————————————
| set to "--all" to replace all existing file(s) of the same

n

| filename set to "--none" to skip all existing file(s) with the

| same filename set to "" to prompt for selection

————————————————————————————— SETTING HOME ———————=——————==========

| Directory to your setting home. Log files will be located inside.

| Default to "C:\Users\USER\.acb" when not set.

| e.g. SET SETTING HOME="C:\Users\John\.acb"

SETTING HOME="C:\Users\Administrator\.acb"

OPTION:

————————————————————————————————— FILTER —-————————————————————————
Filter out what files you want to decrypt

\

| —-Pattern=xxx-Type=yyy-Target=zzz
| where xxx 1s the filter pattern,
\

yyy 1s the filter type, whice can be one of the following:
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REM | [exact | exactMatchCase | contains | containsMatchCasel]
REM | startWith | startWithMatchCase | endWith |

REM | endWithMatchCase]

REM | zzz 1s the filter target, which can be one of the following:
REM | [toFile | toFileDir | toDir]

REM |

REM | e.g. SET FILTER="-Pattern=.txt-Type=exact-Target=toFile"

REM ———=——————mm
SET FILTER=""

REM —-—-—=—=—=——— === —————— TEMP DIR —====———————————————————

REM | Directory to where you want to store decrypt files temporarily
REM | Use "\\\\" instead of "\\" when you specify a UNC path
REM | e.g. SET TEMB_DIR:"C:\Temp"

REM —-—————— =~ =~ ——m e ———
SET TEM?_DIR="C:\Temp"

REM ——=——————— VERIFY CHKSUM ————=————=—=—=—————=—=———---=
REM | set to "Y" if you want to verify in-file delta file checksum

REM | during decrypt

REM | set to "N" if you do NOT want to verify in-file delta file

REM | checksum during decrypt

REM —-———————— =~ ——— e ———

SET VERIFY CHKSUM="N"
REM #################### END: User Defined Section ##################H
SET APP HOME=..
SET JAVA_HOME=9APB_HOME%\ij
SET JAVA_EXE=9JAVA_HOME%\bin\bJW.exe
SET JAVA LIB PATH=-Djava.library.path=%APP HOME$\bin
SET PATH=%JAVA_HOME%\bin;%PATH%
SET CLASSPATH:%APE_HOME%\bin;%APE_HOME%\bin\cb.jar
IF "%PROCESSOR_ARCHITECTURE%"::"X86" (
SET "DEP LIB PATH=X86"
SET JAVA OPTS=-Xms128m -Xmx768m -XX:MaxDirectMemorySize=512m -
Dsun. javaZd.noddraw -Dsun.nio.PageAlignDirectMemory=true
) ELSE (
SET "DEP LIB PATH=X64"
SET JAVA OPTS=-Xms128m -Xmx2048m -XX:MaxDirectMemorySize=1024m -
Dsun. javaZd.noddraw -Dsun.nio.PageAlignDirectMemory=true
)
SET PATH=8CD%\SAPP _HOME$\bin\$DEP LIB PATH%;$PATH$
REM ###########A#AHAHARARARAEA A A A AFAHAHAHARARARARA A A A A FAFARAHAHS
ECHO -
ECHO APP HOME=3%APP HOME<%
ECHO SETTING HOME=3%SETTING HOME3%
ECHO JAVA HOME=3%JAVA HOME3%
ECHO JAVA EXE=3%JAVA EXE%
ECHO JAVA OPTS=3%JAVA OPTS?%
ECHO JAVA LIB PATH=%JAVA LIB PATH%
ECHO PATH=$%PATH?%
ECHO CLASSPATH=%CLASSPATH?
ECHO -
@ECHO ON
$JAVA EXES% $JAVA LIB PATH$ -cp 3CLASSPATH?% $JAVA OPTS% Decrypt —-
to=%DECRYPT TO% —--from=3DECRYPT FROM$% --source-dir=8SOURCE DIR% —-
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key=%ENCRYPT KEY% SREPLACE EXISTING FILE% --date=%POINT IN TIME?S --set-
permission=3%RESTORE PERMISSION?% --skip-invalid-key=%SKIP INVALID KEY?% --
sync=%SYNC OPTION% —--filter=%FILTERS --temp-dir=%TEMP DIR% —--verify-
delta-file-chksum=%VERIFY CHKSUM?% --app-home=%APP HOME% --setting-
home=%SETTING HOME?%

@ECHO OFF

CD 3%APP HOME?

IF "3%APP HOME3"==".." PAUSE

@ECHO ON

Save the changes and close the text editor. On the cmd, enter Decrypt.bat. When asked if you
want to input the encrypting key, select ‘1’ (Yes). Enter the correct encryption key to continue.

C:\Program Files\AhsayACB\bin>Decrypt.bat

APP_HOME=. .

SETTING HOME="C:\Users\Administrator\.acb"

JAVA HOME=..\jvm

JAVA EXE=..\jvm\bin\bJW.exe

JAVA OPTS=-Xms128m -Xmx2048m -XX:MaxDirectMemorySize=1024m -
Dsun. javaZ2d.noddraw -Dsun.nio.PageAlignDirectMemory=true

JAVA LIB PATH=-Djava.library.path=..\bin PATH=C:\Program
Files\AhsayACB\bin

\..\bin\X64,..\jvm\bin;C:\Program Files (x86) \Common
Files\Oracle\Java\javapath;C:\Windows\system32;C: \Windows;C: \Windows\
System32\Wbem;C: \Windows\System32\WindowsPowerShell\vl.0\;C:\Program
Files\Microsoft SQL Server\Client SDK\ODBC\110\Tools\Binn\;C:\Program
Files (x86)\Microsoft SQL Server\120\Tools\Binn\,;C:\Program
Files\Microsoft SQL Server\120\Tools\Binn\;C:\Program Files\Microsoft
SQL Server\120\DTS\

Binn\;C:\Program Files\PuTTY\CLASSPATH=..\bin;..\bin\cb.jar
C:\Program Files\AhsayACB\bin>..\jvm\bin\bJW.exe -
Djava.library.path=..\bin -cp ..\bin,;..\bin\cb.jar -Xmsl128m -Xmx2048m -
XX:MaxDirectMemorySize=1024m -Dsun.javaZd.noddraw -
Dsun.nio.PageAlignDirectMemory=true Decrypt --to="C:\Data" --

from="C:\Users\Administrator\Desktop\Data backup" --source-
dir="C:\Program Files\AhsayCBS\user\Win ACB\1562897045523\blocks" --
key="" "--g11" --date="Current" --set-permission='"N" --skip-invalid-
key="Y" --sync="N" --filter="" —--temp-dir="C:\Temp" --verify-delta-file-
chksum="N" --app-home=.. --setting-home="C:\Users\Administrator\.acb"

Filter Pattern not set, filter would not apply to decrypt
(C:\Program Files\Ahsay CBS\user\Win ACB\1562897045523\blocks\index~-
s0.700.100.16be3f1a078.cgz)

Please input the Encrypting Key.

Want to input encrypting key?

1.YES 2.CANCEL >>1

Enter Correct Encrypting Key:*****kkkkkkskhkkkkik

[2019-07-12 10:27:23] Start [ AhsayACB v8.2.1.18 ]

[2019-07-12 10:27:25] 0OS: Windows Server 2012 R2 (w2kl16R2-std),; CPU
Model: VMware-Intel (R) Xeon(R) CPU E5520 @ 2.27GHz,Intel (R) Xeon (R) CPU
E5520 @ 2.27GHz; Number of Processors: 4; Heap Size: 35.6MB (Current)
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/ 1.8GB (Maximum), Physical Memory: 722.2MB (Free) / 4GB (Total)
[2019-07-12 10:27:25] start,Start [ AhsayACB v8.2.1.18 ],0,0,0,,0,0
[2019-07-12 10:27:25] Initializing decrypt action...

[2019-07-12 10:27:25] Initializing decrypt action... Completed
[2019-07-12 10:27:26] Creating new directory... "C:\Data\C "
[2019-07-12 10:27:26] Creating new directory... "C:\Data\C \Users"

[2019-07-12 10:27:26] Creating new directory...

"C:\Data\C \Users\Administrator"

[2019-07-12 10:27:26] Creating new directory...

"C:\Data\C \Users\Administrator\Desktop"

[2019-07-12 10:27:26] Creating new directory..

"C:\Data\C \Users\Administrator\Desktop\Data backup"

[2019-07-12 10:27:26] Downloading...

"C:\Data\C \Users\Administrator\Desktop\Data backup\Sample file.txt"
(Total 0 bytes)

[2019-07-12 10:27:26] Downloading...

"C:\Data\C \Users\Administrator\Desktop\Data backup\Text File.txt"
(Total 0 bytes)

[2019-07-12 10:27:27] file,C:\Data\C \Users\Administrator\Desktop\Data
backup\Text File.txt,0,0,1562897254708,,1562898447522,1562898447522

[2019-07-12 10:27:28] Restore Completed Successfully
[2019-07-12 10:27:28] end,RESTORE STOP SUCCESS,0,0,0,,0,0

Press any key to continue

RunDatalntegrityCheck.bat

This allows the user to perform Data Integrity Check to all available backup sets. Enter the
following script to export the batch file to a text editor.

C:\Program Files\AhsayACB\bin>notepad RunDatalntegrityCheck.bat

C:\Program Files\AhsayACB\bin>

To run a Data Integrity Check, configure the following parameters:

o SETTING_HOME (Optional)- this is the directory to your setting home. This is where the log
files will be located. If not set, the directory will be "C:\Users\USER\.acb" by default

e.g. SET SETTING_HOME="C:\Users\John\.acbh"

e BACKUP_SET - this is the backup set which you would like to run a Data Integrity Check on.
If the backup set hame is not in English, use the backup set ID.

e.g. SET BACKUP_SET="FileBackupSet-1"
or SET BACKUP_SET="1119083740107"

You can leave this parameter blank if you only have one (1) backup set.

e.g. SET BACKUP_SET=""
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¢ BACKUP_DEST - this is the destination of the backup set which you will run a Data Integrity
Check on. If the destination is not in English, use the destination ID.

e.g. SET BACKUP_DEST="Destination-1"
or SET BACKUP_DEST="1740107119083"

This parameter can be left blank if you have a single destination.
e.g. SET BACKUP_DEST=""

This parameter will be ignored if the BACKUP_SET is set to "ALL".
e.g. SET BACKUP_SET="ALL"

¢ CRC_MODE - when enabled, a Cyclic Redundancy Check (CRC) will run during the Data
Integrity Check.

e.g. SET CRC_MODE="ENABLE-CRC"
SET CRC_MODE="DISABLE-CRC"

@ECHO OFF

REM ####################### RunDatalntegrityCheck.bat ###############H##
REM # You can use this batch to run any of your backup sets from the
REM # command line. Just customize the "User Defined Section'" below with
REM # your values for your backup action.

REM ################HAHAHHHAHAFAFAFAHAHAHAHA A A A AHAF A H A AR
REM ###################### START: User Defined Section ##############

REM —=—==—=—————————————————— SETTING HOME (Optional) ———-—-—-——-——--—----
REM | Directory to your setting home. Default to

REM | "C:\Users\USER\.acb" when not set.

REM | e.g. SET SETTING HOME="C:\Users\John\.acb"

REM —————— = m
SET SETTING HOME=""

REM - - ———————— BACKUP _SET —===—=—=——————————————=
REM | The name or ID of the backup set that you want to run.

REM | If backup set name is not in English, please use ID instead.

REM | e.g. SET BACKUP SET="1119083740107"

REM | or SET BACKUP_SET:"FileBackupSet—l"

REM | You can use "ALL" to run data integrity check for all backup sets.
REM | i.e. SET BACKUP SET="ALL"

REM |

REM | You can leave this parameter blank if you have only 1 backup set.
REM ———=——————mm
SET BACKUP_SET="Data Backup"

REM - —————— === ———————— BACKUP _DEST —==—===————————————————=
REM | The name or ID of the backup destination that you want to run.

REM | If backup destination name is not in English, please use ID

REM | instead. e.g. SET BACKUP DEST="1740107119083"

REM | or SET BACKUP DEST="Destination-1"

REM | You can use "ALL" to run data integrity check for all

REM | destinations. i.e. SET BACKUP DEST="ALL"

REM |
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REM | You can leave this parameter blank if you have only 1 destination.
REM | Remark: This option is ignored 1f BACKUP SET="ALL"

REM ——m m o o
SET BACKUP_DEST=""

REM === === mm e CRC_MODE —==—————————m—m—mmom =
REM You can run Cyclic Redundancy Check (CRC) during data integrity
REM check

|
|
REM | Options available: ENABLE-CRC/DISABLE-CRC
\
|

REM | i.e. SET CRC_MODE="ENABLE-CRC"
REM or SET CRC_MODE="DISABLE-CRC"
REM === = o o o

SET CRC_MODE="DISABLE-CRC"
REM ####################### END: User Defined Section #################
SET APP HOME=..
SET JAVA HOME=$APP HOMES%\jvm
SET JAVA_EXE=9JAVA_HOME%\bin\bJW.exe
SET JAVA LIB PATH=-Djava.library.path=%APP HOME$\bin
SET PATH=%JAVA_HOME%\bin;%PATH%
SET CLASSPAT =9APB_HOME%\bin;%APB_HOME%\bin\cb.jar
IF "3PROCESSOR ARCHITECTURES%"=="x86" (
SET "DEP LIB PATH=X86"
SET JAVA OPTS=-Xmsl128m -Xmx768m -XX:MaxDirectMemorySize=512m -
Dsun. javaZd.noddraw -Dsun.nio.PageAlignDirectMemory=true

) ELSE (

SET "DEP LIB PATH=X64"
SET JAVA OPTS=-Xms128m -Xmx2048m -XX:MaxDirectMemorySize=1024m -
Dsun. java2d.noddraw -Dsun.nio.PageAlignDirectMemory=true
)
SET PATH=%CD%\$APP HOME$\bin\$DEP LIB PATHS;$PATH$
REM #########AH#AHHAH#ARHARAAHAAAAAAAAAH AR A AR AR H A AR AR A AR AR A A H A
ECHO -
ECHO APP HOME=3%APP HOME%
ECHO SETTING_HOME:%SETTING_HOME%
ECHO JAVA HOME=3%JAVA HOME<3
ECHO JAVA EXE=%JAVA EXE%
ECHO JAVA_OPTS:%JAVA_OPTS%
ECHO JAVA LIB PATH=$%JAVA LIB PATH$%
ECHO PATH=%PATH%
ECHO CLASSPATH=%CLASSPATHS

ECHO -

ECHO Running data integrity check for backup set - '%BACKUP SET%',
destination - '3BACKUP DEST%'

@ECHO ON

SJAVA EXES $JAVA LIB PATHS -cp $CLASSPATH% $JAVA OPTS%
RunDatalntegrityCheck $APP HOME?% 3SETTING HOME?3 3$BACKUP SET%
SBACKUP DEST% 3$CRC MODE

@ECHO OFF

CD 3%APP HOME3

IF "3APP HOME3"==".." PAUSE

@ECHO ON
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Save the changes and close the text editor. Proceed back to cmd and enter the following script.

C:\Program Files\AhsayACB\bin>RunDatalntegrityCheck.bat

APP HOME=..

SETTING HOME=""

JAVA HOME=..\jvm

JAVA EXE=..\jvm\bin\bJW.exe

JAVA OPTS=-Xms128m -Xmx2048m -XX:MaxDirectMemorySize=1024m -
Dsun. javaZ2d.noddraw -Dsun.nio.PageAlignDirectMemory=true

JAVA LIB PATH=-Djava.library.path=..\bin PATH=C:\Program Files\AhsayACB
\bin\..\bin\X64,;..\jvm\bin;C:\Program Files (x86) \Common Files\Oracle
\Java\javapath;C: \Windows\system32,;C: \Windows,;C: \Windows\System32\Wbem;C
:\Windows\System32\WindowsPowerShell\v1.0\;C:\Program Files\Microsoft
SQL Server\Client SDK\ODBC\110\Tools\Binn\,;C:\Program Files

(x86) \Microsoft SQL Server\120\Tools\Binn\;C:\Program Files\Microsoft
SQL Server\120\Tools\Binn\,;C:\Program Files\Microsoft SQL
Server\120\DTS\Binn\ ;C:\Program
Files\PuTTY\CLASSPATH=..\bin;..\bin\cb. jar

Running data integrity check for backup set - '"Data Backup"',
destination - '""!'

C:\Program Files\AhsayACB\bin>..\jvm\bin\bJW.exe -
Djava.library.path=..\bin -cp ..\bin,;..\bin\cb.jar -Xmsl128m -Xmx2048m -
XX:MaxDirectMemorySize=1024m -Dsun.javaZd.noddraw -
Dsun.nio.PageAlignDirectMemory=true RunDatalntegrityCheck .. "" "Data
Backup" "" "DISABLE-CRC" "DISABLE-REBUILD"

[doInfo] Start [ AhsayACB v8.2.1.18 ]

[doStart] Start data integrity check on backup set '"Data

Backup (1562897045523) ", "AhsayCBS (1562897364604)", crc disabled, rebuild

index disabled

[doDetail] Start processing data integrity check on backup set= "Data
Backup'" destination= "AhsayCBS"

[doLogProgress] Start processing data integrity check on backup set=
"Data Backup" destination= "AhsayCBS"

[doLogProgress] Browsing "/files/1562897045523"
[doLogProgress] Browsing "1562897045523/blocks/2019-07-12-10-09-33"

[doLogProgress] Browsing "1562897045523/blocks/2019-07-12-10-09-33/0"
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[doLogProgress] Processing Job "2019-07-12-10-09-33", ""

mnn

[doLogProgress] Processing Job '"Current",
[doLogProgress] Processing Job '"Current'", "C:"

[doLogProgress] Processing Job '"Current", "C:/Users"
[doLogProgress] Processing Job "Current", "C:/Users/Administrator"

[doLogProgress] Processing Job '"Current",
"C:/Users/Administrator/Desktop"

[doLogProgress] Processing Job '"Current",
"C:/Users/Administrator/Desktop/Data backup"

[doLogProgress] Checking dangling backup file index entries...

[doInfo] Existing statistics of backup set= "Data Backup" destination=
"AhsayCBS": Data area compressed size: 32B, Data area uncompressed size:
0B, Data area file count: 2, Retention area compressed size: 0B,
Retention area uncompressed size: 0B, Retention area file count: 0

[doInfo] Recalculated statistics of backup set= "Data Backup"
destination= "AhsayCBS": Data area compressed size: 32B, Data area
uncompressed size: 0B, Data area file count: 2, Retention area
compressed size: 0B, Retention area uncompressed size: 0B, Retention
area file count: 0

[doInfo] The statistics of backup set= "Data Backup" destination=
"AhsayCBS" is correct.

[doLogProgress] Saving encrypted backup file index to
1562897045523/blocks at destination AhsayCBS...

[doInfo] Saving encrypted backup file index to 1562897045523/blocks at
destination AhsayCBS...

[doDetail] Data integrity check on backup set= '"Data Backup"
destination= "AhsayCBS" is completed

[doLogProgress] Data integrity check on backup set= "Data Backup"
destination= "AhsayCBS" is completed

[doEnd] [INFO] Finished data integrity check on backup set '"Data
Backup (1562897045523) ", "AhsayCBS(1562897364604)", crc disabled, rebuild
index disabled

[doInfo] Completed data integrity check on backup set '"Data
Backup (1562897045523) ", "AhsayCBS(1562897364604)", crc disabled, rebuild
index disabled

Press any key to continue
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Appendix D: Example Scenarios for the Reminder

Windows Log Off

The following example shows when the user performs Windows Log off with the Reminder setting

turned on.
1. Turn on the Reminder setting, then click the [Save] button.
Reminder
Remind me to backup during Windows log off or shut down
on C |
2. Perform Windows logoff.
Shut Down Windows
s What do you want the computer to do?
A
Ll...qg..pff %
Close programs and log off,
[ OK ] l Cancel ] | Help ]
3. A dialog box will prompt the user to back up all the backup sets with enabled ‘Reminder’
setting.
@ AhsaytCB [mE3w]
Do wiou want ko backup the following BackupSet(s)? Yes

Sample Backup Set Mo

[v Locking workstation
- .

Do not backup and close automatically in 1 sec
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Windows Restart

The following example shows when the user performs Windows restart with the Reminder setting

turned on.
1. Turn on the Reminder setting, then click the [Save] button.
Reminder
Remind me to backup during Windows log off or shut down
on C |
2. Perform Windows restart.
Shut Dowen Windows
= what do vou want the computer to do?
LY
|Restart 4
Closes all open programs, shuts down Windows, and then starts
Windows again.
[ K l | Cancel | | Help |
3. A dialog box will prompt the user to back up all the backup sets with enabled ‘Reminder’
setting.
(=) AhsaytCR o
Do wou want ko backup the following BackupSet(s)? Yas

Daily Backup Mo

Sample Backup Set

Iv Locking workstation
(" Shukdown Cormputer {* Restart Computer

Do not backup and close automatically in 2 sec
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Windows Shutdown

The following example shows when the user performs Windows shutdown with the Reminder
setting turned on.

1. Turn on the Reminder setting, then click the [Save] button.

Reminder

Remind me to backup during Windows log off or shut down

on C |

2. Perform Windows shutdown.
Shut Dowen Windows
= What do vou want the computer to do?
L
IShut down P v
Closes all open programs, shuts down Windows, and then turns
off vour computer,
[ QK ] I Cancel I I Help I
3. A dialog box will prompt the user to back up all the backup sets with enabled ‘Reminder’
setting.
@ AhsaytCE —55
Do wou weant to backup the Following BackupSet{s)? Yes

Daily Backup Mo

Sample Backup Set

v Laocking workstation
f» Shutdown Campuker i Restart Computer

Do not backup and close automatically in 3 sec
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Below is the list of example scenarios with complex settings:

Scenario 1 (Windows Log Off + Enabled Locking Workstation)

The following scenario shows when the user performs Windows logoff with the Reminder setting

turned on, and Locking Workstation enabled.

@ AhsaysCE [eE3m)

Do you want to backup the Following Backupsetis)? Yes

Sample Backup Set Mo

[Yes] — If Yes is selected, then the
Windows will be locked, and the
displayed backup sets will start
backing up in the background. Once
all the backup jobs are completed,
the machine will log off automatically
even if Windows is still on lock.

[v Locking warkstation
{ "

Do nat backup and close automatically in 1 sec

[No] — If No is selected, then no
backup job will run, and the machine
will proceed to log off.

NOTE

The machine will log off after four (4) seconds if no action is selected.
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Scenario 2 (Windows Log Off + Unselected Locking Workstation)

The following scenario shows when the user performs Windows logoff with the Reminder setting

turned on, and Locking Workstation unselected.

@ AhsayACB

Do you want to backup the following BackupSet(s)?

ri:i'all',' Backup No J
Sample Backup Set y

|

I Locking workstation

Do not backup and close automatically in 2 sec

[Yes] — If Yes is selected, an alert
message will be displayed to inform
the user that a backup job is still
running which prevents Windows
from logging off.

[No] — If No is selected, then no
backup job will run, and the machine
will proceed logging off.

Clicking the [Yes] button will result to the following screen:

1 program still needs to close:

(Waiting for) AhsayACB

Backup Job is Running

o close the program that is preventing Windows from
estarting, click Cancel, and then close the program

Force log off t Cancel l

[Force log off] — If you choose to
force log off the machine, the
backup job will not push through,
then the machine will log off
immediately.

[Cancel] - If Cancel is selected, the
backup job will run in the
background. Once all the backup
jobs are completed, the machine will
log off automatically.
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Scenario 3 (Windows Restart + Enabled Locking Workstation)

The following scenario shows when the user performs Windows restart with the Reminder setting
turned on, and Locking Workstation enabled.

Sample Backup Set

[v Locking workstation
(" shutdown Computer

=) AhsayaCcE S
Do wou want to backup the following Backup3etis)? Yes
Daily Backup Mo

(% Restart Computer

Do nat backup and close automatically in 2 sec

[Yes] — If Yes is selected, then the
Windows will be locked, and the
displayed backup sets will start
backing up in the background. Once
all the backup jobs are completed,
the machine will restart
automatically even if the Windows is
still on lock.

[No] — If No is selected, then no
backup job will run, and the
machine will restart immediately.

NOTE

1. You can select the ‘Shutdown Computer’ from the options in the dialog box, but the machine will still
follow the action that you perform from the Windows, which is ‘restart’. The machine will reboot once all
the backup jobs are completed.

2.  The machine will restart after four (4) seconds if no action is selected.
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Scenario 4 (Windows Restart + Unselected Locking Workstation)

The following scenario shows when the user performs Windows restart with the Reminder setting

turned on, and Locking Workstation unselected.

® AhsayACB '-La-l
Da you want to backup the Following BackupSet(s)? [ Yes
Daly Bachip ; N o |

Sample Backup Sat

| Locking workstation

~ Shutdown Computer (* Restart Computer

Do not backup and cdose automatically in | sec

[Yes] — If Yes is selected, an alert
message will be displayed to inform
the user that a backup job is still
running which prevents Windows
from restarting.

[No] — If No is selected, then no
backup job will run, and the machine
will restart immediately.

Clicking the [Yes] button will result to the following screen:

1 program still needs to close:

Force restart

[Force restart] — If you choose to
force restart the machine, the
backup job will not push through,
then the machine will restart
immediately.

[Cancel] — If Cancel is selected, the
backup job will run in the
background. Once all the backup
jobs are completed, the machine will
restart automatically.

www.online-backup.dk



http://www.online-backup.dk/

Scenario 5 (Windows Shutdown + Enabled Locking Workstation)

The following scenario shows when the user performs Windows shutdown with the Reminder
setting turned on, and Locking Workstation enabled.

Sample Backup Set

v Locking warkskation
f+ Shutdown Computer

@ AhsayACE (3]
Do you want to backup the Following BackupSet{s)? Yes
Daily Backup Mo

" Restart Computer

Do not backup and close automatically in 3 sec

[Yes] — If Yes is selected, then the
Windows will be locked, and the
displayed backup sets will start
backing up in the background. Once
all the backup jobs are completed,
the machine will shut down
automatically even if the Windows is
still on lock.

[No] — If No is selected, then no
backup job will run, and the
machine will shut down
immediately.

NOTE

1. You can select the ‘Restart Computer’ from the options in the dialog box, but the machine will still follow
the action that you perform from the Windows, which is ‘shutdown’. The machine will shut down once all
the backup jobs are completed.

2. The machine will shut down after four (4) seconds if no action is selected.
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Scenario 6 (Windows Shutdown + Unselected Locking Workstation)

The following scenario shows when the user performs Windows shut down with the Reminder

setting turned on, and Locking Workstation unselected.

@ AhsayACE
Do you want to backup the Following BaclkupSet(s)? Yes
Daily Backup No '
4

Sample Backup Set

I Locking workstation

(¢ Shutdown Computer Restart Computer

Do not backup and close automatically in 2 sec

[Yes] — If Yes is selected, an alert
message will be displayed to inform
the user that a backup job is still
running which prevents Windows
from shutting down.

[No] — If No is selected, then no
backup job will run, and the machine
will shut down immediately.

Clicking the [Yes] button will result to the following screen:

1 program still needs to close:

Q (Waiting for) AhsayACB

Backup Job is Running

o close the program that is preventing Window:

restarting, click Cancel, and then close the program

\ force shut down |

[Force shut down] — If you choose
to force shutdown the machine, the
backup job will not push through,
then the machine will shut down
immediately.

[Cancel] — If Cancel is selected, the
backup job will run in the
background. Once all the backup
jobs are completed, the machine will
shut down automatically.
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Appendix E:  Create Free Trial account in AhsayACB

Users can create a free trial account when they login to AhsayACB for the first time. Please ensure
that the following requirements are met before creating your trial account:

@  Avalid email address which will be used for receiving notices. A welcome message will also be
sent upon creation of the account which specifies the User Setting and Quota set for backup in
AhsayCBS.

While here are the limitations of a trial account:

@  The Free Trial button will only be displayed once when the user login for the first time. If you
cannot create a free trial account kindly contact your backup service provider.

@  Only alphanumeric characters and selected special characters, AtoZ,0t0 9, @, - and _, are
allowed to be used for the Login name. While there may be some limitations on password
complexity and age which is determined by the backup service provider. Please contact your
service provider for further details.

@  The add-on modules available and quota size are determined by your service provider.

@  The trial account period is also determined by your service provider. Please contact your
service provider for details.

NOTE

The Free Trial Registration option may not be available. This depends on the settings of your
backup service provider. Please contact your backup service provider for more information.

Follow the steps below to uninstall AhsayACB from your Windows.

1. Click on Free Trial.
@ ahenace - o x

‘ @ ' AhsayACB
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2. Configure your Backup Server settings.

Backup Server

hitp W W

Proxy (HTTP)

Use proxy to access the Internet

off |

3. Enter the Login name that you want. Also provide your email address and password.
Confirm your password and click OK to create your trial account.

AhsayACB
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4. Once the trial account is created, this screen will be displayed.

(D Ansayacs  [Trial Version

Backup Sets

Utitites

5. If the user has input their email at Step 3, they will periodically receive an emalil
notification(s) about the changes to their trial account such as backup report(s), or when the
expiration date of their trial period is approaching in less than 10 days.

Below is an example of the trial expiration email.

Trial account, UserOO1, will expire in 3 days Inbox x &8 2
Admin < s ¥ @gmail.com> & -
tome «~

Dear User001,

Your trial account will expire in 3 days.Please contact your administrator for further action.
Below is the trial information of this account.

User User001
Registration Day 11/24/2021
Day(s) to Trial End 3

Total Trial Days 30
Sincerely

Ahsay Support Team
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Appendix F:  How to Manage Network Drives which are not set in

Windows

Users have several options in managing network drives that are not set up on Windows, which are

the following:

Select All — selects all the files and

Select Only — will only select a particular folder in the network drive but the file selection will

remain the same.

folders in the network drive

Deselect All — deselects all the files and folders in the network drive

Edit Credential — allows changing the credentials of the network drive even after it has been

set upon creation of the backup set.

© Delete — deletes the network drive

For instructions on how to use the different functions, see instructions below:

Select All

1. Go to Backup Sets, select the backup set. Select Source and click | would like to choose

the files to backup.

E SeeRnte)

General

Backup Schedule
Destination
Reminder

Others

Select the files and folders that you want to backup
E Desktop
My Documents
n Favorites
m Outlook
. windows Live Mail

Apply filters to the backup source

off | B

Defete this bockup set
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2. Right-click on the network drive and select All.

Felders
2 W Te PC
i @& FPIB 2254 0S.C)
i [ an DATA (D)
i @ Nerwork
7 W Lirarms
#-0FL W1255.184 171 TentFiley
1 B W25 5184 2 3 TeniFilend §

L

|v] Sthow files

AQC NETWOrk a00ress

3.

Name
] New folder
() Bl Archived Sles2ip
L I.Arumedfunjxv
L) M vox image png
) ™ box image_2.png
Lat o i+ mpie image bmp

ey Onky

Desdlen Al

Ede Credentinl

Delete
(] lm Fie 4ppt>
(]} G gtde_act_quickyinr_mac_v8 pdf
) G patde_sct_quichstars_win vl g
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Select Only

1. Go to Backup Sets, select the backup set. Select Source and click | would like to choose
the files to backup.

E Flle Backup Backup Source

Select the files and folders that you want to backup

General e
Ny Documents
: n Favorites
Backup Schedule B oo
. Windows Live Mall
Destination
Reminder Filte

Apply filters to the backup source

Others off I

2.
] i 3 LAY Urce
Foiders Name Size Oate modfiea
= W s PC 0 | New folder
s DdrPazstosic) O Achved flesop 20 0ROTZON9I202 0N
¥ e DATA D) ) B Archived ftes 2.5p 28 08012019 1202
iil 9 Neowork 4 ® box image prg 28 080120191209
i Wy Liorories M 8§ boximage 2peg 2¥8 0802019 1209
W T V1255 18 1 2T T earfiles T g imiage B 08 CADY201913:30
i1 B W125.5. 184 23 TenFiten] 0B 080129 1341
~ SewaOnly 748 0BAON201913:36
Desnlec: A) (18] 08012015 12:00
o e & Sy
oot YR 08 08/01/201912:00
2 8] File_& ppex 00 0RNOT201913:80
71 @ guide_ach_gqucksan_mac_vE pdt e 05232019 10:42 v
< [N > 4 guide ach oucksan win vEodf BMB 05242019 10:33
[V Show fites ftems perpage |50 & | Page|1/1 w |
]

AST NEIWOrk adoeess Help
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3. The network drive will now be deselected but there will be no change in the file selection.
] { . #“U) Urce
Fuiders Narrw Sarw Dt modified
5 8 The PC New foider
W W P 22560504 Bl Arthived Nles2ip 228 omOw2MBIzO2 A
B ) o DATA (D) B8 A chived files 2.2 228 020120101202
= o Network & S| box image.png KB QR01/2019 1206
¥ P Librares ¥ W box image_2 png 8 085012019 1206
# 0 i 11255 184 1 71 TestFiles ) & Copy of the Sample image. bmp (] Q2012015 13235
B A Ty 19255184 23 Testfiles2 ¥ ) Dasaxa 08 ORO1Q019 1341
7 & Dragram png 74KB  OROV2010 1336
2 ) Excel fiwsla EKB  ORD12019 1200
2 &) Foe_1 pprx 08 ORD12019 1200
7 %) Fpe 2.0ptr 08 00120191200
) ) Fre 3 ppux CB  OH01/2019 1200
i) ] Fie 4 pptx 08  ORU12010 1340
Z @R gade_ach quicksior_mae vl pd IMB 05232010 1642 v
C I > 76 cude och ouldkstart win vB.odf AMB 032420191033
| Show files memsperpage |50 W Page 1/1 w

ACT NEIWOrk

Deselect All

1. Go to Backup Sets, select the backup set. Select Source and click | would like to choose
the files to backup.

m Flle Backup Backup Source

Select the files and folders that you want to backup

General R
Ny Documents
: n Favorites
Backup Schedule s
. Windows Live Mall
Destination
Reminder Filte

Apply filters to the backup source

Others off I
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2. Right-click on the network drive and select Deselect All.
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B 0 19255184 20 Teatfiless om0 08 DRDIEA0IY 1341
Selec Oy 74KB  OOV2010 1336
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Edit Credential

1. Go to Backup Sets, select the backup set. Select Source and click | would like to choose
the files to backup.

E Flle Backuy Backug

Select the files and folders that you want to backup

General Restop
= My Documents
SOUrce 1B Favorites
Backup Schedule A
. wWindows Live Maill
Destination
Reminder “ilte

Apply filters to the backup source

Others off I

2. Right-click on the network drive and select Edit Credential.

Falders

5 B Tha PC

it e FPIB 2256 O5(CH

B ) o DATA (D)

P Netwack

W Libranes

5L w1255 184 1 71 TentFily
1 8 1925,5 184 20\ Teatfile

SRD

S

| Show files
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3. The Network Address window will appear, update the User name and/or Password. Click OK
once done.

Ire

Input the Gealls of network acdress. and click [OK] 1o proceed

Network sodress (e85 Vservername doamirmpathy

o) This share requires 3C0ess (redentials

User name (0 g domainiusssname)
Admenistrator
Passworg

ELLLLT

[ (=1 =)

Delete

1. Go to Backup Sets, select the backup set. Select Source and click | would like to choose
the files to backup.

E Flle Backuy Backug

Select the files and folders that you want to backup

General Desktop
b My Documents
>OUICE t n Favorites
Backup Schedule & oot
. Windows Live Mail
Destination
Reminder e

Apply filters to the backup source

Others off I

Defete thes boceup set
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2. Right-click on the network drive and select Delete.

7 8 This PC
3 S P8 254 05(C)
7] - DATA (D)
+ ‘ Netwark
o T Lbraries
i 58 T W25 5184171 TestF e
B 2 T 1125518420 Test bes?
Seley NI
velert Only
Desefact AR
£t Condertial

e

[T show files

O NEIWOrk adaeress

3. The network drive will now be deleted.

7 8 This PC
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